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ABSTRACT

The RFID system has the security problem of location tracking and user privacy. In order to solve this problem,
the cryptographic access method using hash function is difficult to in real applications. Because there is a limit of
computing and storage capacity of Tag, but the safety is proved. The lightweight authentication methods like HB
and LMAP guarantee the high efficiency, but the safety is not enough to use. In this paper, we use the AES
for RFID Authentication, and solve the problem of using fixed key with key change step by step. The symmetric
keys of the tag and server are changed by the random number generated by tag, reader and server successively.
This could prevent the key exposure. As a result, the output of the tag and reader always changes. These key

changes could make it possible to prevent eavesdropping, replay attack, location tracking and spoofing.
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Operation 4.
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Server Reader Tag
(Tag Info, K;) (M) (ID, M, Kg)

after Reader Authentication

The reader passes a message which is Ky = Ky @ Riserver
received from the tag to the server. Encryption (ID || R'server) by Ky

1 Step 7. A Step 6.
Egs(ID | R'server) ‘ Exs(ID [ R'server)
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Operation 5.
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ID Search
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Tag Info
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Operation 4.
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Operation 5.
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