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Abstract

RFID (radio frequency identification) systems, recently being used in a wide range of areas, are vulnerable
to relay attack from malicious attackers. For that reason, Brands, et al. proposed a certification protocol
between a certifier and a verifier based on the concept of distance-bounding, and in addition Hancke et al.
introduced the concept of RFID. However, the delivery of tag IDs, one of the main RFID features, is not still
available, and there are two important demerits: anonymity in the delivery of tag IDs suggested by Kim et al.
and inefficiency in finding a tag ID with regard to how to check errors which may occur in the process of
data exchange between readers and tags. Therefore, this study proposes a protocol that meets the requirements
of tag anonymity and location untraceability, has resistance to errors which may take place in the phase of tag

data exchange, and is very efficient in finding tag IDs.
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