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ABSTRACT

In this paper, we propose an adaptive scalable encryption scheme for the layered architecture of SVC video.
The proposed method determines an appropriate set of encryption algorihms to be applied for the layers of
SVC by considering the importance and priority relationship among the SVC video layers. Unlike the
conventional encryption method based on a fixed encryption algorithm for the whole video layers, the
proposed method applies differentiated encryption algorithms with different encryption strength the importance
of the video layers. Thereupon, higher security could be maintained for the lower video layer including more
important data, while lower encryption strength could be applied for the higher video layer with relatively less
important data. The effectiveness of the propsed adaptive scalable encryption method is proved by extensive

simulations.
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REE YHEE | EHHE [ UEstRey | g A 5E da3t
ElanGiE=S 37 (bits) 371 (bits) 37 (bits) (bytesfsec) Zx =4
To_Enc BRI 5

(=S I B B B Hole 4ot 2=

DES 64 64 64 721472 5

DDES 64 64 128 (64x2) 517,644 4

TDES 64 €4 128 (64%2) 326,276

v

SEED 128 128 128 352,170
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AEZ 128 128 192 256,582
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olelof] o3l ¢w3tE st 1 2 4E3) A=
7} gkgE= deleEs EA4slsict. &% 43} DES,
DDES, TDES, SEED, AES®] =42 o533} Az &
=7} ZRzslgd 7] Aol gt 5 ksl o
252 sk53} Keyo| o7} AoAAGE ohs3) 7k
7} ZAS A A key Aot SAd B kws) 7ho|
= ¢33 x| i vlart Erlestez ohEs
] £28 Fo 5s) e =4 E Ak Ik

H =Rl SVC H|EAERS] B|T|S AlZd|
A Qe Bl 25 a8sle] o v =& 5
SAZAN N E FoErt AR 2 ASIAS
o o]|Er7IR] £ApHOoZ AES, SEED, TDES,
DDES ¥ DESE #£3t 4 gjtt. Z2v}, AES,
SEED 53} -2 b33} dwelge] 7% 33l A
2] &b Ao relug gkss) qlxle] ALl
Ee7h AAZE Bt 2 Au|ae] dolg] AHzlgE 1t
FA A} ke 271& skl Hget kst 7
=5 Z+= kw3t daElE (No_Enc (&3} <hsh
x3ho| 235 X 124E Addsie] A H2 AP

3}t A H-83h

32 MEX AddeE 2=} 7Y

Ajlslz 284 2AldelE ks3} 7] SvVC
o] vlt] e AlF MR 433} 7t Apds)sle] 44
3}, kss} allzlelAd A== dlole|ge] has)
Azl 1 dloe]d K} zholx|R] o= x| oF
33} A=E 7t AlF HE AeH o ApEs)ele] A
Seic) wEhA, 2 =Eellie as) Qizlelx ] Al
Ab 57} MB|2elld] 875]= SVC BT 29 ZF
to]e] 8- WEA|FHA A= YR APt okss)
Ago] 7153t a3t daelEe 23S s

698

d
sto] fradshll 488 5 sle AL S 53t 7]
S Aokt

T3 32 N7RE] B L A FellA] kA vl
ATE Afslr] 3 Al ~A|d= s ket 7]
el 2t 3E=E vepich kA vjele Al3e]
33hs flelA k%) dvEls B, (No_Enc® *
gh 7} Agslc) kst dwels e kst e
= 8% 39 AFe] H AEE SlsiA
E > B, > B> E° A7 A3 H== gk
kA B|t] & Al 23kE= NAL unit®] & 7i5
= M), A NAL wit> NU; (1 <4 < M) =2
FA=EY, N9 271 P2 235 a2l =2
717} PA’ el NUk’ 7} Aa3h= A7l (sec)= tiﬁi FAH
o} Algk 7142 GOP w9l & A7} ==d, s
°] GOPSI7} ApAI8h= whe] AIZE TG vhat 3
o] Akt

GOP_size
—_ T =T 1
Te frame_rate W

Al (ollA] GOP_size= GOP2| =75 vieho
frame_rate= 139 A8]2~%= 38 (frames/sec)
< 9might}. wke] AZHTG)H fE == N7)e] v
2 AZ9] NAL unitg 433}sl7] 943k ¢33} <zl
olxe] A7) 4% S(bytes/sec)= 72t Aol 48
e kst duelg £ gEsh e S= 5
AR 2o AR g} o] vehd

M
S< Y t;) 6)

Al @)eld Mt ¢ 5] A1ZE TG 3E WlellA

o] Wah= shguigolng ) Hagh §& kst
o] Akt

M 2L

1 N M, )
FEETN stE[m])
TG k=1 i=1 (3)
1 N

* : (SLXMXE)

www.dbpia.co.kr



RSV HIE 28] AR el A4Hel A el ka3 7

A @)olA B+ } s Bighe Yep)

3, M= kA wle)e AZA9] NAL unito] TG
A7} <k A o7 Hhehs 315, ¢, = KA
t]e AZolAe] NAL unit®] B A A7ke ©
e} g A W)L AlZell4e] NAL unit?]
A#H 2719 B kst dlxleze] dele i
%59l R, (bytes/sec)?} th-2] IS Z=rh.

{o
=

=R,

m

Xt @

2] @)e] Azz5E A 3)9) ol Py/R,, e o
QJshe thew} 7k T oAl

N

§= — Ta - ;(Skxﬁkx 7)) ®
21 (5)ellA ARl M9} B 50131 SVC H|
Eﬂ&l 7t AlSH NAL unitg #495hd A4 A
ARE 5 Qi AHol T, §az gkEsh AxlolAe] AlA|
A& 53 & 19 A= le Fhelok =3 TG
yol| oJa) AlAl=a okss) alzl o 28] dlo]E]
S 47—5‘2] R, & A7 vt e AMu|AE y2E
Aol BIEle. Asle] dele] Mgt U 3k
g 5= glrk @, B4k A9 BE A
No_Ene (18} A4 9 A4 4

01 B AL (5) e 2ro] mEEITh

N
S]\fo,Enc: 7 Z (ka Pk) 6)
TC k=1

AAZEo R SVC BIE)e An|2o) gk o)
oJx)7] 9lalE ka3t ozl g1 dlolelg mr} g
53} alxle] dlolE] AHelgo] oo} £Alglo] BE
NAL unit5-% +&381a 4 9l7] wlite] S thow}
7he FAZ qEA Ak g},

S> R, @

5 A (7)ol sl ket e Al
o

2,
o

30

2~
T

(SkXMkXPk)> Ty« R, ®

TM@

b, A (8)94 WA ‘ﬂ/:?*] 71 HlelH Aelas

Zh= kst darlEae By By
2 A %‘;@} °Hﬂcé e °24_£ JJrHﬂs}ﬂ]

ek, olul, A% Mw Aus) e ok ee] 4

45 A, BBy By, By 73X b3E) Tieot &
l«l éi% Zzxsle] B = B, = B, .= E°|

a‘?‘f} | IE‘r oili ’*"‘i 18] 22] SVC HT)L A=

x| sl 7]2ASHE] A2 AES—SEED
—TDES—DDES—DES—No_Enc & #-83-2 uj 4]
()% WE3P, B2 AES 2 AAEHY E~E S
<=4t} 2 SEED, TDES, DDES, DES, No_Enc = Z
A=), mkek Al ®)% wE2) 7] Bk, kst
2] X2 o was] 2edl S Qe R s EA=NE
TAH 22 SEED—TDES—DDES—DES—No_Enc

Encryption Engine

encryption  encryption
P My P P ' . switch algorithm
y =) Y (=15) P (=1t)
>  —
NU M = U NU? NU! :j>

! - '

[ - encryption

‘ ! buffer

T :

D - B} A1 %o 3= SVC NAL unit Sk AA Ao %8H= SVC NAL unit
T, : 3Lt GOP7} 24 A = $
t; 2 A717F BIRl NU 7Y A3t AIRE (sec)

NU; kA AlFe] 1A NAL unit
NU; 9] 171 (bytes)

a2 3. kA Wil ARE Aelel) $1% kas s

Al ZF 4 o]

encryption
Key

699

www.dbpia.co.kr



241813 =] °10-04 Vol. 35 No. 4

—No_Enc & 43 ek, o]2)ah whe EalA
4 @)% WEATNE JEI} ekl 29E A
Aoz AAEA =) s}ﬁ:] Aoks 7|Hol= A4
9 53k LS A @F B3] Gop sk
48402 Al e, svesl wiEle. Az 7
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