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ABSTRACT

This paper proposes IPCW-IDS(IP Count and WLC based Intrusion Detection System) which detects DDoS
attack using destination IP address. IPCW-IDS consists of PCM(Packet Capture Module) capturing packets,
WLCM(WLC Module) distributing packets by using load balancing WLC, PAA(Packet Analysis Agent)
analyzing packets, IPCM(IP Count Module) counting destination IP address information, and IDM(Intrusion
Detection Module) detecting DoS and DDoS attack. The IPCW-IDS proposed in this paper reduces the False
Positive by using the DDoS attack detection of the following three steps. The DDoS attack is detected with
destination IP address in the first step, the DDoS attack is detected with the patterns of destination IP address
in the second step, and the DDoS attack is detected with the patterns of destination IP address which is
counted over a critical value. Therefore, IPCW-IDS reduce the 20.83% of respective DoS attacke error
detection rate(TCP) about the fixed ciritical value to 8.33% with the proposed expression, and reduce the 8 tif
s of the False positive about the existing CFB to 1 tif s. In addition, IPCW-IDS difinish s some bottleneck
by distributing packets to a packet analysis agent, which increases the processing speed of packets and

improves the performance of IDS.
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