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ABSTRACT

Cryptographic protocols based on bilinear pairings provide excellent alternatives to conventional elliptic curve
cryptosystems based on discrete logarithm problems. Through active research has been done toward fast
computation of the bilinear pairings, it is still believed that the computational cost of one pairing computation
is heavier than the cost of one ECC scalar multiplication. However, there have been many progresses in
pairing computations over binary fields. In this paper, we compare the cost of BLS signature scheme with
ECDSA with equvalent level of security parameters. Analysis shows that the cost of the pairing computation

is quite comparable to the cost of ECC scalar multiplication for the case of binary fields.
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Zzla szt 229 1(P) —1(0) = principal divisor
ole (fp) =1(P)—1(0) & W&E3sh= F2lds f7h
ZAgc) 9)ele] f=l3E g2t divisor D= Y nu(P)

ol Wisted, g(D) =]1g(P)"" = Aozt A3 £ll]
ol A Tate #HoI&] 72 ohe3} 2o] Aot

Al 1. A P El(GF(g) ] 2]l Q=

EN(GF(d)) o fxela sxl o714 ke
¢ =1(mod )& W5sh= 4] zledsrelr). Tate
Hlolg)E vhgw} o] Hojx= HAd kol

EIl(GF(q)) x El)(GF(d")—{¢} with

k
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Input : P=(a,f3), Q= (z,y)

Output : C= f,(¢(Q))

C—1

for(i=1 to m; 1++)

1. aca?, B

2. z=atax+1l, w—atzxt+tar+F+y+b
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4.z, y—Vy

end for
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Input : P=(0,), Q= (z,y)
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C 1, ac=?, pp*

m—1

e’ +y° +b+ , vea® 1, B

I =713
for (=1 to m ; i++)
1. G-
2. G—C- A, where
A=p+0+u+(at+v)s+t
3. aca, B, ue—u+v, vev+1
4. O—aw
end for
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250-°|E Flof8] daks wlagich FAg vaE 9
A 0~ 1609 2] GF(2%)AollA ECC Akl
Aikel b=25090 -2 GF(2") Al Tate
Hlog At SEE v|ashe, BLS A% 2702 [18]
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