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ABSTRACT

Cognitive radio (CR) features opportunistic access to spectrum when licensed users (LU) are not operating. To

avoid interference to LU, cognitive users (CU) need to perform spectrum sensing. Because of local shadowing,

fading, or limited sensing capability, it is suggested that multiple CUs cooperate to detect LU. In cooperative

spectrum sensing, CUs should exchange their sensing data with minimum bandwidth and delay.

In this paper, we introduce a novel method to efficiently report sensing data to the central node in an

infrastructured OFDM-based CR network. All CUs simultaneously report their sensing data over unique and

orthogonal signals on locally available subcarriers. By detecting the signals, the central node can determine

subcarrier availability for each CU. Implementation challenges are identified and then their solutions are

suggested. The proposed method is evaluated through simulation on a realistic channel model. The results show

that the proposed method is feasible and efficient.
Key Words :
I. Introduction

Advances in wireless communications have
caused spectrum shortage because the traditional
regulation statically allocates spectrum to license
holders or services within a specific region for a
relatively long time period“]. On the contrary, recent
studies revealed that the utilization of the assigned
spectrum is highly sporadic and variable, ranging
from 15% to 85% depending on the time and

placem.

Exploiting this situation, cognitive radio
(CR) was introduced in® to overcome spectrum
shortage. In CR, cognitive users (CU) opportuni-
stically access spectrum when licensed users (LU)
are not operating. By the prospect of high spectrum
utilization, CR has become one of the most active
research topics in wireless communications.

An important requirement of CR is that CUs
should not cause excessive interference to LUs. To
fulfill this, CUs must determine the presence of LUs

through spectrum sensing“]. There are two types of

cognitive radio, spectrum sensing, sensing reporting, orthogonal codes, OFDM

spectrum sensing: local and cooperative spectrum
sensing. Local spectrum sensing is a process that a
CU detects LU activity by itself, mostly by means
of signal processing. Representative algorithms are
energy detection, matched filtering, and cyclosta-
tionarity-based sensing[4]. In practice, however, local
spectrum sensing alone is not sufficient because
LU
detection. Moreover, the hidden LU problem, which

local fading and shadowing could hinder
occurs when an LU is located outside a CU’s
sensing range, cannot be solved by local spectrum
sensing. To overcome these limitations, cooperative
spectrum sensing collects sensing results from CUs
to determine available spectrum. Because CUs likely
experience independent channel impairments and
observe different LU activities, cooperative spectrum
sensing may increase the chance of LU detection
and decrease sensing time'™.

Cooperative  spectrum  sensing may require

significant bandwidth for sensing data reporting if
the number of participating CUs is large. Moreover,

* Fatyaisla 71F5E-5-87} (roengram @gmail.com)
=S KICS2010-10-474, A5U=} 12010 104 62,

HEFE=EA5AAt: 2011 29 219

2817

www.dbpia.co.kr



241813 =] °11-03 Vol.36 No.3

if it takes too much time to report sensing data,
detection performance can degrade since the
collected data could have already become obsolete at
the time of use, especially when the temporal
variation of LU activity is high. To reduce the
bandwidth for reporting, several methods suggest
that only informative and reliable sensing data are
reported”™®!, Although these algorithms reduce the
reporting time and claim to increase LU detection
accuracy, it is difficult to choose which CU is to
report. In addition, if a CU is subject to different
LUs or independent channel impairment, suppressing
its reporting could lead to detection failure. Weiss et
al. proposes that multiple CUs simultaneously
transmit jam signals so that the central controller
can determine universally available subcarriers in an
infrastructured OFDM-based CR network (CRN)".
Although this method considerably reduces reporting
time, it is not clear how to coordinate transmission
timing among multiple CUs. And CUs transmit on
the subcarrier where LU activity is detected,
potentially inducing interference to LUs. Another
limitation is that only OR-rule™ can be applied
because the transmitters of jamming signals are not
distinguishable.

In this paper, we propose a method to efficiently
report sensing data to the central controller in an
infrastructured OFDM-based CRN. In the proposed
method, a CU transmits a unique and orthogonal
codes on locally available subcarriers. Transmission
timing is adjusted based on the feedback from the
central controller so that the signals sent by all of
the CUs arrive at the central controller simul-
taneously. Unlike previously suggested methods, the
proposed method reports every available subcarrier,
which in turn help to determine the subcarrier to be
used. Also, by detecting orthogonal codes on each
subcarrier, the central controller determines per-CU
subcarrier availability. Thus, it is possible to apply
various fusion rules, not just OR-rule. The
contribution of this paper is as follows. First, a
sensing data reporting method is introduced for an
infrastructured OFDM-based CRN, which provides
per-CU spectrum availability within a short time
period. Second, implementation challenges and their
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solutions are discussed. Finally, the feasibility of the
proposed method is thoroughly evaluated on a
realistic channel model.

The rest of the paper is organized as follows. In
Section II, the architecture and environments of
target CRN are described. Section III gives the
detail of the proposed method. In Section IV,
discussion on implementation challenges are
presented. Section V  describes performance

evaluation. Lastly, Section VI concludes the paper.
II. SYSTEM MODEL

In this paper, the central controller is called
cognitive access point (CAP). All non-CAP CUs are
called cognitive stations (CSTA). We assume a
network that consists of one CAP and a number of
CSTAs. All CSTAs are within 1-hop of the CAP.
The network is presumed to be stationary. OFDM is
used for modulation because it is easy to avoid
interfering an LU by leaving certain subcarriers
unmodulated"”. Many previous works in the
literature®™ also assume OFDM-based CRNs. Both
the CAP and CSTAs are responsible for local
spectrum sensing. No assumption is made on which
algorithm is used nor when it is executed. To reduce
overhead, CSTAs report only whether a subcarrier is
occupied by LU or not. We make no assumption on
the location, transmission range, nor the activity
pattern of LU.

. Orthogonal Signaling-based Sensing
Data Reporting

In the proposed method, every CSTA has a bit
sequence called availability notification (AN). AN is
unique to a CSTA so that it can be used to identify
a CSTA. Management of AN will be discussed in
Section IV-1.

Fig. 1 shows the message exchange sequence of
the proposed method. The CAP initiates sensing data
reporting by transmitting a Query message. Upon
receiving the Query message, a CSTA transmits its
AN on the locally available subcarriers, while
sending null symbols on the others (magnified image
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Fig. 1. Message exchange sequence of the proposed
method.
T2 1. AAE aEe] wlAA] "Ad $A
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of Fig. 1). The resultant time domain signal is called
reporting signal. CSTAs adjust transmission timings
so that their reporting signals arrive at the CAP
simultaneously. Consequently, the CAP receives the
combined signal of all of the transmitted reporting
signals. From the combined signal, the CAP checks
the presence of individual ANs on each subcarrier,
determining which subcatrier is available to which
CSTA. By applying a sensing data fusion method on
the detection results, the CAP derives and announces
the set of subcarriers to be used for subsequent data
communications. Note that the proposed method
does not assume a specific data fusion method.
Detecting an AN from the combined signal is the
most important step of the proposed method. To do
this, the CAP analyzes the received signal at a
symbol level because demodulation removes
information about the constituent ANs. In addition,
ANs are selected such that they have high
auto-correlation and low cross-correlation. High
auto-correlation helps to detect an AN in the
presence of noise, and low cross-correlation makes it
easy to distinguish an AN from other ANs. It is
known that the orthogonal codes and the
pseudonoise codes employed in CDMA systems

have these properties“o]

. Among the two types of
codes, we choose the orthogonal codes because they
have lower (zero) cross-correlation when combined
with the perfect alignment. Specifically, we use
Walsh codes as ANs"'”. Walsh codes have a length
of 2" for any positive integer n. The number of
2"-bit Walsh codes is also 2", meaning that the
maximum number of supportable CSTAs is
determined by the length of the employed codes.

The input and output of AN detection process is

illustrated in Fig. 2. For clarity, the diagram omits
many details such as RF frontend and channel
effects. AN detection is done by comparing the
cross-correlation between an AN and the symbols
received from each subcarrier. The details are as
follows. Say that ANV, belongs to CSTA ¢ and is
represented as an array of L symbols k],
1 < k < L. The signal received from subcarrier j is

then denoted as wu, (k] = Eul[k], where Aj is the
lEA; ’

set of CSTAs that transmitted their ANs on
subcarrier j. The cross-correlation between A/V, and

TJ- 1S:

L= é:luf [k]r; (k]
= Dl 35 k)
_ kglu,* [ku,[k] i€ A,
0 iz A

L
since Eu:[k’}u;[lﬂ] is zero if i=m. «
k=1

represents the complex conjugate, which can be
omitted because AN symbol values are all real in
this paperD. Finally, the CAP determines that AN,
has been transmitted on subcarrier j if I ; is greater
than a threshold.

Fig. 3 shows an example of AN signal combi-
nation and AN detection on a subcarrier, using 4-bit

orthogonal codes.

AN; —'SC; Sc— —
Null — SC, SC— AN N Per—CSTA
. FFT . . subcarrier
CSTA. LI eporti : Detection availability
1 AN; — SC, eporting scH—
L= | signal
AN, < SC; | JA(
AN; — SC,
A AN
i IFFT| - i
Reporting
CSTA2 Nyl —| sc, <ignal oap

Fig. 2. Model of AN signals combination and detection
at the CAP.
T2 2. CAPellAe] AN Alde] 23k 2 7] 24l

1) We use BPSK modulation for ANs.
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Fig. 3. Example of AN signal combination and detection
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IV. Implementation Issues

The proposed method poses several implemen-
tation challenges, which could significantly reduce
efficiency as well as effectiveness of the proposed
method. The challenges include management of AN,
frequency offset compensation and signal trans-
mission timing adjustment, reducing jitter in signal

processing, and received signal power equalization.

4.1 Management of ANs

A CAP must keep track of which ANs are
currently in use for AN detection. To do so, the
CAP can explicitly assign an AN to a CSTA and
retrieve it when the CSTA stops operation. It is
reasonable that the assignment takes place in the
association phase?). Similarly, AN retrieval can be
done in the disassociation phase. However, it is
possible that a CSTA is turned off or moves away
from the network without notifying the CAP. Thus,
the CAP should retrieve an AN on any indications
that its owner has stopped operation. For example, if
a CSTA does not send its reporting signal
(equivalently, if a CSTA does not send its AN on
any subcarriers) for a long time, the CAP may
conclude that the CSTA has left the network and

then retrieve its AN.

4.2 Frequency Offset Compensation and Signal
Transmission Timing Adjustment

Frequency offset is the difference in the center

frequency between a transmitter and a receiver. The

2) Many point-to-multipoint networks have an association
phase for authorization and parameter negotiation.
Examples are IEEE 802.11, 802.16, and 802.22.
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main cause is local oscillator errors that cause
up/down conversion to/from the center frequency to
be asymmetric®. In an OFDM-based system such as
the target CRN, frequency offset degenerates
orthogonality between subcarriers. Consequently, the
proposed method could suffer from reduced AN
detection accuracy.

On the other hand, the proposed method requires
that the reporting signals transmitted by all of the
CSTAs arrive at the CAP simultaneously (Section
III). Otherwise, orthogonality among ANs deterio-
rates, which in turn reduces AN detection accuracy.
Therefore, a CSTA must adjust the delay between
the reception of a Query message and the
transmission of its reporting signal (Tq and Tan in
Fig. 1, respectively) considering the propagation
distance to the CAP.

One solution to the above challenges is
feedback-based synchronization. A CSTA transmits
a repetition of a predefined pilot symbol in the
association phase. By comparing the received
symbol and the pilot symbol, the CAP can estimate
the frequency offset as well as the transmission
timing offset. This information is then fed back, and
the CSTA adjusts its transmission parameters
accordingly“ ")

4.3 Reducing Jitter in Signal Processing

The proposed method calls for accurate and
timely signal processing for simultaneous arrival of
reporting signals at the CAP. Specifically,
timestamping of Tq needs to be very accurate
because it acts as a reference for scheduling
reporting signal transmission. The reporting signal
transmission must also occur punctually at Tan.
However, it is reported that commercial network
interface cards show high jitter in signal processing
delay[12‘13],

To reduce such jitter, the required signal
processing must be done close to the HW. As for
accurate reception timestamping, it is suggested that
the radio HW records the time at which the first

sample of a sample block was generated by the

3) We ignore Doppler shift because the target network is
stationary.
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analog-to-digital converter (ADC), using the radio

clock™

. With the known sampling rate and the
position of the Query message in the sample block,
it is possible to extract Tq with high accuracy.
Punctual transmission at Tan can also be
implemented by using the radio clock. The sample
block of the reporting signal is tagged with the
transmission time Tan. The radio HW waits until the
radio clock is equal to Tan, and then begins
transmission'"*!

G. Nychis et al. evaluated the above method by
implementing a simple echo protocol, where a node
transmits a reply with a given delay after receiving
a request*. The delay varied in the range from 1
psec to 100 msec. The experiment results showed
that the perfect time spacing was observed by a
third node whose measurement resolution is 125

nsec.

4.4 Equalizing Received Signal Power

Received reporting signals may have different
strengths if they are transmitted by CSTAs with
different distances to the CAP. In addition, the
signal strength varies over time because channel
status changes continuously. Although in theory the
orthogonality between ANs are preserved regardless
of their strengths, this does not hold in practice
because of imperfect channel status. Consequently, it
becomes difficult to detect an AN if its reporting
signal is far weaker than others. This calls for a
mechanism to equalize the received reporting signal
strength observed at the CAP.

Power control mechanisms are categorized into
open-loop and closed-loop power control. In an
open-loop power control mechanism, the reverse
link path loss is estimated based on the forward link
signal strength, assuming that the two links are
closely correlated. Although the assumption may not
hold if multipath fading occurs, this mechanism
provides fast and cheap way to compensate large

[15]

scale variations such as shadowing A more

sophisticated mechanism is closed-loop power
control where the CAP gives CSTAs feedback based

[10]

on the received signal power . This mechanism

generally performs better than open-loop power

control because the reverse link path loss is not
estimated but measured. We can think of mixing the
two power control mechanisms for the proposed
method. A possible approach is to perform
closed-loop power control at the association phase,
and then use open-loop power control to fight signal

power fluctuation.
V. Performance Evaluation

In this section we assess the performance of the
proposed method. First, AN detection accuracy is
investigated via simulation on a realistic channel
model. Next, the performance of cooperative
spectrum sensing is evaluated by applying an

aggregation rule to the AN detection results.

5.1 Simulation Details

Fig. 4 shows a schematic diagram of the
simulation procedure. In the simulation all signals
are represented as sequences of complex numbers
(symbols) as though analog signals are sampled at a
certain rate. First, a CSTA modulates its AN using
BPSK, and generates a reporting signal by applying
inverse fast fourier transform (Fig. 2). To avoid
inter-symbol interference, a guard interval is inserted
to the reporting signal. Imperfect power equalization
is simulated by multiplying each symbol of the
reporting signal with a coefficient, which is drawn
from a Log-normal distribution"®". The signal is then
fed to the channel, where it is contaminated by
one-way Rayleigh fading. The signals from all of
the CSTAs are combined, and additive white
gaussian noise (AWGN) is applied. The CAP
receives the resultant signal, applies fast fourier

transform and removes the guard interval, and then

BPSK-mod AN IFFT 5| PowEqual. 5| Multipath
CSTA;  ornull Error Fading

Multipath
Fading

Channel

—

Fig. 4. Schematic diagram of simulation procedure to
evaluate AN detection accuracy.
32 4. AN 3] ASAE Hrish] $17 AlEelelde] A
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performs AN detection (Section III).

Simulation parameters are summarized in Table 1.
Power equalization error is represented by the mean
and standard deviation of the difference between the
desired and the received power level. We set 0 and
1.5 dB to the mean and standard deviation,
respectively!'®. Threshold is set to the 75% of the
ideal auto-correlation value. For example, if 32-bit
Walsh codes are used as ANs, and signal power is
equalized so that the amplitude of received symbol
is 1, the ideal auto-correlation value is 32 - 0.75 =
24. The LU active ratio means the probability that
a subcarrier is occupied by a LU.

Table 1. Simulation parameters for AN detection accuracy
test
E 1. AN 7] AEA Bl=EE 913 AlEHelAl et

Parameter Value
Total number of STAs 32
Total number of subcarriers 128
Power equalization error Log-N(0, 1.5) dB[16]
Max. Doppler freq. 10 Hz
AN Walsh codes

70% of ideal

Detection threshold R
auto-correlation

5.2 AN Detection Accuracy

We first study how the detection accuracy
changes as signal-to-noise ratio (SNR) varies. SNR
varies in the range from O to 20 dB. We measure
three metrics: false alarm, miss detection, correct
detection ratio. False alarm is an event that the CAP
fails to detect an AN. Miss detection is the opposite
event, where the CAP falsely detects an AN that has
not been transmitted. Correct detection means that
the detection results are same as those that actually
transmitted. The LU active ratio is fixed to 50%.
The simulation results show that the detection
accuracy improves as SNR grows, but improvement
when SNR > 12 dB is marginal (Fig. 5).
Performance improvement due to SNR increase is
expected because the transmitted ANs are less
contaminated by noise. Given that the SNR of a
U1 the

proposed method shows fairly robust performance.

typical office environment is around 15 dB

292

Next, we investigate the effect of the length of
ANs and LU active ratio on detection accuracy. We
tested 32, 64, and 128-bit Walsh codes for ANs,
while fixing the number of CSTAs to 32. LU active
ratio changes from 0.1 to 0.9. SNR is fixed to 10
dB. Fig. 6 illustrates the simulation results. It is
obvious that longer codes improves detection
accuracy. The reason is that longer codes are less
amenable to noise. Also, as LU active ratio grows,
detection accuracy increases. This is because of
inter-AN interference, which means that an AN
hinders detection of other AN. Using longer codes
alleviates this problem. However, decision on using
longer AN should be made carefully because it also
increases reporting signal transmission time.

Finally, we study the degree of performance

degradation caused by timing error. As noted in
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Fig. 5. Trend of detection accuracy as SNR varies
J2 5. SNRtel| & 242 AgAe] ws)

1.00
y
099 | p—0
/ ——32bit
0.8 —0-64-bit
—&— 128-bit
0.97 -—" . -

0.1 03 0.5 0.7 0.9

LU active ratio

Avg. correct detection
ratio

Fig. 6. Trend of correctly detected AN ratio as LU
active ratio changes
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Section III, CSTAs must transmit their ANs
simultaneously. If there exists a timing error, the
detection accuracy would decrease. The LU active
ratio is set to 0.5, the length of AN 64 bits. We
measure the average correct detection ratio while
changing the maximum timing error. The results
show that the accuracy degrades as the maximum

transmission timing error increases (Fig. 7).

5.3 Cooperative Spectrum Sensing Accuracy

In this subsection, the performance of cooperative
spectrum sensing is investigated by applying a
fusion rule to the sensing data collected by the
proposed method. We use M-out-of-N rule, where
the CAP concludes that a subcarrier is available if
more than M out of N CSTAs report as such™®. In
the simulation, M varies from 70 % to 100 % of N
= 32, where the case of 100 % degenerates into
OR-rule. Note that M-out-of-N rule with M > 50%
is robust to miss detection than false alarm errors,
which is desirable because avoiding interference to
LU is the foremost requirement of CR. Regarding an
office environment, SNR is set to 15 dB. To
alleviate inter-AN interference, 64-bit Walsh codes
are assigned to 32 CSTAs. In practice, sensing data
from different CSTAs can be similar if they are
close together relative to the LU’ transmission
range. Therefore, we impose correlation among the
LU activities observed by CSTAs. Correlation
changes in the range from 0 to 0.9, and LU activity
is adjusted accordingly so that the ratio of
universally available subcarriers becomes approxi-
mately 70%. The rest of the simulation settings is
same as summarized in Table I

Fig. 8 is the ratio of subcarriers that are correctly
detected. Except the case of M = 1, the ratio of

o

2

]

‘é —

£ 096 ——1 =09 |
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3 o9 ——038 =07 |——
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g 092

8 —r s g
o 0.9 * ' T ' T . T T )
< 0 01 02 03 04 05 06 07 08 09

Correlationamong LU activities observed by CSTAs

Fig. 8. Detection accuracy of cooperative spectrum sensing.
Q2i 8 W5 AAEY 9] e

correctly detected subcarriers is greater than 0.97
regardless of correlation. As correlation among
sensing data grows, detection accuracy slightly
improves. The reason is that correlated sensing data
is complementary to each other in that misdetection
is likely to be compensated by correct detection of
other similar sensing data. Detection accuracy
increases as M becomes large, because M acts as a
buffer against false alarm errors.

VI. Conclusion

In this paper, we introduced a method for
multiple CSTAs to simultaneously report their
sensing data to a CAP in an infrastructured
OFDM-based CR network. All CSTAs transmit their
unique and orthogonal codes on locally available
subcarriers at the same time. From the combination
of the signals, the CAP determines that a subcarrier
is available at a CSTA if its orthogonal code is
detected on the subcarrier. We identified several
implementation challenges and then discussed their
solutions. The accuracy of sensing data reporting
was evaluated via simulation using a realistic
channel model. The results showed that the proposed

method is feasible and performs well.
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