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ABSTRACT

Recently, Selim et al proposed public key cryptography based privacy preserving multi-context RFID
authentication protocol. However Selim et al’s proposed protocol not only doesn’t fit into passive tag based
RFID system because it uses public key based encryption algorithm to perform authentication between reader and
tag, but also is insecure to an impersonation attack because it doesn’t provide mutual authentication. In order to
eliminate the above described efficiency problem and security vulnerabilities, this paper proposes a new
multi-context RFID mutual authentication protocol that can prevent privacy invasion and tag impersonation attack
through providing mutual authentication between single passive tag which is located different application space
and readers which provide multi-context purposes and can secure against relay attack and denial-of-service attack.
As a result, the proposed protocol performs secure mutual authentication based on the collected space and time
information from the RFID reader and provides strong security and high computation efficiency because if
performs secure one-way hash function and symmetric encryption operations suitable to the environments of

passive RFID tags.
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