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A Smart Set-Pruning Trie for Packet Classification
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ABSTRACT

Packet classification is one of the basic and important functions of the Internet routers, and it became more
important along with new emerging application programs requiring real-time transmission. Since packet
classification should be accomplished in line-speed on each incoming input packet for multiple header fields, it
becomes one of the challenges in designing Internet routers. Various packet classification algorithms have been
proposed to provide the high-speed packet classification. Hierarchical approach achieves effective packet
classification performance by significantly narrowing down the search space whenever a field lookup is
completed. However, hierarchical approach involves back-tracking problem. In order to solve the problem,
set-pruning trie and grid-of-trie algorithms are proposed. However, the algorithm either causes excessive node
duplication or heavy pre-computation. In this paper, we propose a smart set-pruning trie which reduces the
number of node duplication in the set-pruning trie by the simple merging of the lower-level tries. Simulation
result shows that the proposed trie has the reduced number of copied nodes by 2-8% compared with the

set-pruning trie.
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2.1 diZEF 289 Ho|(Problem Statement)
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o BE EE2 TS vt AR AEE
o] glom I 12 AA el =eEe] & EA
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1. 2771 elAl
ble 1 An example of classifier set

Ta

Rule Src Prefix Dest Prefix SrcPort Dest Port Protocol

Ry 0x 101+« 0.0 0,0 6

Ry 010« 01 0.0 0,0 17

Ry 0111+ [0 0.0 0,0

Ry 111 53, 53 443, 443

Ry

Rs 0000+ 53, 53 443, 443

Rs 67, 67 443, 443

6
6
0.0 0.0 4
6
6
6

Ry 010+ 53, 53 443, 443

Ry 0000+ 1024, 65535 2788, 2788 17

Ry 0000+ 1024, 65535 25, 25 6

Ry L 0L 53, 53 443, 443 17

Ry 010+ 0L 67, 67 443, 443 6

Ryy 011w 0L 67, 67 443, 443 6

Ryy 011w 0L 1024, 65535 2788, Z788 4

Ry 011+ 010+ 0,0 0,0

Ry 0111* 01 1024, 65535 25, 25 17

Ry 1100+ * 0,0 0,0

Ry 11+ * 0,0 0,0

Ry 010+ * 1024, 65585 25, 25

6
6
Ry 111+ 0« 53, 53 443, 443 4
6
6

Ry 1100+ 11+ 53, 58 443, 443
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Fig. 2. Set-Pruning Trie
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Ezfololl Sl Rt Re= 17 29] B 8}9] =z}
ofell FAR A% & 4 gk = o A2, ad
19] 4] Egfole] 0% wmof 1% s}9]E}e]d

= Rool EA8kH, o] &2 18] 204 Lajfse]
A w|Egre] 09 2 Zejend] Al §l¢] E

ole} k2 BAlowyE dFwA xe|Hrd 3
3 EgplEd JFE=T ko] 319 Ezfo]d
olvl E3FEe] glev, 7 sfxel diste] Heol7}
7P 21 =z dAdE se] Ezlelnts WY
oA mE ] Effels AAE 4 9l <l
F24 xro] 8¢ Egiole] HRE Aoy} s
21zl ae] slg] Esfold 2IANA ARE 4
olthe 3228 3 4 o} Algkshs AvtE Alx
71 Evleli Qq1FEA oo d72W 3§ =g}
o5, A%l Egjele] zt sfiztell Aot 7H 21
Lc°ﬂ A2 ske] Efel2 3Yshe Effe] T

= ARgsle] wine] nlEEAdE /R TRt

o

R, 11010
- Rs 11010
- R 00010

Ry 00010
- Ry 01010
= Ry 00010

Ry 11001
- Rg 00001
- Rg 11001
- Rg 00001
01001 Ry = Ry 00001

Rp 00001

a2l 3. 2ntE Alzy Ezjo]
Fig. 3. Smart Set-Pruning Trie

Ry BOL1O
Riz 00010 R3 00010
= Ry 10110
= Rg 10110
Ris 00001
Ry 10101
= R; 10101

Ry 11011
- R; 11011

R 00001

Ris 00011
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Fig. 4. Process of Merging Lower-Level Tries
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1 hbit 14 bits

14 bits:

14 hits

Entry

walid Left Pointar

Right Pointar

Next-trie Pointer

0% 5. F= 1 gHel& cEg] T2
Fig. 5. Entry Structure of F; Table

1 bit 33 bits 16 bits —s— 16 bits ——15 bits —si— 16 bits ——1 bit =46 bits =14 bits == 14 bits —s—14 nits —3—14 bits =
| Sic. SC. Dsl. Dsl ~ - Dinked
Enltr; Prafix Vector Fort Part Fart Part Prm:ljc.’_al Prinocal r,Lc_:t: _ rﬁlg?t NRLIbc _ List
vl Start End Start End Wi e ainte Inter umbe Pointer
J% 6. 4= 2 Holg dEF T2
Fig. 6. Entry Structure of F, Table

bk

33 bils ——3— 165 Dits —— 15 Dils —— 16 Dils —3f— 16 Dils 31 bit =48 bils == 14 Dits == 14 bils =3

BC. S
Part Port
Start End

Entry

" Prefix Vector
walid

Dst,
Part
Start

Dst
Part
End

Tin<ed
List
Fointer

Protocal
wild

Rule
Mumbgr

Prolocal
ypa

a8

7. 83 2~E HolE dlEr] 7z
Fig. 7. Entry Structure of Linked List Table
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query(input_packet)
{

/* variable initialize */

Flprefix = input_packet.F1prefix;

Fllevel = 0 ; //start from root level

F1Table_address = 0 ; //root node is stored at Fltable[0]

nextTrie_ptr = -1 ; //initial value

match_length = -1 ;

isltLeafNode = False ; //This variable indicates that input matches
with leaf node at F1 trie

Fltrie_lookup(F1prefix, Fllevel, FlTable_address, nextTrie_ptr,
match_length, isltLeafNode);

F2level = 0 ;
F2root = nextTrie_ptr ;
BMR = -1 ;

matchWithLeafNode = isItLeafNode;
FlnodeLength = match_length;

F2trie_lookup(input_packet, F2level, F2root, BMR, matchWithLeafNode,
FlnodeLength)

return BMR;
}

Fltrie_lookup(sourcePrefix, level, address, nextTrie ptr, match_length,
isItLeafNode)

isItLeafNode = 0;
if ( table[address] is not an empty node)

if( table[address] is a prefix node)
{
nextTrie_ptr = table[address].nextTrie;
match_length = level;
if ( node has child)
isItLeafNode = False;
else
isItLeafNode = True;
}

if( table[address] is a leaf node)
return;

if( next bit of prefix is ‘1)
Fltrie_lookup(level +1,
match_length);

else if( next bit of prefix is ‘0”)
Fltrie_lookup(level +1,
match_length);

table[address].right, nextTrie_ptr,

table[address].left, nextTrie_ptr,

}

return;

}

F2trie_lookup(input, level, address, BMR, matchWithLeafNode,
FlnodeLength)

if (table[address] is not an empty node)

if(table[address] is a rule node and
table[address].rule is higher priority than BMR and
(matchWithLeafNode or
table[address].prefixVector[FInodeLength]is1))

compare the input_packet and rule;
if (the input match with rule and rule is higher priority than
BMR )
BMR = table[address].rule;
}

if table[address] is a leaf node
return;

if( next bit of prefix is ‘1°)
F2trie_lookup(input, level +1,
matchWithLeafNode, FlnodeLength);

else if( next bit of prefix is ‘0°)
F2trie_lookup(level +1, table[address].left, matchWithLeafNode,
FlnodeLength);

}

return;

table[address].right,

}

J8 8. A i F=
Fig. 8. Pseudo-code for Search in Proposed Smart
Set-Pruning Trie
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Table 2. Prefix Length of Internal Nodes
- Prefin Lenqth of Enclonars Prefic
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Table 3. The Number of Nodes of Higher Tries and
Distinct Lengths of Internal Nodes

Rule # of nodes for F1 trie f# of Enclosure

Prefix length
ACLIK 179 5
IPCIK 799 3
FW1k 337 3
ACL5k 2035 5
IPCSk 244 3
FW5k 127 2
ACLI0K 14884 4
IPC10k 243 3
FW10k 127 3
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Table 4. Comparison in the Number of Nodes of Lower
Tries Including Linked List

Set-pruning Smart Set-pruning The Re
duced
Rule .
Dst. Lin. Tot. Dst. Lin. Tor | Rate(%
)
ACLTK 12286 388 12674 12079 388 12467 | 98.367
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Fiv e 11805 3661 15466 11575 3608 15183 98.170

ACLSK 81773 3898 85671 79388 3847 83835 97.857

IPCEk feiatatals) 12962 ABR358 34339 12507 46645 96.614

FivSke 316856 5897 37253 30588 5458 36048 98760

ACLTOK 3hee20 e 4053747 344575 55673 400248 47,662
IPC10k 35273 27506 62779 33654 26364 60236 495,952

Fid1 Ok 6582 520 1711z 6309 8326 16635 97.212

olr

b e A%, o] E5o] UE drks = e
Eofol R Baslolo} shuz, 39) Eefele] e
E A vmel et dee) AT 34
2 = FMIA ARk FEeldE A9 =
clolel] Ag2A sefs el sl SI¥
39] Eelelse ol wme] Q1dE ahs) Eejols)
TESi] ) 129 AP =splun

RN CIE!
ﬂz}fﬂ% uﬂoﬂ 24 e g =

zZF= IPC1k2} ACL5k9] :a]uﬂi dolo] 7|7l 8
RelrR, =Ze|gx wiEe] Zeolx= Hd 8 H|EY}
Ha wehd E elo]Ee] 7 dlEg] Mo 2niF
T Hd 1 vp|ER A 55 4 th
I 99X Al Egle]] Lkt fef A

99.00

98.50

92.00

97.50

—
H
The 97:00 b
~—
-\;

Reduced e 5|
Rate 9650
sl inC
96.00
fw

95.50

95.00

94 50

1k sk 10k
Rule zet9 37]

J8 9. Har HrEE e 3¢ Effeld] k= &
H|

Fig. 9. Comparison in the Number of Nodes of Lower
Tries Including Linked List

www.dbpia.co.kr



VA=
T

ot
M
=
P
s
=
i
ﬁ
o
>
=)
ud
2,
[l
ol

E}o

E 5. Ak 2o wze] A 315 vl
Table 5. The Numver of Memory Access for Proposed
Algorithm

Rule Set-pruning Smart Set-pruning

Dst. Lin. Tot. Dst.

ACL1k 64.77 90 64.77 90
IPC1k 49.46 67 49.46 67
FW1k 36.08 77 36.28 77
ACLS5k 64.55 102 64.56 102
IPC5k 56.39 87 56.47 87
FW5k 48.58 88 48.78 88
ACL10k 64.40 95 64.41 95
IPC10k 54.05 111 55.03 112
FW10k 49.45 96 49.70 96
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