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ABSTRACT

A next generation military communication system called Tactical Information Communication Network(TICN)
is designed to advance into large capacity, high speed, and long distance wireless relay transmission. To support
mobility in battlefield, the application of Ad-hoc networking technology to its wireless communication is being
considered. In Ad-hoc network, the key management technique is very important to ensure the confidentiality,
integrity, and authentication. In this paper, we propose a new hybrid key management scheme considering the
hierarchical characteristics of the tactical ad-hoc such as TICN. For upper layer with sufficient energy and
computation capability, we apply PKI based key management scheme. For lower layer with restricted resources,

we propose a new key management scheme using the location-based authentication to ensure the energy

efficiency.
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