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ABSTRACT

In 2010, Jeon-Kim proposed HMAP(Hash-based Mutual Authentication Protocol for RFID Environment) to
resolve a variety of problem related to security using Mutual authentication scheme, the hash function and
secret key is used to update in RFID system. Jeon-Kim proved RMAP was safe for a variety of attacks
including eavesdropping attacks through safety analysis. However, unlike the claims of the proposed protocol is
vulnerable to next session of the secret key exposure due to eavesdropping. In this paper, we analyze the
problem of RMAP and proves it through security analysis. And we also propose improved an RFID Mutual

Authentication Protocol based on Hash Function to solve problems of HMAP.
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2.1. HLP(Hash-Lock Protocol)
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2.3. AMAP(A Mutual Authentication Protocol)
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DB Reader
(RID)

{ID, RID, S;cws Soldr Rrmewy Rroldy)

Tag
ID, s)

Generate R,

Stepl. Query, R,

(1) Generate R,
(2) Calculate Hash Function
M1 = H(SDR.DR)

Step2. M1, R,

Calculate Hash Function

Step3. M1, M2, R, R.

(1) Check Replay Attacks
IR~ Ry
halt /* Mayvbe Attacker trv to Replay Attacks */
else Next step
(2) Authenticate Tag
If M1 =P HSEBR.DR)
Back-end Server Authenticate Tag,
Go to Next Step
else halt
(3) Authenticate Reader
Irf M2 =? H(RID (bR))
Back-end Server Authenticate Reader,
Go to Next Step
else halt
(4) Generate Ry,
Calculate Hash Function
M3 = HIDE Ry)
(5) Update Secret value
Spew = HIDD Ry, @ RY

Stepd. M3, Ry,

M2 = H(RIDOD R,)

Step5. M3, Ry,

(1) Authenticate Back-end Serve and Reader
If M3 =? H(IDE Ry)
Authenticate Back-end Server and Reader
else halt
(2) Update Secret value
S = HIDE Ry, B R)

T2 1. AMAPeIA Allgk olF ZRES

Fig. 1. The Proposed Authentication Protocol in AMAP
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2.4. HMAP(Hash-based Mutual Authentication
Protocol)
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Table 1. The Notation Used in AMAP
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DB : ID, K,.,, K, info, SK
"R SK
=T :ID, K

T3 2= HMAPelA Alokzh sjA)7]ake] Adsal

= wggas ura}q}l HMAPoI|A Aokt ==
EZo] Al A ofle} Zrl
Step 1. R—T: R,

go)= H2E ] $18kd Query, RS El
i A e
Step 2. T—>R:m,, R,
H2e BU23E Query, RS A% ¥ R,
Asta, AE R AHlel ID 2 DBe}

T4e mdy] KE olgsle] Wiy Al 3k
m=HD|KIR |R)E A & R} m, <

2ol Al g
Step 3. R—S: Eg{m R .R,)
elt= DBt A" A7) SKE AH8ste] H

RS tw3slel DBRE A5

Step 4. DB—R: Eg(R ,m 5 hfo)

DB= HHEiE fA1E s 2leel kel

fgk ARy SKE B33} & 5 2Rl 7}?<l¢
2}% D, K,

"= H(DIK,, |RIR,)
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a2RE] AR m, , R} 7186l ARile] AJAdRE
DB Reader Tag
In, Knewv Koldl SK, |nfo) (SK) In, K
Generate R, R
(1) Generate R,
(2) Calculate Hash Function
m=H(ID| [K||R.| |R)
my, R,
(1) store my, R,
E. (n. R, R) (2) Encrypt mp R, R, using SK : E_.(R))
(1) Decrypt Eg(mp R, R)

(2) Find ID
If search m’y =P my in DB,
m'y, = HAD| | Kol [R,| | R)
E. (R, mpg, Info)
clse if m'y = HAD| | Ky | R.| |R)
E. (R, mg, Info)

Kow < Ko
else halt
(3) Update K
Kuew = HUD | | Koo | | R.| | R)

E (R, mg, Info)

(1)Decrypt E (R, mg, Info) and obtain R, mg, Info

my

(1) obtain mpg
(2) Verifv Reader using mpyg
(3) Update K
K...=HOID| [E 4| R.| |RY

T2 2. HMAPOA Algket Q1= zz2es
Fig. 2. The Proposed Authentication Protocol in HMAP
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Step 5. R—>T1: m,
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TWAAE TR EZS Aoksk)l a8 4% B
A ARk ZREZS HolFr) ¥ 2: E =
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Reader Malicious Tag
Reader (ID, K)

Query, Rp

Query, R;

m, Rt

(1)obtain m

my, Rr

mg

{2)0btain£|

J2 3. =Y 5 Adele
Fig. 3. The Scenario of the Obtaining Secret Key
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Step 2. T—R(m,, R, HK| R, | R,))

el dols ke dae W RE AA
gt aela A A S
m= H(DIKIRIR,) 3 2leie} AHE <1F3s17]
sl HKI R, | R)E A3t vt & 4]
ik A g ome #A5F W m L R,

HKI R | R) 35 2riZ AEgch

K : DBell A7 vy 3k

. ]}
1?3 : H%] Dy(z) : 25 A7 SK= B3t At
de o -
- 3] A} Ax 1o = é
o £ VI A el 5 A

- @ : XOR <4t
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DB Reader

(IDs, Info, K, SK)

Tag
aD, K

Generate R,

Query, R,

(1) Generate R,

(£2) Calculate Hash Function
m=IIdD | Kl R, Il R)
and H(K || R, || RD

my, R, (K Il R, || RY)

(1) storem;. R, X —H@E || R, || R)
(2) Encryvpt R, R, using SK : E_ (R, || R)

EL(R, || RY

(1) Decrvpt

(2) Generate Ry,

(3) Encrypt & using R .(BSK
o = Ry | HOK || R, Il RY

Errask ()

E. (R, || R) and obtin R,. R. Y = R,

(1) Decryptax using R, EBSK and obtain R, HX | R, Il R)
(2) Verify DB and Tag
¥ X —H®XI R Il R) /“authenticate DB and Tag */
Encrypt my. R, R, using SK : E,(mr. R, R.)
and Encrypt R, using Ra, : Ega, (R

else

halt

Erap(Rr), E lm, R, R;)

(1) Decrypt Egg,(Rr) using Ry, and obtain R,

(2) Verify Reader and find IIDD

If ¥ == R, /" Server authenticate Reader™/
For each muple (IDs, K, R.. R)
Verify m; —— HAD || K || K, || R)

If(find IID)

Fneryptrt R, mg@PK, Info using SK : F (R, mpg@K, Info)

else
haltc
else
Tialc
E. (R, mgM@K, Info)

(1) Decrypt

EL (R, mpP K, Info) and obtain R, mrP K, Info

mggO K

(1) obtain mg using K
(2) Verify Reader using myg
and End Session

a2l 4. Ajt Z2EF
Fig. 4. The Proposed Protocol
Step 3. R—>DB(Eg/(R, | R,))
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Agelx] o, Aol AEelES Axsb] stk
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= 25 F Stk o714 Steplelld it A4

o EN ok
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Step 6. DB— R(Eg(R.,m® K, info))
A= AlEl ZHE Step 4oll4] AARE R, FE
o] g3lo] EBF3} A4S g I Step 4004
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Step 7. R—T(m ,®K)

eleie Al A4 g SEss] o)
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o v Ae] AR 1A KE olgstel m,
e ok, sl A sk d ol
Aok, A A 2 oEdRE <lFsgews A
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N
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[y |

El

V. H]

2 Aol = RFID A|4Ele] ZR2EFo| 2o}

b SAREE Mo R AlRKRE R EF]
oFet FAd sIgE sk, HMAPOA Al
gt Eiiﬂzﬂr Hokd 9 #8448 vl EAg
% 35 ABYN, HMAPS} A|gkglh =2 &2 3le]
A4S vl 248 21 veRich
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5.1. oM EA

RFID Alx®lofA L2eFs A o, A
QlZ(Mutual Authentication), =4 -§-Z(Eavesdropping
Attack), A% FTAReplay Attack), 32} 54
(Man-in-the-middle attack), 2= FH(Location
Tracking) 53} % = aEsta AA
o gkl Al”kRE ﬂL XA, WA &
7, 1A F4 Sl A sl 2 Adnkek
S Alggic

1) AFZ¢lZ=(Mutual Authentication) : 43913
gle} 2oyt Azt AR E QeSS 53
Eelsh= Aotk Akgt ZE2EFAM = Hl1e} 2
o Rk ol 2lriel Ay Ale]® qbdEkA] Rt
Adoleta 7t om R, -2 2 2r-AH
Alo] B AFS S-S gelsllof gtk AljleE Z=
EZollA= Step5~6 AE AA 2r]-AH Ale]

I\
o

S

E 3. ABYN, HMAP®} ARk Q1% mwege] abdy wla 34

J

o AERlSE TSk Stepselld Elth= AHE
Soted Bl2E QlSEheh 2R Step7Hl el E
a2 Bt ARAE dsgews, Bju-satt
o] AEelsE At AR ZREZNE 4
A Zrel| E QAT FAFoEM, FPAlshke
AAF ALRAE el 4 gl

|

2) =A-3Z(Eavesdropping Attack) : =432
FAAZE QHAEEA] b2 AdAtelellA] FpAlE=
RE Ex Y8S =7 AR é_j‘} -

ol AR Bl el A A

ne Elo]—q] J_z} k= FZoltk. HMAPoIA At
g ZREFS BAS T3] g Al ARSE
efe] wEy] e 53 4 ole FAe] glch

AF ZREEZME B4 FAHSE 29} B
7L 2Eel A 7F BE dHlelHE g5 o qlF]
uk Az} 53 gloleolA &3 HoleE
7] = m,= HUDIKIR.|R,) N K ID

o =2 ANT-

2 £2F 5 ook ek AT GHT oL W
AA el Al Sl BAAE K DE e
A& Bohse mep Aokt mREEe wY
2ol ettt

3) =72} FZ4(Man-in-the-middle attack) : EA1

star ole 2u-A e 2-el Alelel] 7lelE
of AAEe] wishs INEEE A7) AR v
ofmE oz E7# ¢ =AS AU FAuE
<= vHre Aotk ARk _ili%"ﬂ/ﬂl:— i}
Au} ApelellA] v 7], 34 F l/lj\"l—g‘ o]-g-3}
243153 witel 7t *7301] ik

4) AAE FHReplay Attack) : FAAP) 7|E
A EAY WS AdESe] 49T ANz 9T
Hhtog= FAolcth Ak TR EZAM= v S
Atele A, eld, Bt B ARE RS
At AsleS s “H%OH 7|&el =X
T W8-S AT HH, Aol Al F
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Table 3. The Security Analysis of the ABYN, HMAP and Proposed Authentication Protocol

A =3 x4 ML 2 Z7A; 3 AlE ol= ZulEE o}z Al
Egg% =70 T o o &AL [gal b} 1o 1o s U7l
ABYN X X O O A X
HMAP X (0) O O O A

(0] O (0] O O O
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E 4 370] 518 A9e) meA vl 3
Table 4. Eff1c1ency of the HMAP and Proposed authentication protocol without attack
BARE HMAP At F TR
ALk T R DB T R DB
Max Avg Max Avg
Al A ik 2 0 2 0
2n+1 n/2 n n/2
A7) HEz st 0 2 2 0 5 5
XOR <Al 0 0 1 1 1
W A ! 1 !
A5 Step 5 7
n: Dol A% Hd e 5
T 5. 3] A& A ZEA vl 4
Table 5. Efficiency of the HMAP and Proposed authentication protocol with attack
IRES HMAP At Q1T TEEZ
AT T R DB T R DB
Max Avg Max Avg
R 2 0 2 0
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