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ABSTRACT

In WSN environment, the sensor nodes collect sensed data, and transmit data to the BS. BS is difficult to
trust the data from unauthenticated nodes. Therefore, many papers have been proposed about the node
authentication and the safety of data. In the AM-E paper, data is delivered after node authentication. In this
time, the sensor nodes are directly communicated to BS the AREQ/AREP message for authentication. Therefore,
the sensor nodes consume more energy for authentication. Also, noes communicate directly with the BS for
authentication will have problem due to the limited energy of nodes. In this paper, the same security with
AM-E is supported, Furthermore, to minimize the energy consumption, IDE based hierarchical node
authentication protocol is proposed. Compared with AM-E, the number of alive nodes is increased about 39%.

Thus, the entire network life time is extended and energy efficiency is improved.
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