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ABSTRACT

In this paper, we propose a practical authentication system based on Wireless Body Area Networks(WBAN)
for U-healthcare medical information environments. The proposed authentication system is based on symmetric
cryptosystem such as AES and is designed to not only provide security such as data secrecy, data authentication,
data integrity, but also prevent replay attack by adopting timestamp technique and perform secure authentication

between sensor node, master node, base-station, and medical server.
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