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ABSTRACT

This paper proposes a secure and efficient anonymous authentication scheme for health information push
service based on indoor location in hospital. The proposed scheme has the following benefits: (1)It is just based
on a secure one-way hash function for avoiding complex computations for both health care operations users and
health care centers. (2)It does not require sensitive verification table which may cause health care centers to
become an attractive target for numerous attacks(e.g., insertion attacks and stolen-verifier attacks), (3)It provides
higher security level (e.g., secure mutual authentication and key establishment, confidential communication, user’s
privacy, simple key management, and session key independence). As result, the proposed scheme is very suitable
for various location-based medical information service environments using lightweight-device(e.g., smartphone)

because of very low computation overload on the part of both health care operations users and health care

centers.
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