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ABSTRACT

The application traffic analysis is getting more and more challenging due to the huge amount of traffic from
high-speed network link and variety of applications running on wired and wireless Internet devices. Multi-level
combination of various analysis methods is desired to achieve high completeness and accuracy of analysis
results for a real-time analysis system, while requires much of processing burden on the contrary. This paper
proposes a novel architecture for a real-time traffic analysis system which improves the processing performance
on multi-core CPU environment. The main contribution of the proposed architecture is an efficient parallel
processing mechanism with multiple threads of various analysis methods. The feasibility of the proposed

architecture was proved by implementing and deploying it on our campus network.
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Features of various traffic classification methods
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Fig. 1. Structure of the multi-level classification system
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void* flowldentifierThread(void *arg)

while ( TRUE )
{

sem_wait(&call);
set start_index & end_index in read buffer;

for (i = start_index; i <= end_index; i++)
{
Header(read_buffi]);
Statistic(read_buf[i]);
Payload(read_bufi]);
Behavior(read_buffi]);

Integration();
if ( flow is unknown ) Correlation(read_bufi]);

set code to flow;

}

sem_post(&end);

}

}

2| 6. Flow Identifier®] fF=7&
Fig. 6. Pseudo-code for the Flow Identifier
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Table 4. CPU usage of the system in dormitory network

(2 : %)

User System User + System
Min 20.30 3.51 26.87
Max 209.03 14.99 223.42

AVE 96.48 8.87 105.56
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