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ABSTRACT

While increasing online services with developing e-businesses, finance, game companies and others have
employed OTP(One-Time Password) to overcome vulnerabilities of static passwords. Existing OTP technology
has inconvenience that customers always possess reserved token since requiring the token to generate OTP. In
order to supplement the issue we propose mobile OTP generated by mobile devices such as smart phones. Our
mobile OTP scheme generates OTP by using a non-linear function based on pairing to eject the collision
problem of S/Key scheme universally used to design OTP schemes. Our scheme based on a non-linear function
over pairing can complements the collision problem and widely applied to finance and various services to

increase security level of the services.
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