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ABSTRACT

In 2011, C.-T. Li et al. proposed a secure user authentication scheme, which is an improvement over Kim et al.’s scheme 

to resolve several security flaws such as off-line password guessing attack and masquerading attack. C.-T. Li et al. claimed that 

their scheme prevents smart card security related attacks. Moreover, it provides mutual authentication and session key 

establishment. However, we found that their scheme is vulnerable to password guessing attack through password change phase, 

smart card forgery attack and stolen verifier attack. Moreover, C.-T. Li et al.’s scheme is not secure against password guessing 

attack as they claimed. In this paper, we also point out that their scheme is not practical to use.

요   약

2011년, C.-T. Li et al.은 Kim et al. 스킴의 문제 인 오 라인 패스워드 추측 공격과 신분 장 공격을 해결한 

향상된 안 한 사용자 인증 스킴을 제안하 다. C.-T. Li et al.은 그들이 제안하는 방식이 패스워드 추측 공격과 신분 

장 공격 등의 스마트카드 보안 련 공격들을 막을 수 있다고 주장하 다. 한 상호 인증과 세션 키 생성을 제공한

다는 장 을 가지고 있었다. 하지만, 본 논문에서 분석한 결과,  C.-T. Li et al.의 스킴은 패스워드 변경 단계에서의 

패스워드 추측 공격이나 스마트카드 조 공격, 훔친 검증자 공격(stolen verifier attack)에 취약함이 발견되었다. 본 

논문에서는 C.-T. Li et al.의 스킴이 패스워드 추측 공격에 해 안 하지 않으며, 실용 이지 않다는 것을 지 하고

자 한다.
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Ⅰ. Introduction

  A remote user authentication mechanism is a 

procedure which using password and smart card to 

verify if the communication parties are trustable and 

legitimate. In the past couple of decades, there have 

been many researches [1-12] about remote user 

authentication over insecure network.

  In 2002, Chien et al
[1]

.  proposed an efficient 

password based remote user authentication scheme 

which can provide mutual authentication. In Chien 

et al.’s scheme, users are allowed to choose the 

password without registering with the server. In 

2004, Lee et al[2]. gave a cryptanalysis to Chien et 

al.'s scheme and proposed an enhanced scheme. Lee 

et al.’s scheme has the merits of preventing parallel 

session attack. In 2005, Yoon and Yoo [3] pointed 

out that Lee et al.’s scheme is vulnerable to the 

masquerading server attack. Moreover, they also 

showed Lee et al.'s scheme is not secure against 
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password guessing attack through password change 

phase. To remedy these disadvantages, they 

proposed an enhanced scheme. In 2009, Kim and 

Chung [4] proposed an improvement to Yoon-Yoo’s 

scheme, which can cope with some security flaws. 

In 2010, Horng and Lee [5] presented a 

cryptanalysis of Kim et al.’s scheme and showed 

their scheme is vulnerable to off-line password 

guessing attack and masquerading attack. In 2011, 

C.-T. Li et al
[6]

. proposed a secure user 

authentication scheme, which is an improvement to 

Kim et al.' scheme. 

  In this paper, we present C.-T. Li et al.’s scheme 

is vulnerable to password guessing attack through 

password change phase, smart card forgery attack 

and stolen verifier attack. In addition, we found that 

their scheme is not secure against password guessing 

attack as they claimed. Furthermore, we point out 

that their scheme is unjustifiable and not practical to 

use.

  The rest of the paper is organized as follows. In 

Section 2, we review C.-T. Li et al.’s scheme. In 

Section 3, we show security analysis of C.-T. Li et 

al.’s scheme. Finally, we conclude this paper in 

Section 4.

Ⅱ. A Review of C.-T. Li et al.’s Scheme

  In this section, we briefly review the remote user 

authentication scheme proposed by C.-T. Li et al.. 

Their scheme consists of four phases; registration, 

login, verification and password change phase. The 

registration, login and verification phase of C.-T. Li 

et al.'s scheme are summarized in Fig.1. For 

convenience of description, Notations used in the 

paper are summarized as Table 1.

Fig. 1. C.-T. Li et al.’ s remote user authentication scheme

Notation Description

 A user

,,
’s identity, password and the 

smart card of 
 A remote server



’s master secret key,  which is 

kept secret and only known by  . 

∈


The number of times  

re-registers to 
 The common session key


Random number generated by . 

∈  


Account table maintained by   for 

a registration service

⊕ The bitwise XOR operation


A collision free one-way hash 

function

║ String concatenation


The symmetric encryption / 

decryption function with key 
⇒ A secure channel

→ A public channel

Table 1.  Notations used in this paper
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U s e r 

identity

R e g i s t r a t i o n 

times
Verification parameter

    ⊕

2.1. Registration phase
  In this phase, the user  registers with the server 

  by performing the following steps.

R.1. ⇒  ⊕

 selects his ,  and generates . Then  

computes ⊕  and sends  and 

⊕  through a secure communication 

channel to  .

R.2. ⇒  

After receiving  and ⊕ ,   

maintains an account table   and the format of 

  is shown as follows:

U s e r 

identity

R e g i s t r a t i o n 

times
Verification parameter

    ⊕

Here, if it is 's initial registration, , 

otherwise,   sets . The verification 

parameter is used for a later login request.   

computes:  ⊕⊕ . 

Afterward,   sends the   with parameters , ,

  through a secure communication channel to  .

R.3. ⇒    
After receiving ,  stores   into . Note that 

's  contains .

2.2. Login phase
  If  wants to login  , firstly, he inserts his own 

  into a card reader or the terminal and enters his 

,  and . Where  is a new generated 

random number used for next login request. Then 

  performs the following steps:

L.1.   generates a random number   and 

computes:

 ⊕ (1)

 ⊕ (2)

 ⊕ (3)

 ⊕ (4)

  (5)

   (6)

L.2. →  

2.3. Verification phase

  Upon receiving the login request,   has to 

perform the following steps to authenticate :

V.1. →  

    rejects 's login request if  is invalid. 

Otherwise,   computes:

                     (7)        

 ⊕ (8)

  (9)

    successfully authenticates  if the third entry 

⊕  is equal to  and computes:


′  (10)

  Here, 
′  is equal to ,   obtains  and   

by decrypting . Then   replaces the third entry 

⊕  with  ⊕  

and generates a random number  , then computes:

  (11)

  Finally,   sends   to   and the 

format of   is shown as follows:

  

V.2. → 

After receiving the message from  ,   computes:


′  (12)

  
′  is equal to    and   obtains 

,  ,   by decrypting the received message 

 . Then   rejects communication 

if generated   is not equal to received 

  . Otherwise,   successfully authenticates 

 , and replaces original  and  with new 

 and ⊕. Finally,   sends   to  , 

so that   can make sure that he is communicating 

with .

Note that the agreement session key 
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⊕  computed by   and  is used 

for future secure communications.

2.4. Password change phase
  When a user wants to change his password  

with the new password  ′,  inserts his 

  into the smart card reader and enters his 

, ,  ′ and a new random number 

. 

  Then   computes:

 ⊕ (13)

 ⊕ (14)

 ⊕ (15)


′  ′⊕ (16)

  (17)

  
′  (18)

Finally   sends   to   and   performs 

verification phase and changes the   as 

follows:

U s e r 

identity

R e g i s t r a t i o n 

times

V e r i f i c a t i o n 

parameter

     ′⊕

Ⅲ. Problems of C.-T. Li et al.'s Scheme

3.1. Password guessing attack through 
password change phase

  An attacker  can guess the password  of  

through initiating the password change phase if he 

steals or obtains  of a user .  inserts the  

of  into the smart card reader or the terminal, 

enters  of  which he can get from intercepting 

the login request and a guessed  , a new 

password  ′ and a random number  . If the 

verification phase has been successfully performed, 

 will receive an encryption message, it means  

guessed the password of  correctly; otherwise,  

tries again. Although the success probability of 

password guessing attack during the password 

change phase which is operated online is not high, 

this attack still causes the security issues.

3.2. Smart card forgery attack
  Some false changes of values in  are not 

detectable, because there is no verification by 

 in login phase. If an attacker who gets 

the  and changes the value of   into 


 ⊕, where  is a random number, 

and sends it back to . Then  computes:


 

⊕  (19)


 

⊕ (20)

   does the computing as regular pattern then 

sends  
   to the server. Consequently  

can not pass the verification phase since  

computes   using the 
  and check it as 

follows:

  (21)


 

⊕ (22)


 

 (23)

  If 
≠⊕,  rejects the current 

session.

  Therefore  has to face denial of service due to 

the smart card forgery.

3.3. Stolen verifier attack
   maintains an account table, which contains 

user identity, registration times and verification 

parameter. However, there may be some malicious 

modification, when the account table is revealed 

through some accident. Moreover, an attacker who 

obtains the smart card can get some important 

data from the account table. In case, the 

modification of account table has not be detected 

by the server, there will become a serious threat 

and  has to face denial of service in the 

verification phase. Suppose an attacker  

obtains the verification parameter ⊕ 

from the account table. Moreover, a strong 

attacker can get   and  from stolen smart 

card , also he can obtain   and   from 

intercepting the message which is sent to  in 
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login phase.  can compute out the key which 

is used for encryption and decryption even he can 

obtain the session key.

 ⊕  ⊕⊕ (24)

 ⊕ (25)

   (26)

Suppose  obtains  from 

intercepting in verification phase, he can get both 

 and  by decrypting , since 

 . Even he can compute the session key 

⊕.

3.4. Off-line password guessing attack
  An attacker  can obtain   and   from the 

stolen . By intercepting the login phase, he can 

get  . With the guessing password  ,  

computes as follows:


 ⊕ (27)


 ⊕

 (28)


 

⊕
 (29)

  Herein,  can do this until 
  is equal to  .

3.5. Drawbacks
  During the registration phase,  selects a random 

number   and has to remember it until he gets 

his own smart card from  to store it. Because   

is hard to be remembered by , he may record it 

by writing down on a slip of paper and protect it. 

It is an unjustifiable and impractical to use.

Ⅳ. Conclusion

  In this paper, we have presented cryptanalysis of 

C.-T. Li et al.’s scheme. We point out that their 

scheme is vulnerable to password guessing attack 

through password change phase, smart card forgery 

attack and stolen verifier attack. In addition, C.-T. 

Li et al.’s scheme is not secure against password 

guessing attack as they claimed. Furthermore, we 

point out that their scheme is not practical to use. 

To remedy these security flaws, we suggest that 

when a user wants to enter the smart card, his 

identity and password should be verified. At the 

same time, some secure parameters should not be 

stored in the account table without any encryption. 

Moreover, some technologies such as 

PKI(Public-key infrastructure) and OTP(one time 

password) can be used to improve the security of 

the remote user authentication scheme.
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