DEri=

= 12-37B-12-08 24185 =5-%] °12-12 Vol.37B No.12
hitp://dx.doi.org/10.7840/kics.2012.37B.12.1160

EM S@|X8®"< ©]-§3 SSH EHT ¥

SSH Traffic Identification Using EM Clustering
Kyoung-lyoon Kim®, Myung-sup Kim’, Hyoung-joong Kim
2 o

HENZ B mUEFe glojA EfEE AMShe FAS dohle 22 An| 34, wsbe] Bxh B
ot el slolx F8% olart Ha gtk EdES AMShs HAS A HW o E wEhHelA ANeAu
383 o Qlar o= ARl FA, Wb FHex] apHQl -8o] 7heaixleh st e o EE|Alelde
E‘&OM Hﬂli Sl EfEE shusiAz|ar glo] Al Edle] muEEe] offich B el ¢

5 Ed|g2 A8-3= SSH(Secure Shell) EZEF-S #4435} SSH E1'd3, SFTP(SSH File Transfer Protocol)
vk SSH Efe] zte|dS At AHe o gl s AlXska *E‘ g5 53l Ak

i&ﬂ

Key Words : Traffic Monitoring, Encrypted Traffic, Network Security, IDS, EM Clustering, T{Zl&A

ABSTRACT

Identifying traffic is an important issue for many networking applications including quality of service, firewall
enforcement, and network security. Once we know the purpose of using the traffic in the firewall, we can allow
or deny it and provide quality of service, and effective operation in terms of security. However, a number of
applications encrypts traffics in order to enhance security or privacy. As a result, effective traffic monitoring is
getting more difficult. In this paper, we analyse SSH encrypted traffic and identify differences among SSH

tunneling, SFTP, and normal SSH traffics. By using EM clustering, we identify traffics and validate experiment

results.
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