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ABSTRACT

In 2012, Woosik Bae proposed a DAP3-RS(Design of Authentication Protocol for Privacy Protection in
RFID Systems) using the hash function and AES(Advanced Encryption Standard) algorithm to hide Tag’s
identification and to generates variable data in every session. He argued that the DAP3-RS is safe from
spoofing attack, replay attack, traffic analysis and etc. Also, the DAP3-RS resolved problem by fixed
metalD of Hash-Lock protocol using AES algorithm. However, unlike his argue, attacker can pass
authentication and traffic analysis using by same data and fixed hash value on the wireless. We proposed
authentication protocol based on AES algorithm. Also, our protocol is secure and efficient in comparison
with the DAP3-RS.
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Table 2. The Notations of the Proposed Protocol

Notations Descriptions
Query Reader’s Query
Rn Reader’s Random Number
Tn Tag’s Random Number
ID Tag’s Unique Identification
K Tag’s and Reader’s Symmetric Key
Tag Info Information of the Tag
Ex() AES Encryption
Dx() AES Decryption
a, B Encrypted Data
Il Operation for Concatenation
57 eXclusive-OR
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Operation 4.
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Verify : R’ Tn == Rn®BTn’
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Table 3. The Security Analysis of the Proposed
Protocol and the DAP3-RS

Protocols The Proposed
DAP3-RS
Items Protocol
Location Tracking Unsafe Safe
Spoofing Attack Unsafe Safe
Replay Attack Unsafe Safe
Eavesdropping Safe Safe
L Not Mutual
Authentication L
Supported Authentication
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Table 4. The Efficiency Analysis of the Proposed
Protocol and the DAP3-RS

The
DAP3-RS Proposed
Protocol
Random | |
Number
Tag AES 1E 1E, 1D
Hash 1H -
Etc. 1CD 1XOR
Random | 1
Number
Reader AES 1D 1E, 1D
Hash - -
Etc. - 1XOR
Server Hash [n/2 ] -
The Number of Steps 6 5
Data Length 608 bits 288 bits

E: Encryption, D: Decryption, H: Hash Function,
CD: Changed Data, Data Length : Between Reader
and Tags
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