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ABSTRACT

Recently, for secure software development, static analysis tools have been used mostly to analyze the source

code of the software and identify software weaknesses caused of vulnerabilities. In order to select the optimal

static analysis tool, both weaknesses rules and analysis capabilities of the tool are important factors. Therefore,

in this paper we propose the test codes developed for evaluating the rules and analysis capabilities of the tools.

The test codes to involve 43 weaknesses such as SQL injection etc. can be used to evaluate the adequacy of

the rules and analysis capabilities of the tools.
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Table 1. Code Complexity

Type Description JAVA |C/C++
Basic |Basic Structure 1 1

Weaknesses implemented ~ within
Control | various condition  or loop 19 20
flow |statement for testing an analysis

capability of tool

For testing an analysis capability
of tool for data flow such as| 18 26
multiple variable assignment etc.
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Fig. 1. Test Codes Development Process
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Table 2. Input data validation and expression

. 6
Weakness CWE Juliet'”
No. |JAVA |C/C++
SQL Injection 89 O -
Resource Injection 99 - -
XSS 80 (0) -
OS Command Injection 78 O (0]
Unrestricted Upload of File 434 i i
with Dangerous Type
URL Red1rect1?n to Untrusted 601 o i
Site
XQuery Injection 652 - -
XPath Injection 643 O -
LDAP Injection 90 (0) -
CSRF 352 - -
Path Traversal 22 A A
HTTP Response Splitting 113 (0] -
Integer Overflow 190 (6] (0]
Reliance on Untrusted Inputs in 307 ) i
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Table 3. Data inflow type

Type Description

Basic | Data defined in SW internal

DB Data from DBMS, filesystem

Config | Data from console, environment, property etc.

Web | Data from servlet, cookies, parameter, URL etc.

Network | Data through TCP protocol
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Table 4. Example related to "Resource Injection’ weakness
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now |, DB, Config, Network etc.
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R
esource | | file, socket etc.
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Method | - File(), ServerSocket() etc.

data = buffread.readLine();
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CWE iet'”
Weakness Jutiet
No. |JAVA |C/C++
Missing Authentication for
. . 306 - -
Critical Function
Improper Authorization 285 - -
Incorrect Permission Assignment 730
for Critical Resource
f Brok Risk;
Use of Broken o'r isky 37 0 0
Crypto. Algorithm
Missing Encryption of Sensitive 311
Data
Use of Hard-coded Password 259 (0] (0]
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