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Performance Improvement of the Payload Signature based Traffic
Classification System Using Application Traffic Locality
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ABSTRACT

The traffic classification is a preliminary and essential step for stable network service provision and efficient
network resource management. However, the payload signature-based method has a significant drawback in
high-speed network environment that the processing speed is much slower than other method such as
header-based and statistical methods. In this paper, We propose the server IP, Port cache-based traffic
classification method using application traffic locality to improve the processing speed of traffic classification. The
suggested method achieved about 10 folds improvement in processing speed and 10% improvement in

completeness over the payload-based classification system.
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Table 1. Traffic trace

measure Flows Packets Bytes

Volume 51,477K 2,012M 1,578GB

Duration 2012.09.12 00:00 ~23:59

M B AslelA] Salgh Als) frd”e Sl
Kl D iEhst 1:114;4 714k Ege A 2=gle]
g oo w5 Astol ol S5l Trsé Sk

Top 109] #ﬂM%% HolFa gl

shy wke] A Qe EFL tato s sl
o] A8 A5 Eaf /a5 vlEg)=le) A3k
A=} ﬂow/byte/packet 22 99% ol te] Ashwe}
85% o4 MBS Bt #3298 A= S5
W Ezfe] B Hokol| wlo] A Bro''Y Al 4E]
o 43 A} fAfslgiek FRSE 71F0 Zpop

ols} ko] 4]t W= ZelA] sl Eel
e 40] gol] Sl hRe] Eefe] Al
ek oJEl3 Saol B AR 5 AR 5
Slebel 27 Alzwlel A SEE P4 A4 5 9

o

Table 2. Top 10 application break-down

Top
10 App. Type Flows Packets Bytes
1 p2pfilesharing 25.39M 561M 356GB
2 web browser 17.04M  1,037M  864GB
3 im 1.08M 30M 16GB
4 utility 0.97M 41M 32GB
5 multimedia 0.75M 205M 172GB
6 game 0.69M 31M 18GB
7 sns 0.44M IM 6GB
8 security 0.24M 6M 4GB
9 vaccine 0.23M 28M 28GB
10 commercial 0.12M 22M 20GB
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Unclassified 15,488 30.09 730 | 36.31 552 | 35.01
Classified
22,032 42.80 686 | 34.10 583 | 36.98
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SSIP by SSIP 19,553 37.98 662 | 32.93 466 | 29.58
Cache Cache
Unclassified 9,891 19.22 663 | 32.97 527| 33.43
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