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ABSTRACT

With rapid rise of virtualization technology from diverse types of cloud computing service, security problems
such as data safety and reliability are the issues at stake. Since damage in virtualization layer of cloud service
can cause damage on all host (user) tasks, Hypervisor that provides an environment for multiple virtual operating
systems can be a target of attackers. This paper propose a security structure for protecting Hypervisor from

hacking and malware infection.
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. VMMA(Virtual Machine Monitor Agent)
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Table 1. Parameter of Test Environment

Parameter Description
Cloud OS Openstack Multi Server
Ubuntu  11.10 | (2 Servers)

64bit Server
VM OS(Total 4 | Windows?,

Ubuntu10.04

530

VM Clients) (2 Cpu, 1024 Memory, 10 GB
Hdd)
Hypervisors Windows(Hyper-V), Ubuntu(KVM)

Evaluation List | System  Call frequency
System  bottleneck

(Cpu, Network, Memory)
Time 5 Minute

Traffic]| iperf(Server Mode, TCP, 80Port)
Generator

Openstack 7|HFe] F=h-= 3738 2 AHE F
%3l VM OSE =99} 2ls2E AAsIsich
AlzEle] e S 98l ZF VM 0Se} Agent
Alole]| iperfE o]gale] Ef]S A (default 8kb)
slgom M 2t 4w VM 0S 4414yl 80
XEE o]g3le] A3k (2 % 10Mb)
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o el 4% EAolh E 2, E 3& 7t VM
0S| A|=~H F As 1A A3E vepdick

E 2. Windows7 A8l 2 ig— nA As}
Table 2. Analysis Result of Windows 7 System Call

Parameters Original Modified
Write 6985 6951
Read 186 188
Open 210 209
Close 207 201
Execve 2 2
Access 39 40
Brk 6 6
Munmap 116 105
Mprotect 48 47
Mmap?2 206 198
Stat64 114 100
Fstate64 153 127
Set-thread_area | 2 2
Total 8274 8176

H 3. HEF 1004 A" = e 2 A
Table 3_ Analysis Result of Ubuntu 10.04 System
Call

Parameters Original Modified
Write 6897 6921
Read 183 188
Open 201 198
Close 199 191
Execve 2 2
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Table 4. Windows7 Function List(by Function)

File (Malisicous Code 1)
GetModuleFileName()

CreateFile(), OpenFile(), CopyFile()
MoveFile(), WriteFile()

Registry (Malisicous Code 2)
RegOpenKey(), RegCreateKey()
RegSetValue(), RegQueryValue()
Network (Malisicous Code 3)
Inet_addr()

htons

gethostbyname

Bind, Connect

i

Win32 API 3§ ]l2EdA &7 2 Mg:r
2 olgd 4 e e 2 F =
o} A WA E5= mld s 9 LﬂEﬂﬂ’ =
WA BRE AP FEE PR HiEE A

spajolet,

f

ij
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I 5. Windows7 3¢ H-=(3)¢] 1)
Table 5. W1ndows7 Function List(by action)

Trojan (Malisicous Code 4)

CreateProcess, OpenProcess, TerminateProcess

TerminateProcess

WinExec, ShellExcute

LoadLibrary

SearchPath

Impersonation (Malisicous Code 5)

RpclmpersonateClient

ImpersonatelLoggedOnUser

ColmpersonateClient

ImpersonateDdeClientWindow

ImpersonateSecurityContext

ImpersonateAnonymousToken

ImpersonateSelf

Denial Service (Malisicous Code 6)

InitializeCriticalSection

EnterCriticalSection

CreateService, DeleteService

_Alloca

TerminateThread, TerminateProcess

Buffer Overflow (Malisicous Code 7)

IstrcatA, IstrcpyA

532

Woescat, Wesncat
MultiByteToWideChar, strncpy

76 ofne Aad 2 O 5
Table 6. Linux System call Function List

File (Malisicous Code 8)

read(), create(), write(), open(), close()
link(), unlink(), execv(), chdir()
mknod(), chmod(), chown()

fstat(), access()

rename(), mkdir(), rmdir(), readdir()
Memory and Network (Malisicous Code 9)
mlock(), munlock(), mremap()
munmap(), syslog()

pipe(), socketcall()

etc (Malisicous Code 10)

reboot(), sysinfo(), setlimit(), kill()

H 7. 2 elolusel 94 2%
Table 7. Linux Library Function List

File (Malisicous Code 11)

fopen(), fprintf(), fscanf(), fclose()

Memory (Malisicous Code 12)

memcpy(), memmove(), memcmp(), memset()
malloc(), realloc(), free()
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Table 8. Vulnerablhty Function Blocking rate

Program A B
Explorer 127 35
Gomplayer 504 15
Nateon 1483 84
Chrome 331 1
HWP 12663 27
Word 225 4

www.dbpia.co.kr



R FESE Ap)2 S o

3+73-& $1% BareMetal Hypervisor 7|4k Rl -3 A

PowerPoint 223 14
Access 9060 78
V3LITE 3378 73
ALZIP 62 b
DROPBOX 1602 36
F kA = % Agent Yol o < B AEQ

= oz AlgsEglen] At ds) of
Fogelee AHeR Salshs 7
AR o x= A gk gl
1 e AusheA] gl

shee] =o) azu}. S W 3Ae] Ag 7R
obyialgle] ek ¥4 7ol Agel wet Azt
theks vepd Zlem ol

tlo
A
2
3
i
e
0_L4

V. 4

rhu

+ el SEhE ARl JWE Ve
ol 71 #le] w=k 7|RE slolsutolx] npAle] Hof
A& /W8] 218 VMMAZRE wo] et sle]]
Hlo| A& Alsksisict

Agent il AHAYE Ezo|HE x3hsle] )7 2
I EE ApkE S T=E AL Al
FEA et sleluulelA Tlee] adS A
AL ol s Awsialch A M 2

AzE 2 oulE gl A% mE 2 Qs
7AA eke-e Felsiglon] tiokst ok e
KA A AR A 715E AR 83t

el 9t 2
g 129l spelsialol
447} 905 Ao

Reference

[1] I Y. Jung, L. Jo, and Y. Yu, “Trust assurance
of data in cloud computing environment,” J.
KICS, vol. 36, no. 9, pp. 1066-1072, Sep.
2011.

[2] HP(Analyst report), IDG Tech Dossier:
Security in the New V-Era(2012), Retrieved

(3]

[4]

(5]

(6]

(7]

8]

(9]

[10]

June, 27, 2012, from
http://www8.hp.com/h20195/v2/GetDocument.
aspx?docname=4AA4-6716EEW.

Intel, Intel Virtualization Technology(2006),
Retrieved June, 30, 2012, from
http://www.intel.com/technology/itj/2006/v10i3
/1-hardware/5-architecture.htm.

Advanced  Micro  Devices, AMD-VIM
NestedPaging(2008), Retrieved June, 25, 2012,
from
http://developer.amd.com/wordpress/media/201
2/10/NPT-WP-1%201-final-TM.pdf.

T. Grance and W. Jansen, “Guidelines on

security and privacy in public cloud
computing,”  NIST  Special  Publication
800-144, Dec. 2011.

CSA(Cloud  Security  Alliance), “CSA

Guidance Version 3,” Security Guidance for
Critical Areas of Focus in Cloud Computing,
Nov. 2011.

S. Subashini and V. Kavitha, “A survey on
security issues in service delivery models of
cloud computing,” J. Network Comput.
Applicat., vol. 34, no. 1, pp. 1-11, Jan. 2010.
N. Gruschka and M. Jason, “Attack surfaces :
a taxonomy for attacks on cloud services,” in

Proc. 2010 IEEE 3rd Int. Conf. Cloud

Comput. (CLOUD), pp. 276-279, Miami,
U.S.A,, July 2010.

KISA(Korea Internet Security = Agency)
Research and Developer Team, “Cloud

Service Information Security Guideline,” KISA
Guideline and Explanation, Oct. 2011.

TTA(Telecommunication Technology
Association), Intrusion Detection Framework
in Collaborative Cloud  Environment,
TTAK.KO-10.0534, Dec. 2011.

533

www.dbpia.co.kr



gH+5418t5] =4 *13-07 Vol.38B No.07

| £ & (Do-Hyeon Choi)

2008 29 AWt A
CEEE B

20109 8 FAIUEA 5%
EEE R

20101 9 ~&A] FAlvEk
AFEI ) wh

<FH]HEol> Mobile Security,

Virtualization, 802.16x, PKI, Secure Coding

Rl

$ &t L} (Han-Na You)

2008 8% HAIWEY AHHn
oy FEAL

20109 89 At %55
?51—4,]_ ’EY 2] }\]_

20101 9 ~&A] FAdsta
‘ Z5rEl st v

: : <Pl Eol  FgHESL  QlE
v ES =Mk

Ht Ej M (Tae-Sung Park)
2011 8 FAIHSkaL iy
1 AArE] s} AAL
20114 8'93 ~&7) At
H

=
Al
<_,,}M o]:> zJ;}g]g 1;]]E
=2 EO‘}, PKI

534

T A 3 (Kyoung-Hwa Do)

2004 29 FAYEk
HA}

2004 4 ~3A] AN
A

20041 ~2010 Z=AHKE T
3] =EAARe

200413 ~20073 ARARE AR
He]&(TC1/SC27) A998 2339 5

<IAlFol KRR T o HAAHEET HA A
Hdlole], AP, ARITFolE 2 &8 J|s

o
<

o]rl

H 2 A (Moon-Seog Jun)

1981 29 FAITska %=}
At 24

1986 249 University of
Maryland Computer Science
At

19891 29 University of

Maryland Computer Science

ul—}\].
1991 39 ~3A] At A4
<A ol AWWS YESYF Wk
iy

A,

www.dbpia.co.kr



	클라우드 서비스 가상화 내부 환경을 위한 BareMetal Hypervisor 기반 보안 구조 설계
	요약
	ABSTRACT
	Ⅰ. 서론
	Ⅱ. 관련연구
	Ⅲ. VMMA(Virtual Machine Monitor Agent)
	Ⅳ. 성능평가
	Ⅴ. 결론
	Reference


