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ABSTRACT

Recently, to enhance the security of software, static analysis tools for removing weaknesses, the cause of
vulnerability, have been used a lot in the software development stage. Therefore, the tools need to have the
rules being able to diagnose various weaknesses. Top 5 weaknesses found in the software developed by major
domestic information projects from 2011 to 2012 is 76% of top 10 weaknesses per year. Software security can
be improved a lot if top 5 weaknesses just are removed properly in software development. In this paper, we

propose the PMD’s rules for diagnosing the major weaknesses and present the results of its performance test.
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Use of Insufficiently Random Values 717 m The number of Weaknesses (2011)
Path Traversal 1,446 B The number of Weaknesses (2012)

Resource Injection

05 Command Injection

Improper Resource Shutdown or Release
Detection of Error Condition Without Action
NULL Pointer Dereference

Public Data Assigned to Private Array-Typed Field
I Private Array-Typed Field Returned From A Public Method
Information Exposure through an error message
SQL Injection

Information Leakage of System Data

13 2. 3 297 DA e Bl (2011~2012)
Fig. 2. Major Weaknesses occurred during last 2 years(2011~2012)
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Table 2. Diagnosis Logic for Tool(XSS)

@ Check the existence of strings related to web pages
such as HTML tags, scripts etc.
@ If exist, check the existence of variables in the string
@ If variable(s) is included, check the variable using
data flow whether the variable is assigned the
value of the external input without validation
ex) Methods related external input
HttpServeletRequest.getProperty()
HttpServeletRequest.getQuertyString()
HttpServeletRequest.getCookies() etc.
@ If the value of the external input is used, check whether
the sting is output using the following servlet method
ex) HttpServeletResponse.getWriter() etc.
® If the sting is used as a parameter(s) of methods
such as getWriter().println() etc., the tool prints the
message that the weakness exists

I

JAVA 27T HIML Bl(<, > 5) 5 A3
HEZE 23 wA1de #3bsk ol S XSS
Helkepdo] Eadt 7lsAde] 7] wltell A 5
<= o] 8% WiA g ARSEle] Sl wAtde] &)
5= it} g8|3, HIML ¥2kds} W7 4
F3h=(ell, “<br> data =" + data) =AFE A I3}
s W, da)7b ARSAF SJEERA 55 FE
dHE = 3= o AIAE It oF 3
1% Glo] AREsle] AREAlellAl AE3h= 735 <19
o| A5 A3 ARgALIA] AEI A ANE HA
alo] s Bk o] Exfjod g Ejlgict

b, PMDe| AlehtAloR FEsl] $lsiM=
AST(Abstract Syntax Tree) 7% *HEHE JAVA 4~F
=2 visit) HlAE, AlEEHOlE, HlolE] 35 55 ol
3lo] JAVAR i3k Zlo] Heste, el odarelsE
L ks #3392k

E 3.PMD Zeht3 darz]E(XSS)
Table 3. The algorithm of PMD’s Rule(XSS)

0

class XSSRule extended AbstractJavaRule {
public Objective visittASTMethodDeclaration) {
if (call through other visit() method)
check whether the variable in the sting is assigned
the value of the external input without validation;
}
public Objective visit(ASTMethodDeclarator) {
/| for checking the value of the external input
Store the method parameter(s);
}
public Objective visit(ASTAdditiveExpreesion) {
Identify the string, Literal, included HTML tages etc.;

Check the existence of the variable, Name;

Store the variable(s) and call visittASTMethodDeclaration);
if (the string is assigned the value of the external input) {
Check whether the sting is output using servlet method;

if (the sting is output)

i

for XSS weakness diagnosis

Print diagnostic message;

3]

=
A, A7 Sl B B8 ARk EgEe] o
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T A5 A4 5ol AelulgAe] mge] 9
al
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Table 4

X 49] A zEe} 32}

& oAFZ=
. The related sample codes

)
Fm Az deld neE

v
CFUAAE EdF AHE e HoRRS o}
hvA

<Information Leakage of System Data>

public class ExposureOfSystemData {

public void flaw(HttpServletRequest request,
HttpServletResponse response) throws Throwable {
/| do something
/* Weakness exists */
response.getWriter().println(“Not in path:

+ System.getenv("PATH"));

/| do something

/| do something

JI do
try |

11

<Information exposure through an error message>
public class InformationExposure {
public void flaw(HittpServletRequest request,
HttpServletResponse response) throws Throwable {

something

/| do something
} catch (Exception e) {
e.printStackTrace();  /* Weakness exists */
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HA, A|xE dloly] HHxZ HRPHO 7
ALY A AR E oF= vAsE AR
o Hglkekde] EAgicia & 4 97| witel Fd=
T2 Zshs v GRS I vlAse] EAlE A
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Table 5. Diagnosis Logic for Tool(Info. Leakage of Sys.
Data)

@ Check the existence of the following method related
to the system information such as OS environment
variable(s)(ex, PATH etc.) etc.

ex) System.getenv() etc.

@ 1If exist, the tool prints the message that the

weakness exists

w2ba], PMD] Alehtz o Fsl7] 9]s AST
T2 HgkE JAVA AT = Yjollx] System.getenv()’
Hies AMEElEs XPah® TSk Zlo] das)

o, Bl AR e & 6 2ok

F 6.PMD AP (A 2=g] dlole] A3
Table 6. PMD’s Rule(Info. Leakage of System Data)

/[PrimaryExpression
[PrimaryPrefix/Name[contains(@Image,’ getenv’) or
starts-with(@Image, ’System.getenv’)]]

SRS B ARF HbFe] B
Aol A3l o] WA} o “printStackTrace)
3}ge g B RS FHT S
240s} w39 5 Qe ugleke] ARty
S 9] mhiel] AsheTR Askshe NS
A wase] 2 Aste] alg nlepde] £
= Aolek
F 7 AT AR RS T AR D)

Table 7. Diagnosis Logic for Tool(Info. exposure through
an error message)

Mo o oft

N

@ Check the existence of the following methods

ex) printStackTrace(), getMessage(),
getLocalizedMessage(), toString() etc.

@ If exist, the tool prints the message that the
weakness exists

w2, PMDe] AskTA ez Faals] 213 AST
FEZ W3Rl JAVA 2eF= Uy
‘printStackTrace()’ 53} 22 oz v|A|A] 5 &=
ohdRt vlh=s el XPath® T-H3= A
o] Hasltl PMD2| 7|& ‘AvoidPrintStackTrace’ F
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28 th=3] “printStackTrace()’ ™At wt A=
TH=qdek ey e BeleRdele ohkst
o] wlis=rt Exfshe s W=7} try-catch T+
wollA] ARgE wRl Hokelde] ojmle} dx]El] wf

, 54 WA FHEEE vise] vsug
54 ko] ol g Alelekes AehtEe AN
Alsisiet. 2] AR 2 o & 89} Ak

F# 8.PMD AHPA(LFHAAE 53 AR eE)

Table 8. PMD’s Rule(Info. exposure through an error
message)

/[TryStatement/CatchStatement
[FormalParameter/Type/ReferenceType/ClassOrInterfaceT
ype[contains(@Image, ’Exception’)]]
/Block/BlockStatement/Statement/StatementExpression/Pri
maryExpression

[PrimaryPrefix/Name|[

contains(@Image, ’printStackTrace’) or
contains(@Image,’getMessage’) or
contains(@Image,’getLocalizedMessage’) or
contains(@Image,’toString’)]]
[PrimarySuffix[not(boolean(Arguments/ArgumentList/Expr
ession/PrimaryExpression/PrimaryPrefix/Literal))]]

3.2.3. sQL &g

‘SQL AF)> Hokebd-2 o] gl
% Sho] dleofele] Els
v} SQLell 2371 735 DBY F8A4RI) xF
HA WAE 9l HekePdolrt

Juliet A|PF == SQL AFY) o2 -
fro= Faste] AABkaL ol Al
= thy & 99| oAz =e} 3Hom, AlthEe]
(G102 ot #ck

T 9. oAl F=(SQL Akl
Table 9. The sample code(SQL Injection)

public class SQLInjection {
public void flaw(HttpServletRequest request,
HttpServletResponse response) throws Throwable {
/| do something
String data = request.getParameter("ID");
/| do something
Boolean result = sqlstatement.execute("SELECT
* FROM USERS WHERE ID = " + data);

/| do something
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Table 10. Diagnosis Logic for Tool(SQL Injection)

@ Check the existence of the following SQL
ex) “insert into users (status) values ('updated’) where
name = ", “select * from users where id = ” etc.

@ If SQL exists, check the existence of variables in SQL

ex) “select * from users where id ="+data+"’“
“insert into users (status) values (‘updated’) where
name=""+data+"""

@ If variable(s) is included, check the variable using
data flow whether the variable is assigned the
value of the external input without validation

ex) HttpServeletRequest.getProperty()
HttpServeletRequest.getQuertyString()
HttpServeletRequest.getCookies() etc.
@ If the value of the external input is used, check whether
the SQL is executed using the following method
ex) Statement.execute(), Statement.executeBatch()
Statement.executeQuery(), Statement.executeUpdate() etc.
® If the SQL is used as a parameter(s) of methods
such as execute() etc., the tool prints the message
that the weakness exists

JAVA 3ol SQLE P4 £kl E3e
L Qe A9, SQL AR melebde] EANE sbs
Zge] 7l wiEell At 55 ol8F WA IS
Aol s gAlde] TARE SRk 22
a7, SQL A3} W7} Agshe(ell, “SQLE =7 +
data) EApdelA] Belste] sk WAl data)7h 4,
& Y EYT Zo e Egﬂ QlEE 4 9l 9
- HAAE FAR 9 3 A5 gle] SQL=
Atsle] DBMSe] x%iswl Aol s wel
o] EAjel s ek

G, PVDS] ARFASE Fash Sl
AST %2 H3lks] JAVA AT E = visit() e, Al
EHlo|E; dHlole] 55 55 0]£s]°4 JAVAZ. 815}
= 7o) "eshd, e el ok & 119 2k

E 11. PMD A3 a2]&SQL 4
Table 11. The algorithm of PMD’s Rule(SQL Injection)

class SQLInjectionRule extended AbstractJavaRule {
public Objective visit(ASTMethodDeclaration) {
if (call through other visit() method)
check whether the variable in the SQL sting is assigned
the value of the external input without validation;
}
public Objective visit(ASTMethodDeclarator) {
/| for checking the value of the external input
Store the method parameter(s);

}
public Objective visit(ASTAdditiveExpreesion) {

Identify the SQL string, Literal,
Check the existence of the variable, Name;
Store the variable(s) and call visit(ASTMethodDeclaration);
if (the string is assigned the value of the external input) {
Check whether the SQL is execute through the method;
if (the sting is output)
/| for SQL Injection weakness diagnosis
Print diagnostic message;

P

3.2.4. Public HAE=ERE viE=l Private b

‘Public |A~=K-E] HI81E]  Private #]’ Rk}
L2 Private o] Public W|Ate] Hiskgte s A
o] Privae Sde] 24 Sl 319 A - WA
g2 4 e HekoR qliet AlPF=CE s
ATt EAEHA] @erh 131‘/} 3t Hakekdd
<= o 3 129} A2 =R 2dE 5 9ok
E 12. AdAZ=(Public WAEHE] HIEHE Private w]%)

Table 12. The sample code(Private Array-Typed Field
Returned From A Public Method)

public class ReturnPrivateArray {
private byte[] flaw = {};
public byte[] getFlaw( ) {

/| do something

return flaw; /* Weakness exists */

}
byte[] tmp_data = getFlaw();

}

‘Public WlZAEE] HISIE]  Private ®fd’ HgF
Aol 7% Pulic WA wislzlo]| Private £4J9]
ajdo]H sl Hokekde] Exjgitia & 4 9l
uftol] e 2 Zleksh= BPH(3E13)<> Public W

Jr9] H]—§:]—7l_<;] 24 HAAL Ea o Relekdo)
£ Felshs So]e).

E13. Aekee] Aok A (Public WA= HkskEl
Private Bj<d)

Table 13. Diagnosis Logic for Tool(Private Array-Typed
Field Returned From A Public Method)

@ Check the existence of Public method which returns array

@ If exist, check whether the ‘array’ variable is
declared as Private in Class

@ If declared, the tool prints the message that the
weakness exists

wjebr], pMDE] AwhrE e Falaly] 9]s] AST
TEZ WEE JAVA 2T E Yelli] rFEl]
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Table 14. PMD’s Rule(Private Array-Typed Field
Returned From A Public Method)

//MethodDeclaration| @ Public="true’]

[ResultType[ @returnsArray="true’]]

/Block/BlockStatement/Statement[ReturnStatement/Expression
/PrimaryExpression /PrimaryPrefix/Name
[@Image=preceding::ClassOrInterfaceBodyDeclaration
/FieldDeclaration[ @ Private="true’]
[Type/ReferenceType[ @ Array="true’]]
[VariableDeclarator/VariableDeclaratorld/ @ Image]]

V. Al 22t

A3l A gt 9 "okl gk Aleht3]
2 HgkeRxle] Exlo| wle} PMD Alwht3E 7 W
<l JAVA 2 XPathE Az 02 o]g3}e] 133}
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Figure 3. Diagnosis Capability of Security Static Analysis tools for major weaknesses
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