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ABSTRACT

The increase of smartphone users have made mobile carriers offload increasingly congested traffic of 3/4G by
providing Wi-Fi hot-spots in the public places such as coffee shops and subway stations. In the traditional
authentication in WLAN, the users should convince the service providers that they are valid customers before
they use WLAN services. Since the authentication protocol is designed for service providers. Even with the
mutual authentication based on the IEEE 802.1X, which is supported by IEEE 802.11 standard, it is difficult to
be convinced of that the service providers really have installed the WLAN APs, which users are confronted with.
An attacker can install rogue APs that masquerade as legitimate APs by copying the SSID, MAC address, etc.
in order to obtain users’ private information. In this paper, we introduce a method of authenticating legitimate
APs for smartphone users. And we show our proposal can be well utilized for the current Wi-Fi hot-spots as a
security plug-in and prove it through our experiments.
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Table 2. Success and failure rates of membership tests
according to the distances between user and WLAN AP (%)

R/6 | 2R/6 | 3R/6 | 4R/6 | 5R/6 | R
100 | 100 | 100 | 100 98 33
100 | 100 | 100 | 100 98 30
100 | 100 | 100 | 100 99 40
100 | 100 | 100 | 100 97 37
100 | 100 | 100 | 100 97 39
100 | 100 | 100 | 100 | 100 | 29
100 | 100 | 100 | 100 99 39
100 | 100 | 100 | 100 98 35
100 | 100 | 100 | 100 94 33
10 100 | 100 | 100 | 100 97 32
Average | 100 | 100 | 100 | 100 97 34
Stddev | 00 | 00 | 00 | 0.0 1.6 3.9
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Table 3. The number of membership tests according to the distances between user and WLAN AP (when membership tests

success)
R/6 2R/6 3R/6 4R/6 5R/6 R
5 5/2 5 5/2 5 5/2 ) 5/2 5 5/2 ) 5/2
1 15.31 0 15.25 0 15.3 0 1504 | 072 | 1527 | 97 | 1521 | 14.76
2 15.29 0 15.26 0 15.26 0 1525 | 1.09 | 1527 | 795 | 1503 | 1537
3 15.34 0 15.24 0 15.39 0 1512 | 082 | 1519 | 933 | 1528 | 12.53
4 15.18 0 15.32 0 15.09 0 1524 | 108 | 1535 | 955 | 1522 | 9.68
5 15.34 0 15.14 0 15.25 0 1524 | 144 | 1534 | 682 | 1551 | 13.87
6 15.11 0 15.37 0 15.41 0 1536 | 199 | 1518 | 736 | 1531 | 12.79
7 15.17 0 15.11 0 15.22 0 1528 | 066 | 1531 | 89 | 1531 | 12.51
8 15.18 0 15.26 0 15.22 0 15290 | 09 | 1538 | 953 | 1511 | 136
9 15.12 0 15.14 0 15.3 0 1521 | 044 | 1532 | 602 | 1548 | 1227
10 15.38 0 15.25 0 15.14 0 1534 | 126 | 1531 | 844 | 1519 | 1331
Average | 15.24 0 15.23 0 15.26 0 1524 | 104 | 1530 | 836 | 1527 | 13.79
Std.dev 0.10 0 0.08 0 0.10 0 010 | 045 | 007 | 128 | 015 | 1.6
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