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ABSTRACT

Password based authentication systems are most widely used for user convenience in web services. However
such authentication systems are known to be vulnerable to various attacks such as password guessing attack,
dictionary attack and key logging attack. Besides, many of the web systems just provide user authentication in a
one-way fashion such that web clients cannot verify the authenticity of the web server to which they set access
and give passwords. Therefore, it is too difficult to protect against DNS spoofing, phishing and pharming attacks.
To cope with the security threats, web system adopts several enhanced schemes utilizing one time password
(OTP) or long and strong passwords including special characters. However there are still practical issues. Users
are required to buy OTP devices and strong passwords are less convenient to use. Above all, one-way
authentication schemes generate several vulnerabilities. To solve the problems, we propose a multi-channel,
multi-factor authentication scheme by utilizing QR-Code. The proposed scheme supports both user and server
authentications mutually, thereby protecting against attacks such as phishing and pharming attacks. Also, the
proposed scheme makes use of a portable smart device as a OTP generator so that the system is convenient and

secure against traditional password attacks.
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Smart WEB WEB Authentication
Phone Browser Server Server
1. http://secQR.duksung.ac.kr Enter
2. Server Response(e.g. index.html)
3. QR login Request
4. QR-code Transmission, 5';:{?':,:‘5?;?0:‘0'
[QRcode={r1, SockiD, TRy Transmission (rl, TRio)
6. QR-code Capture
User
Authentication,
7. Response (P# || REP_U || 2 || TRID || 1P} Create Response
message

8. Authentication result Transmission(TRID || REP_S)

Server
Authentication

10. Server authentication, notify result
(AuthOK || TRID || Acode_user)

11. Input login information ID,
Acode_user)

9. Authentication information Transmission
(AuthOK || ID || Acode_server || TRip || 1P)

12. Login and Server Authentication
printe Acode_server on the web page

I3 3. QR-Code &1% Al2#l =t 317

Fig. 3. Proposed system flow about QR-Code authentication
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Table 1. System Parameter

Parameter Context
7,7 Random nonce (128bit)
Sock,,; IP, Port number of authentication
server
TR, Transaction Identifier
P# Phone number
H(pw) Hashed Password
o7TP One time Password
ACbde_user Login Password

ACbde_server | Authentication Code
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