DEBEris

=1 14-39B-06-03 The Journal of Korea Information and Communications Society 14-06 Vol.39B No.06
http://dx.doi.org/10.7840/kics.2014.39B.6.350

Edm $ARRNA BASH TCPIAZE 2 A
SRR

o A, AW, A H A

o, v ., A

A Method to Resolve TCP Packet Out-of-order and
Retransmission Problem at the Traffic Collection Point

Su-Kang Lee’, Hyun-Min An’, Myung-Sup Kim’

(@] oF
=i =

3 A ege] Ao 52He) WEGIRIE I8 $4 = dele] 249 Fade] ey
oleh. WIS Bl S 3 WelAe = dlolHE A7t ofuat $-geld WA sdEA WAT F glefof @
ok $82 WAsP] AT WHE F shial BAAE Ee RRue Abgel] Edme RRY S oA,
olHT BAYNE T Abgale] BRIl Edm XA sk R A, AGel 2@ 2
Faw} 2o BARS] Glrh B RN Sl BAH Ede] 9x U RAE e 919 A% o
Ao Al g A FR FAE ek sk WHES ARbsileh o)Al A A W ES
A =

Z
A Eef A Alxglell ez oM S8 nlo|E VI HY 4% 5] 2 EHE e BT o
o] Al By el Hehe F 4 G heavy FR42] #Ao 7]of s selsigiek

Key Words : retransmission, out-of-order, statistic signature, network management, traffic analysis

ABSTRACT

With the rapid growth of Internet, the importance of application traffic analysis is increasing for efficient
network management. The statistical information in traffic flows can be efficiently utilized for application traffic
identification. However, the packet out-of-order and retransmission occurred at the traffic collection point reduces
the performance of the statistics-based traffic analysis. In this paper, we propose a novel method to detect and
resolve the packet out-of-order and retransmission problem in order to improve completeness and accuracy of the
traffic identification. To prove the feasibility of the proposed method, we applied our method to a real traffic
analysis system using statistical flow information, and compared the performance of the system with the selected
9 popular applications. The experiment showed maximum 4% of completeness growth in traffic bytes, which

shows that the proposed method contributes to the analysis of heavy flow.
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Remove all non-payload packets from the packet sequence
P(n) : n-th packet in a TCP flow

P(n).seq : n-th packet’s sequence nunmber

P(n).ack : n-th packet’s acknowledge nunmber

P(n).dir : n-th packet’s direction

P(n).len : n-th packet’s payload length

1 module Solution for the Out-of-order problem

2: Input : P(n) in a TCP Flow

3:  find P(k) which P(k).dir == P(n).dir && biggest k in 0 <=k < n
4: if(P(k).seq > P(n).seq) // out-of-order detect

50

6: find P(i) which P(i).dir == P(n).dir && P(i).seq < P(n).seq
7: find P(j) which P(j).dir == P(i).dir && smallest j in 0 <= j < k
8: for each P(m) from P(-1) to P(i+1)

9: {

10: if(P(m).dir != P(n).dir && P(m).ack == P(n).seq + P(n).len)
11: put P(n) before P(m); end module;

12: if(P(m).dir != P(n).dir && P(m).ack == P(n).seq

13: put P(n) after P(m); end module;

14: }

15: put P(n) after P(i);

16: }

17: end module;

354

(F 10) wkeF ulsko] T2 FHZE(P(m))Z P(m).ack ==
P(n).seq + P(n).leng 7H53k= 271 Pm)o] EAHahH
P(m)-> Pm)2] SHZIo| B2 P(n)-> P(m)2] BEZ oF
o] Y2171}, (F 12) P(m).ack == P(n).seq < 7H=
k= 172 Pam)o] EA3H P Pam)°] S5=470]
BR (F 13) P)2 P(m) HEZ Fell 12|34 ¥t

4.2 Retransmission & g

2 Aol 71E A7 A7 Gl olg
28 2AE PAskT sk delee] FARS

EA3taL o] 5 sHAIRE °‘"’ﬂz°ﬂ el 7]sgict
7l Fu e S o sl W
sequencefk-S- H|aLae] Tx ] }F} A 25 Hell
I 7N o)Ake] shFlo] ZH- ulsko|wiA] I3 sequence
e 2 HH 5 JH7L£ AT 7]E Al
A 7] $% 2AE AT dellis 257 ol 41
ool e sk AR AAe Agskick
ol2|gk 7-toll= AukAQl T Fzlo] & Aol
AZE A er) 422780014 sk Al lskE
T A7) Aol 7 YR A7 S5 A
AAgekn efe] A7 AAsa Ak 7]
& A3HA "k o] = Qls) WAshs A= 42274
ollA 2hA18] Ardghet. Azl she] o] A== )
© 209)) g-go] Qb oZ AN ZE o)
o 2 Al S8eld S|EAe Aelel A5l

@

Host A Host B
Seq: 0
Ack:0 |af—
Len : 40 a\a\
a >
. ———+— | b| Seq:0
Seq : 40 % P b Ack : 40
Ack:40 [ C€f—uo Len: 40
Len : 40 c\\
€ C— o[ seaza0
d | Ack : 80
Seq : 80 . " =—3 i ok
Len :40
Ack : 80
Len:1500| € \
Seq : 1580 e \e\
Ack:80 | f €
Len : 1500 \\ I
f
Seq :3080| g
Ack:80 | [ g T
Len : 220 N ]
Seq :3080| h T
Ack : 80 \\
Len : 220 Retransf;v‘
ISSion_h
’7\\
ca 2 ca

22 5. = 4R s A 5
Fig. 5. Collect points by Retransmission problem

www.dbpia.co.kr



9l S F5 FAleh kA Aeisof qk

4.2.1 Lebo] H9| =5 24 iz
A5 7lolA 2577 A=A A Al7de]
AYE S5 JH%I% Whz] 5k A9 AHE 8460 9
8 A% 7o) WAk AAEE A el
3712] sequence®} H f% | Zh
O™ 5% dubAQl S Fzle] HAgE i
B A4S epd 13e]c)k Host A9} Host BE ‘]i
HZEE Fardkerh A1 CL, C2ellA] =3l hel
=
q)

ne

é

sequence} FZ! g2] sequence”} i, Hls]:o] R

o u2 7l hiz A g2 AAE AHFdS &4 5 3
ok AHFEe] Ao Z7]7) Zar 5438 sequence
E Z+= 7S AAsle] dubdal 7l B8 Al
A = 9ok

4.2.2 MujZlst 2 mjzl 25 2H 2 2y

A5 7lelA 2577 A=A A Al7de]
AYE S5 RS A 13 735 AHE 8ol 9
3| AAE o] whAg) o] wf A5 o] Ao
2 v AF 3 dlelelr} olebd Fzle] ol =7] #9
el A ”HZIJ 2715 594 AASE ot o1& A
9] 2}l 7] SKrepacketization) 2} 3}v o]2{gF 7

o] A% Ht= WAL A3 A AR T8 A
e,
EPERE PO EEE S R EIE 2

71| sequence”| EEHA| A HlBE Zﬁﬂﬂili@r =o] ZH’H
% A& AHAIELT o]e} % sequenceBtS L=
HA7LA] AAEok AAZIS) = A S5 FAE 3
A},

a8 62 AT A AHE HFle] HARE F=
7l FA=S e 2=lo]t} Host A2} Host BE= 4]
2RSS Farderh SR CL C2edlA A7l g
94— he] sequencegl— u}g] 1:, 719 ]7]— A2 7"&‘1&

JHZI 2} i= sequenceﬂ} Hske 7|k ‘C”"kol "/]'E =]
2 A7 i= JH’] g—4 WAL E‘l A% JHZJO] <o
SR = A I
acknowledge?, 7L7<] el EAR S B A ﬁ 5] AN
i2] sequence} IAIGHE SHHEE 27| =) o] uj
AAZ15}; 2ol AHE = A i, HAF i sequence2}

Host A Host B
Seq: 0
Ack: 0 afb— i
Len : 40 B\a\\_
a
N bl Seq:0
Seq : 40 _//r,b’/ q
Ack:40 | ¢ b Ack : 40
. [ Len : 40
Len : 40 c\\
¢ T
[=s
Seq : 80 d | Ack :
Ack : 80 [ d Len :40
Len : 1500| e \
Seq : 1580 e \
Ack : 80 § e N
Len : 1500 \ \
Seq : 3080 ]
SN e R e
en:
Seq : 3080] . N\g\
Ack : 80 i
Len : 420 ~Retr. i T—h
ranSr7iSSio i \ Seq : 80
i — J|Ack : 3300
--------------- Len :40
P y
___________ Seq : 80
__________________ Ack : 3500
fa--==="""" Len :40
Cc1 [e7] ca

a2 6. RS | AR AR 5 A

Fig. 6. Repacketized packet’s retransmission problem

WAske 7 kS =5 ARsiol Aoizsh 5 o))
2% AT A4 5 Aok

4.2.3 A = 2 g Ln2E

25 A AAEel oI 32 A1 FAE o)
37] gk daElEe] ortaEe|n) (& 3) Yoy
9] g]H o7 Eo]& pm)F} wlEko| 2 s
- 7ite] SIAI3E POE Z=th (F 4olFE A 2
P(k)2] sequence?t3} P(n)<] sequence?t=- H]wl3}ed
om 37) ARE] G F% A TS Bl
AAlabe (& 6) ok Paol PRe] A al7lo] of

E 2. A9 T5 A A daels
Table. 2. Algorithm for Retransmission problem

Remove all non-payload packets from the packet sequence
P(n) : n-th packet in a TCP flow

P(n).seq : n-th packet’s sequence nunmber

P(n).ack : n-th packet’s acknowledge nunmber

P(n).dir : n-th packet’s direction

P().len : n-th packet’s payload length

module Solution for the Retransmission problem

Input : P(n) in a TCP Flow

find P(k) which P(k).dir == P(n).dir && biggest k in 0 < k < n

if( P(k).seq ==
Delete P(n);

else if( P(k).seq + P(k).len != P(n).seq )
Delete P(n);

end module;

P(n).seq ) // Retransmission

[ AN U
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Fig. 7. Signature extraction system configuration based on
statistical features
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i EWY AR sk TCPAAFE 9 A 2
E 3. A3 dlo]e]9] Out-of-order, Retransmission, Repacketization 4] A B]&
Table. 3. Out-of-order, Retransmission, Repacketization rate in experimental traffic data
State Flow Packet Byte
# % # % B %
Normal 1,496,192 98.53 5,162,799 97.72 3,147,074,560 98.08
@ Out-of-order 35 0.0023 665 0.0125 596,097 0.0185
(2 Retransmission 20,262 1.33 102,206 1.93 42,486,693 1.32
(@ Repacketization 1,896 0.12 17,116 0.0032 18,425,930 0.57
D+ Q@ 3 - -
@+ 0 1226 0.08 - - - B
D+2+Q 1 - i B
Total 1,518,385 - 5,282,786 - 3,208,583,280 -
E 4. Out-of-order, Retransmission, Repacketization 4| 3174 A % 4§ A}
Table. 4. Result of experiment before resolve problems / after resolve problems
Total Analyzed
Application Flow Packet Byte
PP Flow | Packet Byte Y
before after before after before after
Skype 1,141 22K 8,593K 751 794 15K 16K 6,978K 7,400K
naverlive 1,218 | 22,421K 18,159,291K 1,015 1,026 20,049K 20,395K 16,246,821K 16,537,135K
gOIIlTV 981 826K 810,302K 701 702 745K 746K 732,854K 733,415K
xshell 403 64K 8,333K 389 388 63K 62K 8,130K 8,107K
teamviewer 485 231K 74,359K 426 431 196K 197K 62,835K 62,875K
nateon 299 103K 12,119K 272 273 102K 102K 11,682K 11,684K
dI‘OpbOX 4,642 124K 66,631K 4,599 4,612 122K 123K 65,505K 65,774K
putty 266 27K 4,115K 261 262 27K 27K 4,080K 4,096K
outlook 4,872 496K 261,193K 3,515 3,420 324K 321K 154,314K 154,029K
uTorrent 105,957 | 25,833K 22,387,609K 73,338 70,388 21,039K 21,996K 18,167,867K 19,184,551K
Total 120,264 | 50,152K 41,792,549K 85,267 82,296 42,686K 43,989K 35,461,070K 36,769,071K
HARE vl o2 A7t A4 =ick ol g A I Fol|A A Bzl el F5kE & 4 S heavy
A AR BL B =HolA] Aokt 7] F8 A 5 Z290] AlaAE sk, AAE Al HE u)
A <kmeizel Sja) AZAso] Aol £ LR A whom meld dlelele] 2418 a4 A 4 ol
Aok 14 7} sl JoFe = AL Sl ek ok Aol
HZl 5 A A Hell= FA =T 1A
o) AEA e TReEE HAG A9 o 22 VI ZE U = o7
5 AAE FHFle] 2~37)=RE o] Foiz] s3] ofo]
4o Zusalrh 7 T4 54 2 Tl oleld 3 =gl AE TCPAMIGIA] sk shole] 44
AL AL AR 2 Fe Z2Foll= L] (Out-of-order)&-Al|, #|%14~(Retransmission)-#|, 2]
71 170t Fr] ool Alauyx 2 QA=A edskek a2 A sHRepacketization) Aol el 7]=3k3ick
upeba] Bz EA7|(TAS)= 9 E2552 AFs aE]a 9] EAE sk daEsE Akl e
Aoz $AaiA St Aole). olelt olfr E2 o) Al e 34 Alzslo] A4z S
$ waelo] SjRhgel Hek a7lst wlol =]l Fo] 4ol B W HAE g wolck ma 4
AR i SR oleidt Avke B vl A E25 7)E & B 3% FRaslsA A
2 Rehe i heavy TREE T Ao BAT S o, wlo]E A1 4%e] 1Eo] Zlakw ol A
See Siulehl, ARAOR B w¥old] AR Al Zel ol ¥ E A S heay BESS] ¥
TelEE ASTORM ofe] $go WAL EA Aol Sbeleies nalrk
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