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ABSTRACT

Ministry of National Defense, MND, established a “Master Plan of Military Facility” in 2010 based on the
defense reform to prepare for future war. It was a plan for consolidating small military facilities into battalion
units, reflecting on and preparing for the needs of various changes in defense environment as well as balanced
growth of ROK Army, Navy, and Air Force. However, to move forward with “Military Facility Master Plan,”
current design criteria for military facilities need to be revised to be enacted due to numerous calculation errors
in facility footprints because of the absence of a sound facility criteria. Because the future war environment will
be changed from Platform basis to Network Centric Warfare basis, Command & Control capability of C4I
systems is getting more important. Therefore, Successful mission accomplishment can be secured by convergence
of facility and military Information Technology(IT). So, MND should quickly prepare for the operational
guidance, design criteria and policy that are suitable for Network Centric Warfare accomplishment, and implement
infrastructure of IT and installation of C2 facility in conjunction with consolidation movement of military

facilities. In this paper, we propose the defense I3A framework in order to solve this problem.
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Table 2. A comparison of ROK-US Defense-Military Facilities and Information Technology Criteria

Defense - Military Facility Criteria
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Service Area No. = — = — Remark
DoD Facility Criteria (I3A & ICAN) MND Facility Criteria
1 The Act was related with the design 4-60-00 General Supplement
2 Classified Information Infrastructure Criteria None Require
3 Workstation Outlet Box/Connector None Require
+ Administrative Spaces(7.5nT) 4-60-50 Floor Area(10n)
L Outlet - Non-Admin szpace(46.5 nf)/Intermediate
Ingrl:or 4. (lla)lznnilgg . é\lf);rceeﬁ(glllzés z;a)ace(465 ), Wireless access None Supplement
Cabling Area per | Ppomts
Outlet) Family/Barracks space/BOQ 4-60-10 Family/Apartment Comm.
Barracks halls and public areas None
5 Vertical(TR<—Outlet)/Main line(TR<> TR) Cabling 4-60-10/50 U-military
6 | Cable tray, Conduit and Tele-Comm. Area 4-60-10/50 U-military
7 | Telephone and Spare lines(Copper or FOC) 4-60-10 Requirement/Spare line
8 g:;s;iflﬁogntry Pathway(Conduit)/New Duct, Manhole, 4-60-10 Attached 1
9 Minimum Duct Bank None Require
OZS'P 10 | Fiber Mesh/Inner Duct None Require
Exterior 11 | Each Layered LAN Uplink Criteria 4_60_5051}33:32133;%%&‘”0&
Cabling + Classified Information Infrastructure Criteria/Cable
12 ) ilgc_ement Opti_ons . . None Require
irfield and Air Traffic Control Information
Infra-Design
13 | Voice Copper cable 4-60-10 Attached 1
3.Sat/ 14 | CATV, Entry Pathway, Satellite Antenna. 4-60-20 TV Installation
CATV 15 | GBS Military Satellite cabling None Require
4.Tele- 16 | UFGS 27.51.16 - Tele video Center Installation 4-60-30 Broadcasting Installation
Video 17 | UFGS 27.51.16 - Antenna/ Wired/Wireless speaker Detailed Criteria Supplement
18 IS-Tac?ility Ph¥sical_Protec?ion/ESS(Elec_tronic Security Security Guidance/Detailed Criteria Supplement
ystem) Installation Guidance/Operating Requirement
19 | FM3-37 : Protection Types and 12 missions. None Require
Facsiiity 20 Iéggr;:OlO-Ol Security/ Mininum Anti-Terrorism Facility None Require
Security .
21 | Camera Types, Characteristic /ESS Sub-system 4-60-40 Access Control CCTV,
oY) lsrleflz)s:rlrgteiolrrllfonnatlon facility security/ Red/Black Special None Require
6. GND 23 | Ground Criteria(MIL-STD-188-124-B) 4-60-60 Ground Scope
24 D.ISA_.VTC_STIG_VI Classified/Unclassified VTC 4-60-50 A/V, YTC, Translate
7. A/V Direction Equip.
25 | FDC JWICS, SCIF Ist level (TS/SCI) VTC None Require
8. VoIP 26 | Voice Switching(AS-SIP)/VoIP Integrated Security None Require
9. NW 27 | ICAN I3MP NW Structure Design Direction None Require
Archi- 28 | ICAN I3MP 3 steps, Transport layer None Require
tecture 29 | ICAN Layer Uplink None Require
10. 30 | DoDI 8510.0 DIACAP(Information Assurance/Verification) Procedure complement Supplement
NSM 31 | NSA IATF(Information Assurance Technical Infra. ) V3.1 Need Infrastructure Framework Supplement
i 3 gﬁgr‘tOIO»Ol Security/ Mininum Anti-Terrorism Facility None Require
Protection
33 | UFGS-28 3176.0031 Notice Equipment System 4-60-50 Integrated Control Center
12. ?_,VXIfId 34 }Ir\lfli;:g:zz (liléiqslslg(i;ger?tescurity Network Framework/ Wired None Require
) 35 | National Fire Warning Code Guidance None Require
lzial::;e 6 UFC 3-600-01 Fire Design Guidance 4-60-50 Protection System
UFGS 283176.0031 Fire Alarm Design None Require
14.Harmonic 37 | Voltage/Ampere Harmonics distortion Protection None Require
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Table 4. Comparison/Analysis of EA Framework
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