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ABSTRACT

The traffic classification is a preliminary and essential step for stable network service provision and efficient
network resource management. However, the payload signature-based method has significant drawbacks in
high-speed network environment that the processing speed is much slower than other methods such as
header-based and statistical methods. In addition, as signature numbers are increasing, traffic analysis speed also
declines because of signature matching method that does not consider analytic efficiency of each signature and
traffic occurrence feature. In this paper, we propose a signature list reordering method in order by analytic value
of each signature. When we reordered the signature list by the proposed method, we achieved about 30%

improvement in speed of the traffic analysis compared with random signature list.
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008_UT_FP06 20 1 278 4.8E+04  3.5E+07
008_UT_FP07 961 21 2,505 1.1E+06 1.2E+09
008_BT_FP08 899 5 1,760 5.3E+05  4.5E+08
008_BT_FP09 1,490 3 2,262 6.2E+05  6.8E+08
008_UT_FP10 1,520 1 1,363 1.0E+06  9.6E+08
008_UT_FP11 25 1 330 33E+04  2.8E+07
008_UT_FP13 954 5 3,204 1.0E+06  8.5E+08
012_FD_FPO1 890 13 758 9.0E+05  9.0E+08
012_QB_FP01 1,020 18 2,632 1.0E+06  9.0E+08

Total 7,780 58 15,092  6.3E+06  6.0E+09

E ireShark2} Net Monitors %3 Ezj|2]
£ A ohE 80 B BT A9 A7)
EdE -89 EdTs AAgh 2ozl ExY
TelE F 2870 FAR o] F 979 el AAE A
YA 2]2~E AZ-E 918k Training set 2.2 AR =
Sz A 19709] shd-e 7t BlaEl A HrtE
213t Testing set>Z AE- =|9iv}h Zb Setd] HWE
X2, % 33 2tk

Eg dels FAME] 97 dlo]2= Al
s & 3270E 3 49} Zrk 32709] AloA B
EAE 38 EdEs 2435 ¢824 =ik

=
)
Z

5.2 A& A}
5.1 Aol Yehd Alg sl a7 79] 24
Al w]S He-A1A A 218 3 Ad) A" Ao

YA glABE E 59} 7o) Al=bEglch

.
)
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E 4, EAE HARE A7H
Table. 4. Torrent payload signatures

Sig ID Payload signature Protocol Port
0 BitTorrent protocol.* TCP N/A
1 *BitTorrent protocol.* ubpP N/A
2 *d1:ad2:1d20.* TCP N/A
3 ~dl1:ad2:id20.* UDP N/A
4 *d1:rd2:1d20.* TCP N/A
5 ~d1:rd2:id20.* UDP N/A
6 *find_node. *UT.* uDP N/A
7 *info_hash.*get_peer.* UDP N/A
8 *5:peers.* TCP N/A
9 *User-Agent:. *uTorrent. * TCP N/A
10 “*Host: com-utorrent.* TCP N/A
11 *User-Agent: BTWebClient.* TCP N/A
12 * /fannounce.info_hash=*peer_id=.* TCP N/A
13 *//scrape.info_hash=.* TCP N/A
14 *d5:added.* TCP N/A
15 *d5:added.* uDP N/A
16 *Host:. *utorrent\.com*." TCP N/A
17 *Host:. *bittorrent\.com*." TCP N/A
18 *bittorrent.com. UDP N/A
19 tracker.* UDP N/A
20 *BT.*announce uDP N/A
21 *UT. *announce. * UDP N/A
22 *d2:ip6:.*1:rd2:1d20.* uDP N/A
23 Ad2:ip6:.*1:rd2:id20.* uDP N/A
24 LR BT....* UDP N/A
25 Mt UT....* uDP N/A
26 17927x 10\ 1 * UDP N/A
27 “BT-SEARCH.* UDP N/A
28 *BitTorrent.* uDP 1900
29 uTorrent. * UDP 1900
30 *Host:. *deluge-torrent\.org.* TCP N/A
31 *User-Agent: Deluge.* TCP N/A

E 5. AREE A1dA 2lxE
Table. 5. Reordered signature list

Y gy oV Type TV SV Rank
3 83.63 99.93 2 0.5 91.78 1
23 32.14 99.93 2 0.5 66.04 2
5 10.04 99.93 2 0.5 54.99 3
0 8.17 99.93 2 0.5 54.05 4
1 3.31 98.87 2 0.5 51.09 5
12 0.52 99.67 2 0.5 50.09 6
27 0.02 99.93 1 0.5 49.98 7
19 0.11 99.67 2 0.5 49.89 8
13 0.02 99.67 3 0.5 49.84 9
15 0.01 98.73 1 0.5 49.37 10

FH

5014 YFERE FV, OV, TV, SV 3 474 ol|A]
AP WEEelaL SVREE 7R w2 2
Wk =l

A4 A= Testing setoll E3HE EFo]~g 5
T 0o 2 EdY Ege]x~ r|EoRE 77 119 8
T3] 93 ol BLE Testing set E2fjE] E#o]x
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Sig Matching Count
Test set: 006_BT_FP01
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Fig. 8. Testing set (006_UT_FP01) result
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Fig. 9. Testing set (006_UT_FP02) result
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Sig Matching Count

Test set total
189,801

200,000
150,000 111,210 107,392
100,000
50,000

0 Random list Reordered Optimized

list list
Identification Time
Test set total
- 0.690
0 1~ 0.540 0.530
0.600 //
0500
0.400 ‘/
w
0300
0.200 ‘{/
0100 -
0.000 -
(sec) Random list Reordered Optimized
list list

22 10. H2E AE(Total) A7}
Fig. 10. Testing set (Total) result

E 6. HAE AE(Total) 232
Table. 6. Testing set (Total) result-2

Category RaEFlom Rcorf:lcrcd Idg:a]
ist List List
Classification rate 98% 98% 98%
Matching time(sec) 0.69 0.54 0.53
Matching count 189,801 111,210 107,392
Rank 3 2 1
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