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ABSTRACT

A software birthmark is the set of characteristics of a program which can be used to identify the program.
Many researchers have studied on detecting theft of java programs using some birthmarks. In case of Android
apps, code obfuscation techniques are used to protect the apps against reverse-engineering and tampering.
However, attackers can also use the obfuscation techniques in order to conceal a stolen program. A birthmark
(feature) of an app can be alterable by code obfuscations. Therefore, it is necessary to detect Android app theft
based on the birthmark which is resilient to code obfuscation. In this paper, we propose an effective Android
app birthmark and app theft detection through the proposed birthmark. By analyzing some obfuscation tools, we
have first selected parameter and the return types of methods as an adequate birthmark. Then, we have measured
similarity of target apps using the birthmarks extracted from the apps, where some target apps are not obfuscated
and the others obfuscated. The measurement results show that our proposed birthmark is effective for detecting

Android app theft even though the apps are obfuscated.
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Table 3. Target apps
Categor Target apps Source code
gory get app size (kb)

Bluetooth Chat 39.8

Bluetooth
Bluetooth Car 32
Notepad 93.8

Notepad
Mini-Noteapd 34.5
AnySoftKeyboard 823

Keyboard
SoftKeyboard 55.7
WeatherList Widget 77

Weather
ADG Weather 108
Battery-indicator (7.0.6) 258

Battery
Current-Widget (0.38) 156
ConnectBot (1.7.1) 418

SSH

SSHTunnel (1.5.5) 304
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Similarity
Target apps
Method 1 | Method 2 | Method 3
BluetoothChat 0.90 0.52 0.91
BluetoothCar 0.91 0.21 0.92
NotePad 0.92 0.58 0.93
Mini-NotePad 0.84 0.24 0.85
AnySoft Keyboard 0.82 0.25 0.82
Soft Keyboard 0.98 0.28 0.99
WeatherList Widget 0.95 0.25 0.98
ADG Weather 0.90 0.22 0.95
Battery-indicator 0.88 0.25 0.90
Current-Widget 0.87 0.26 0.89
ConnectBot 0.88 0.39 0.90
SSHTunnel 0.89 0.33 091

Table 5. Analysis of resilience against obfuscation by
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Similarity
Target apps Method 1 | Method 2 | Method 3

BluetoothChat 0.04 0.30 091
BluetoothCar 0.02 0.18 0.92
NotePad 0.05 0.40 0.93
Mini-NotePad 0.04 0.17 0.85
AnySoft Keyboard 0.14 0.18 0.82
Soft Keyboard 0.07 0.33 0.99
WeatherList Widget 0.04 0.19 0.98
ADG Weather 0.04 0.17 0.95
Battery-indicator 0.03 0.20 0.90
Current-Widget 0.04 0.20 0.89
ConnectBot 0.04 0.25 0.90
SSHTunnel 0.05 0.19 0.91
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B 6. 59 shlnlel A% e 9 e fA vl
Tab

le 6 Similarity comparison between different apps of same category

Similarity
Category Target apps Source Before obfuscating After obfuscating
code Method 1 | Method 2 | Method 3 | Method 1 | Method 2 | Method 3

Bluetooth Chat 0.03 0.03 0.05 0.05 0.22 0.01 0.03
Bluetooth

Bluetooth Car 0.22 0.16 0.46 0.14 0.88 0.40 0.12

Notepad 0.09 0.07 0.48 0.12 0.86 0.43 0.09
Notepad —

Mini-Notepad 0.08 0.06 0.06 0.08 0.24 0.01 0.07
Keyboard AnySoftKeyboard 0.01 0 0.07 0 0.34 0.01 0.0

SoftKeyboard 0.15 0.06 0.42 0.07 0.87 0.38 0.06
Weather WeatherList Widget 0.14 0.05 0.56 0.12 0.85 0.45 0.12

ADG Weather 0.02 0 0.03 0.01 0.29 0.01 0.02
Battery Battery-indicator 0.02 0.01 0.09 0.01 0.25 0.05 0.01

Current-Widget 0.09 0.07 0.42 0.06 0.88 0.24 0.05
SSH ConnectBot 0.04 0.04 0.50 0.02 0.26 0.38 0.01

SSHTunnel 0.09 0.08 0.59 0.08 0.89 0.42 0.07

Average 0.08 0.05 0.31 0.06 0.57 0.23 0.05
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