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ABSTRACT

DNP3(Distributed Network Protocol) is one of the most representative protocols which is used in
SCADA(Supervisory Control and Data Acquisition) system. IEC 62351 is listing the integrity, confidentiality,
availability and non-repudiation or accountability as the security requirement. However, IEEE Std. 1815 that is
DNP3 standards does not define a mechanism for non-repudiation or accountability. In this paper, we propose a
non-repudiation of origin technique about the sender of critical ASDU and implement the proposed scheme using

software such as OpenSSL and SCADA source code library.
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06:35:52.948: ===> Slave bppli n:a ion Header, Sele q
06:35:52.948: FIR(1) FIN(1) CON(D) LINS(D) SEQ¥

06:35:52.948: cb 03 0c 01 28 01 00 00 0O 03 O DU 00 00 00 00

06:35:52.948: 00 00 00 00

06:35:52.948: Slave Outstation Authentication Event, state=IDLE event=CRITICAL_RCYD [A]
06:35:52.9458: <+++ Slave Build DNP3 Message: Authentication Challenge

06:35:52.9485: Tx Object 120(Authentication), variation 1, qualifier 0x6b{16 Bit Free Format)
06:35:52.948: Tx futhentication Challenge, User = 0, Sequ =4,

Algorithm = 4-SHAZ56 16 OCTET, Reason 2-NONREPUDIATION | -
06:35:62,948: <+++ Slave Insert request in queue: Authentication Challenge -
06:35:52.948: <=== Slave Application Header, Authentication Response
06:35:52.948: FIR(1) FIN(1) CON(D) UNS(D) SEQ¥ 11 - [B]
06:35:52.948: cb 83 00 00 78 01 5b 01 1a 00 04 00 00 OO 00 OO
06:35:52.948: 04 02 34 22 7e ac 32 30 31 35 30 34 30 36 30 36
0B:35:52.948: 33 35 35 32 -
06:35:53.962: ===> Slave bpplication Header, Authentication Request -
06:35:53.962: FIR(1) FINC1) CON(D) UNSCO) SEQ# 11
06:35:53.962: cb 20 78 02 &b 01 08 01 04 00 00 OO 64 00 0O O1
06:35:53,962: 08 92 5a Be 2b 56 42 50 15 5b ¢3 13 31 a0 10 91
06:35:53,962: 9f B0 4b 51 Da Ba ed 4c fd 4b 74 a6 60 11 6b 9f
06:35:53,962: cO 3e 85 f4 c2 a8 ae bb ad 13 44 73 b5 bd de 3c
06:35:53,962: f1 1d 56 10 03 58 24 8c 70 ec 2c d4 4b 14 96 07
06:35:53,962: 12 B8 15 e8 36 c6 f9 5b 81 {5 02 b2 ab db a2 18
06:35:53,962: dl Od 01 99 d5 ef 00 20 03 af Be d4 cc 58 57 24
06:35:53,962: 29 9b f6 01 85 af 6f 3d 3f a5 Ta 77 47 12 ab dc
06:35:53.962: le 68 90 85 3d b4 d9 81 74 a7 89 b9 2f 5a ba Ba
06:35:53.962: 70 df €9 d4 bb 40 54 8f 23 10 f0 42 Ob a8 Ge 1b
06:35:53.962: 87b6 f016 21 47 a7 c¢75d 74 41 09 41 1a 43 O
06:35:53.962: cb 63 8a 8f ad Of e7 94 b3 e2 35 70 d7 9f 59 37
06:35:53.962: 93 3b 8d e0 1a fa 30 e7 84 ¢7 a2 38 Be 3e 49 dI
06:35:53.962: cc 2e a9 d3 e 50 e7 {7 af cc 19 5f 40 e6 94 43
06:35:53.962: e2 cd 4e 06 9d 7f c6 ed c3 55 aB 89 02 90 2d ff - [C]
06:35:53.962: 9a ab 43 b9 cb 8f d9 fe 52 f2 13 90 80 87 37 d8
06:35:53.962: d6 df d0 df 38 17 60 ee e7 a0 3f dI 91 83 2a 61
06:35:53.962: Bx Object 120(Authentication), variation 2, qualifier Ox5b(16 Bit Free Format)
06:35:53.962: Slave Qutstation huthentlcatlon Event, state=W4|TFORREPLY event=CHALLENGE_REPLY
06:35:53.962: Authentication, plain t
06:35:53.962: cb 83 00 00 78 01 5b O1 Ia 00 04 00 00 0D 0D 0D 04
06:35:53.962: 02 34 22 7e ac 32 30 31 35 30 34 30 36 30 36 33 35
06:35:53.962: 35320001 cb 03 0Oc 01 28 01 0D 0D 0O 03 01 00 OO
06:35:53.962: 00 00 00 00 00 0O 0O
06:35:53.962: hduthentication, hashed text
06:35:53.962: de 43 92 37 Be d9 d0 85 fc df ec ba 40 ca 19 b
06:35:54.962: Fx Authentication Reply, User = 100, Sequence = 4 SUCCESS B
06:35:54.962: <+++ Slave Insert request in queue: Select Response
06:35:54.962: «<=== Slave pplication Header, Respo
06:35:54. 362 BB S E IR RO oy e seaw D]
06:35:54,962: cb 8 00 00 Oc 01 256 01 0D OO OO DS 01 00 00 00
06:35:54.962: 00 00 00 00 00 00

J8 1. AR $5 REdA 1% a7Ae] Al ¥l #4
Fig. 11. Process of doing Non-repudiation of origin of the challenger in Challenge Response Mode
Digital Certification - .
No AUCH D CASDU Signature Serial Number Writing Time
062 83000078 01..3535 00 00 04 ... 00 8e 5 29 62 | A13A02F8C2937COE 06Apr15
cc cc 04 ... e 5a ... 06:35:56.990
061 cb 83 000078 01 .. 3532 00 01 ¢b 03 ... 00 08 92 .. 2a 61 | A13A02F8C2937COE 06Aprls
06:35:53.962
060 c78310007801..3431 00 00 c702..01 0a b0 ... 6b 59 | A13A02F8C2937COE 06Apris
06:35:42.760
O 12, AR S5 Rreflx] wAlyel wx]e 57
Fig. 12. Evidences of Non-repudiation of origin in Challenge Response Mode
Qv A4 GhE vlaste] FUT Aol A4 a3 1% WA YDA SRS AT A0
2% A48 7 CASDUS Aelsha, $sbd & & 2olFa gk 3748 W, AUCH, D,
AFell= olle] A2lE A "k oldl, dlF a7} CASDU, Az g, daA12] Al e, S
7} @AA| |k =|o| 32 TD7F THREE 2 7-Foll= ¢ 715 A7ke AAslsdeh 18! 119] [D]= CASDUE
ol 2 A7Hg7|5HE 483k tha CASDUE A 2|3t R AREl oy S5 HAAIE A etk
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1= /DNP3ol e WAl ) WA A Al o

42 M3IX meo| BEA| Holdkx| 1§
=
[S)

a3 132 A5H el QS AAre] wAl
ukA] FAE el Zloloh HhAL FlukA|E- 913
AT REoflx lE ASAe AFsaAlshe
CASDUE o]zl REQUell 1% 7ZAke] A7t A
wal t,& F7IRIeh 18 139 [AP7} o] & vepiich
LAUCH, REQU, t,+ |83l Akt a4 k& 72l
7|12 ¢+3318F the- AMRS A5l 13 139] [B]
7} o)7& velith a3 139 [ClE 1% Sl
A A vk S5 v|xR] o]

Q1= 9 FA= A AXkeE sl A] 3k AlgE slA
AAeh= 75 SRS E A A8aL CASDUE
ol Al S5 Rre v AR Q1S 8AF
7k ‘J&Xﬂ ks l°LL TD7} THE} = SAkA| o4

2
_rg_
=

gl

a7 14 AFA meellx] SAE AAE Afo]
t}. 27215 <3} LAUCH, CASDU, t,, AAAH
FoZ FAE AMR, <5419 Al |H, 54 7]
2 A7k x{xlfg].oﬂr/], B Aox= AxA
DNP3 3¢} QlZ-% 7|ko 2 g kAl F-elA)7} A

Lk ol ?4:—#79, o PAPHoR ApgE
© A% skt

2 PAPAIREI S P R RV PATA BT X R R RSN €1 =1 A =1
2183 AAIEF HMACS o]-835k0] SRR A3}

A o17e] WA} 1 WA 0 T 5 ¢Sl
ok sPAIRL AR SliAl fhe AR HRl7IR
Ao zA W A|7e] TRl ShlE v, 4l
a2 A1ME 5= gl =lo] v|AR] SAlRR= ukal
Ape] wIAA] R AR S ASAblA] S = Sl

F57|312 4308+ ¥ CASDUE #]

Issue Binary Output Command for Session O B
size :
08:57:33.888: <+++ DNP Master Build DNP3 Message: Binary Command
08:57:33.836: Tx Object 120(Authentication), variation 3,
qualifier 0x07(8 Bit Limited Quantity)
08:57:33.888: <+++ DNP Master Insert request in queue: Binary Command r DA]
0B8:57:33.8386: Tx Object 120(Authentication), variation 9, qualifier Ox5b(16 Bit Free Format)
08:57:33.888: futhentication, plain text
08:57:33.8868: c783 1000 78 01 5b 01 Oc 00 O3 00 00 00 OO0 OO 04
08:57:33.888: 01 05 Se d5 cf cb 03 78 03 07 O1 04 00 00 OO B4 00
08:57:33.888: Oc 01 23 01 00 0O 00 O3 01 0D 0D 0O 00 00 00 00 00
08:57:33.888: 00 78 09 5b 01 1000 32 30 31 35 30 34 30 38 30 38
08:57:33.888: 35 37 33 33 -
08:57:33.888: Authentication, hashed te 7
08:57:33.888: be 16 16 03 bb 8c 20 c9 Bf bB Ba d4a a8 3c 9d 3b
08:57:33.997: Tx Authentication Aggressive Mode Request, User = 100, Sequence = 4
08:57:33.997: <=== DNP Master Application Header, Select
08:57:33.997: FIR(1) FI N(I) CON(D) UNS(D) SE 11
08:57:33.997: cb 03 78 03 07 01 04 00 0D 0D B4 00 Oc 01 28 O1
08:57:33.997: 00 00 00 03 DI 00 DD 00 00 00 0D 00 0O 00 78 09
08:57:33,997: 5b 01 10 00 32 30 31 35 30 34 30 38 30 38 35 37
08:57:33,997: 33 33 30 02 21 d5 0e 70 B4 42 f1 b5 el b7 10 06
08:57:33,997: ee 62 44 95 eb 88 be Ta 4c f9 44 6d 4f Oa 95 b4
08:57:33,997: f3 49 2 01 a0 b0 dd ab 96 44 67 62 4c 80 14 c3
08:57:33.997: 58 ¢b 68 df d5 07 dd fb ¢3 0B c2 ab ab db6 d2 fe - [B]
08:57:33,997: 60 ea 58 1b el Of 4c cO d5 1b 92 ¢l a7 e2 37 92
08:57:33,997: T4 ed 43 B4 32 d3 ee 13 01 7c a7 a3 {9 62 be bb
08:57:33.997: 41 0d 4e 20 72 04 69 46 47 74 3f b0 d3 aB 6c 30
08:57:33,997: b3 ba 2a 34 a5 a6 02 db 0f el el 3 c¢9 cc 54 65
08:57:33.997: c?cB 41 05 fa 77 54 76 48 68 b3 0f d3 2a 92 60
08:57:33.997: d5 29 B89 65 ed 50 5e 43 13 29 90 08 3f {7 92 78
08:57:33.997: bb Od b9 87 cf 66 68 2f d3 79 bf 28 59 52 36 cO |
08:57:33.997: 73 87 33 7a 94 a6 97 fc Ba ee 14 42 c¢5 ed 4c 85
08:57:33.997: Oa 60 74 d2 c6 96 23 87 bd c1 26 1d de 60 &6d bc
08:57:33.997: 25 1a de 73 2a 4f b6 de 2f af 03 db 23 67 4b Of
08:57:33.997: 68 02 45 B6 bf ab 4a d9 84 67 86 22 2e 2f 6d Of
08:57:33.997: b7 eb 43 B8 1c {7 64 fa 20 7c 13 a6 20 b0 f4 d3
08:57:33,997: Bb fe
Event Poll for Session O J
08:57:34.075: <+++ DNP Master Build DNP3 Message: Event Class Poll
08:57:34.075: <+++ DNP Master Insert request in queue: Event Class Poll
08:57:34.574: ===> DNP Master Appllcat Header, Respo
08:57:34.574: FIR(1) FI (I) CON(D) UNS(D) SECH
08:57:34.574: cb 81 00 00 Oc 01 28 01 00 0O OO 03 01 00 00 00 [(:]
08:57:34.574: 00 00 00 00 00 0O
08:57:34.574: DNP Master Master Authentication Event, user=0 state=|DLE event=NONCRITICAL_RCYD

a7 13 A9 mEaly g

2= 7AZ=210] wbAl Holukx] TA
Fig. 13. Process of doing Non-repudiation of origin of the responder in Aggressive Mode
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AMR Certificati
ertification N
No LAUCH CASDU : Digital Serial Number Writing Time
R Signature
005 €78310007801..d5¢cf | c503..00|3230..33| 5624 .. 878 | AL13A02F8C2937COE 08AprlS
08:58:13.949
004 c78310007801..d5¢cf | c003..00 | 3230..33| 42a2..d8 14 | A13A02F8C2937COE 08Aprl>
... d! 08:57:53.746
003 ¢78310007801..d5cf | cb03..00|3230..33 | 3002 ..6bfe | A13A02F8C2937COE 08AprlS
08:57:33.575
S8 14, AT mead A A2 7]
Fig. 14. Evidence of Non-repudiation of origin in Aggressive Mode
ot} w3k 27 A4 A References

IEC 6235104 A8 §Al Z2EF9| Wl 8+
Ao 7, FAA, 7, ] Al EA
AS S glrh st DNP3 EFolla]s Helukx]
E $1g 7ol alEe] QlA] itk ool & =iell
41+= DNP39| #Al F-elur] 7|H-S 2ol 312} 3193
o, F7N7] 74ke] AxpA w3} DNP3 Hk S
o83t WAl FolWAE Algksisict. o] 7S 7]1E
ZREZA QS-S 918 ARSRd 271 AR
HhAL FelukA] 73S Alkssich Al
¥ 7|4 7|& DNP3e| H e =
Critical ASDU ®Alzfel] tigh F-oluix| 2 Al33ghc}
HHAIZ}7} Critical ASDUS!| tHsk SAE A8l 4l
Apll A AF3H, AR A $A
Zx] gko @ "R} HhAl AR S Helgte g HiAY
& 5 ol A AT 5 A

AR AR 7 AR S EEeX= <l
[TAL] AZES 7o R FAE At A=A
HASA] AR 7R SAE
AR A 7L Slvk =8 Q1S 27

Ql Af 22 e AzHs7Ist

o,
tlo
e
B>
k2]
r

N
N
ok
ol
)

(o}

p——

oL A
‘

=
i{ﬁ

(1]

(2]

(3]
[4]

[5]

[6]

(7]

[8]

[9]

S.-I. Hwang, T.-J. Park, Y.-K. Sohn, and G.-P.
Jeon, “Smart grid use case and service
M2M:
management system for public buildings,” J.
KICS, vol. 38C, no. 7, pp. 612-620, Jul. 2013.
H. Yoo, J.-H. Yun, and T. Shon, “Whitelist-
based anomaly detection for Industrial control
system,” J. KICS, vol. 38B, no. 8, pp. 641-
653, Aug. 2013.

IEC, IEC/TS 62351-1:2007(E), 2007.

IEEE Power and Energy Society, IEEE Std.
1815:2012, 2012.

KATS, KS X ISO/IEC 10181-4:2013, 2013.
A. Menezes, P. C. van Oorschot, and S. A.
Vanstone, Handbook of Applied Cryptography,
CRC Press, 1997.

M. Seo, et al.,, “On the standard mechanism

requirement based on Energy

for non-repudiation services,” in Proc.
CISC’99, vol. 9, no. 1, pp. 228-240, Nov.
1999.

J. Zhou and D. Gollmann,
non-repudiation protocol,” Computer Security

pp. 126-132, Jun.

“An efficient

Foundations Workshop,
1999.

J-H. Lee and S.-J. Lee,
improvement on acquisition time of SCADA
RTU status event,” Trans. KIEE, vol. 62, no.
3, pp. 332-341, 2013.

“An accuracy

www.dbpia.co.kr



=/ DNP3ef| A 3hgh Wbl ol k=] 7|9 Aokt 2 -

7| & (Ki-Soon Yu)

2007 249 : oks st A}
3 =4

20154 2¢ : Saroista A
ArojEhe] AHE st A
AL

2015 39~ FTHEtw
R S R e e

<FTAiltol AREAlL AHRS

& A A (Kyoung-Young Song)
2004 24 wEdiska #71A
A gk ata) £
201041 84 : AlghstaL A7)
g wiat

2010 8¥4~20121d 2% LG
2 Al

2012 3~&A) : 2Aks)
gl A7) AAEE g

<ol amtEgE|= Hgk AYAAlSAE,
MIMO %41

Z 0l § (Min-Ho Jang)

20021 8 oA A7)
HAAlg-EH- F-EhAt

200411 8% 1 A EHiEta 7]
ZAFrE g A AL

2009 29 : A2t %17]
ZrElgey- el

20091 3Y~20114 84 : AHA
A2F DMCalT4 il

2011 9d~&Al - At st A7 A
B

<FAiltol TAEFAL o] sEAA 2w, S/7AA

%, OFDM, AHH 3%

825

www.dbpia.co.kr



	DNP3에 적합한 발신 부인 방지 기법 제안과 그 구현
	요약
	ABSTRACT
	Ⅰ. 서론
	Ⅱ. 관련 연구
	Ⅲ. DNP3의 발신 부인방지 기법 제안
	Ⅳ. DNP3의 발신 부인방지 구현
	Ⅴ. 결론
	References


