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ABSTRACT

XaaS (Everything as a Service) provides re-usable, fine-grained software components like software, platform,
infra across a network. Then users usually pay a fee to get access to the software components. It is a subset
of cloud computing. Since XaaS is provided by centralized service providers, it can be a target of various
security attacks. Specially, if XaaS becomes the target of APT (Advanced Persistent Threat) attack, many users
utilizing XaaS as well as XaaS system can be exposed to serious danger. So various solutions against APT
attack are proposed. However, they do not consider all aspects of security control, synthetically. In this paper,

we propose overall security checkup considering technical aspect and policy aspect to securely operate XaaS.
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Table1. APT attack Cases and Damages
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Fig. 1. APT Attack Procedure
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Table 2 Security Control Activities
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Table 4 Checkup List for Device Security Control
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Table 5. Checkup List for Data Security Control
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Table 6. Checkup List for Securlty Management Control
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Table 7. Checkup List for Internal Security Education Control
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Table 8. Checkup List for Computer Emergency Response
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Table 9. Checkup List for Backup Control
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