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ABSTRACT

In this paper, we introduce an SDN-based intrusion prevention system for more secure Science DMZ with no
performance limits. The proposed system is structured with intrusion-prevention, intrusion-detection, and
prevention-decision subsystems which are physically distributed but informationally connected by an SDN
interface. The functional distribution and the application of SDN technology increase the flexibility and
extensibility of the proposed system and prevent performance degradation possibly caused by network security
equipments on Science DMZ. We verified the feasibility and performance of the proposed system over a testbed
set up at KREONET.
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Table 1. Example of an E2N message

<interface ver="1.0">

<summary><subject>security alert</subject>
<reporter>OSSEC</reporter><address>1.1.1.1</address>
<version>1.0</version><length>1</length></summary>
<threat><category>syslog</category><attacker>2.2.2.2
</attacker><detector>123</detector><level>10</level>
...</threat>
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16 124 32
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Fig. b. Action fields of flow entry
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E 2. 97 347 N4
Table 2, Average number of attackers/day
ID/IP strategy Attackers/day
Host-based 3.0418
SAFE-based 1.8334
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A7) A8l s Al EAE §) E=25
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IPController= &3 o] 37k F299 o =
A HE IPBox?| £+ e 553t} £+
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E5 wolr)h vl walH SAFEe| 7o Al
L]z—] A3 e Agsin dHUdx A3} dEE
" o] g3S wjwr} A HWQ—,J} 2|4 46.9%
o)A} 744 AZ 4= 9)uk wak Z29 qlEg|e] Hx|E
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IPBox 2 IPControllerellx] SDN w=|X|=]2] Al
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< Zleg 7dig

rie
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;z

E 3. 4% 269 45F
Table 3. Hitrate of Bloom filter
Total flows Missed flows Hit rate (%)

37,953 2,277 94.0
20,269 466 97.7
65,467 916 98.6
56,372 394 99.3
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