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ABSTRACT

The traffic identification is a preliminary and essential step for stable network service provision and efficient
network resource management. While a number of identification methods have been introduced in literature, the
payload signature-based identification method shows the highest performance in terms of accuracy, completeness,
and practicality. However, the payload signature-based method’s processing speed is much slower than other
identification method such as header-based and statistical methods. In this paper, we first classifies signatures by
matching type based on range, order, and direction of packet in a flow which was automatically extracted. By
using this classification, we suggest a novel method to improve processing speed of payload signature-based

identification by reducing searching space.
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Fig. 2. Diagram of signature categorizing system

E 1. 38 57l A== Offset value®] %9
Table 1. Definition of Offset value used for signature
categorizing

Offset value explanation
Packet sequence value of packet when signature
Offset matching sequence of packet is fixed

value  that packet’s transmission
Direction direction is to-server or to-client when

signature matched

. position value when starting position of
First Offset . .
signature matching is fixed

minimum position value when starting
First Range  position of signature matching is
not-fixed

last position value when signature
Last Offset
matched

range information which signature is
Depth matched. (Last Offset minus First Offset
or Last Offset minus First Range)

= 79 $A47F fixedd 7% AHE3S= Packet
Offset, =§71¢] A% wlabo] fixedd -4 AHE3h=
Direction, "1 =]+ Offseto] fixedd 73-%- w2 A]
2} 9]=] Zkal First Offset+= not fixed 73-9-= AH8-3}
A ¢t} First Ranget= "IA =& Offset©] not
fixedd 7399 wiAo] A== ko] FHEglow
First Offset®] not fixed$! 73-$-ol|5t A28k} Last
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mS: Flow matched signature
PO(mS) : Packet offset set of mS
Dir(mS) : Direction set of mS
FO(mS) : first offset set of mS
LO(mS) : Last offset set of mS
Input : Signature info container
Output : Signature matching range

1:  for each mSi do

2: //first offset decision

3: if | FO(mSi) | ==

4: FO(mSi) is fixed offset

S: else

6: find FOmin(mSi) value among FO(mSi)

7: //Last offset decision

8: find LOmax(mSi) value among LO(mS:i)
9: //Packet offset decision

10: if | PO(mSi) | == 1

11: mSi is matched only in PO(mSi) then,

12: //range decision

13: FOmin(mSi) < mSiRange < LOmax(mSi)
14: //Packet Direction decision

15: else if | Dir(mSi) | ==

16: mSi is matched only in Dir(mSi) then,

17: //range decision

18: FOmin(mSi) < mSiRange < LOmax(mSi)
19: else

20: //range decision

21: FOmin(mSi) < mSiRange < LOmax(mSi)
22: done

12 3. Offset 25 F2 918 o4 wlel 24 daels
Fig. 3. Searching range decision algorithm for automatic
Offset extraction
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E¥ 22 WireShark®} Net Monitors £3f Ezg

E 3. Agell AF85l Test set HH

Pattern Packet Directi First First Denth
rection €] 1 1 1 1 1
Type Offset Offset  Range P Table 3. Test set information which used in experiment
Type 1 O X O X (0] Traffic Trace Content Durati
Size on Flow Pkt Byte
Type 2 O X X O O 1D MB) (min.)
006_UT_FP02 119 24 10,874  2.1E+06  1.8E+09
Type 3 X O O X (0] —
006_UT FPO3  42.1 6 3,988  1.0EH06  S.4E+08
Type 4 X (0] X (0] (0]
006_UT FP04 355 7 2,99  15E+06  1.3E+09
Type 5 X X o X o 006 _UT FP05  46.1 9 2,961 LIE+06  9.7E+07
Type 6 X X X (6] (0] 006 BT _FP02 119 18 4946 2.0E+06  1.8E+09
006_BT FP03  42.1 8 3329 94E+05  S4E+08
006_BT FP04 355 10 3,603 15E+06  13E+09
Flowa
{ 006_BT FP05  46.1 5 2,619 13E+05  1.2E+09
008_UT_FP06 20 1 278 48E+04  3.5E+07
Packetliba:k:.'ar:;
008_UT_FPO7 961 21 2,505  1LIEH06  1.2E+09
Yoy r
Payload | T | C | A | c | G | ¢ | c | 008_BT_FPO8 899 5 1,760  53B+05  4.5E+08
} 008_BT_FP09 1,490 3 2262 62B+05  6.8E+08
008_UT_FP10 1,520 1 1363 1.0E+06  9.6E+08
. o
32 5. AladA wg R 1, 29] SR 008 UT FPI1 25 1 330 33E+04  2.8E+07
Fig b. Searching range for signature matching type 1 and 2
008 UT FP13 954 5 3204  1.0B+06  8.5E+08
Total 66934 124 47,018  14GE+07  1.34E+10
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I 4. Ad] A8E EHE dHo|RE A u]A] Sig ID[0O] [ Type: 1] [BO: 1] [FO: 2] [DEPTH: 19]
. . . Sig ID[03] [ Type: 5] [BO: 0] [FO: 1] [DEPTH:  11]
Table 4. Torrent signatures used in the experiment sig o008 Tre: 5] 12oe 0] [For 1] [DBRTH: 1]
Sig ID[07] [ Type: 5] [PO: 0] [FO: 35] [DEPTH:  24]
Sig ID Payload signature Protocol Port Sig ID[0B] [ Type: 2] [PO: 2] [FR: 92] [DEBTH: 125]
R * Sig ID[09] [ Type: 2] [BO: 1] [FR:  50] [DEPTH: 152]
0 *BitTorrent protocol. TCP N/A Sig ID[11] [ Type: 2] [PO: 1] [FR: 50] [DEPTH:  41]
1 *BitTorrent protocol.* UDP N/A Sig ID[12] [ Type: 1] [PO: 1] [FO: &] [DEPTH:  72]
B *d1:ad2:id20 * TCP N/A Sig ID[13] [ Type: 1] [BO: 1] [FO: &] [DEPTH: 17]
- — Sig ID[16] [ Type: 2] [BO: 1] [FR:  24] [DEPTH: 724]
3 dl:ad2:id20. UbP N/A Sig ID[17] [ Type: 2] [PO: 1] [FR:  24] [DEPTH: 512]
4 *d1:rd2:id20.* TCP N/A Sig ID[23] [ Iype: 5] [BO: 0] [FO: 1] [DEFTH: 23]
FUTI Sig ID[25] [ Type: 1] [BO: 1] [FO: 1] [DEPTH:  41]
5 d1:rd2:id20.* ubp N/A Sig ID[26] [ Type: 1] [BO: 1] [FO: 1] [DEPTH:  12]
6 ind_node *UT.* UDP N/A
7 *info_hash.*get_peer.* uppP N/A T2 6. 006_UT_FP02 Eo]~9] Offset value % A
8 *5:peers.* TCP N/A Fig. 6. Offset value information extracted  from
9 *User-Agent:. *uTorrent. * TCP N/A 006_UT_FP02 trace
10 “*Host: com-utorrent.* TCP N/A
11 *User-Agent: BTWebClient.* TCP N/A EDb. ¥ jléy’]' H]jﬂ
12 * /fannounce.info_hash=*peer_id=.* TCP N/A Table b. Comparlng of expel'lmental result
13 *//scrape.info_hash=* TCP N/A T -
t @ signat a signat
14 *d5added* TCP N/A fiot appy signature app'y signature
N matching type matching type
15 -*d5:added.* ubp N/A TrafilIcDTrace categorizing categorizing
16 *Host:.*utorrent\.com*." TCP N/A analysis analysis analysis analysis
17 *Host:. *bittorrent\.com*." TCP N/A rate(%) time(sec) rate(%) time(sec)
18 *bittorrent.com. UDP N/A 006_UT_FP02 94.64 0.59 94.64 0.49
3*; *
19 Hracker. ubp N/A 006_UT_FP03 98.57 023 98.57 028
20 *BT.*announce uDP N/A
Y] FUT. *announce.* UDP NA 006_UT_FP04 99.52 0.18 99.50 0.14
22 *d2:ip6:.*1:rd2:1d20.* UDP N/A 006_UT_FPO05 99.32 0.17 99.32 0.12
23 Ad2:ip6:.*1:rd2:id20.* UDP N/A 006 BT FP02 89.77 031 89.77 0.24
A *
24 M BT..... UDP N/A 006_BT_FPO3 96.67 019 96.67 015
25 Mt UT....* UDP N/A
2% JEEN— N UDP NA 006_BT_FP04 98.36 0.21 98.36 0.17
27 “BT-SEARCH.* UDP N/A 006_BT_FP05 99.01 0.14 99.01 0.11
28 BitTorrent.* UDP 1900 008_UT_FP06 85.61 0.02 85.61 0.02
29 uT t* UDP 1900
usorren 008_UT_FP0O7 99.28 025 99.28 019
30 *Host:. *deluge-torrent\.org.* TCP N/A
31 *User-Agent: Deluge.* TCP N/A 008_BT_FP08 85.11 0.12 85.11 0.10
008_BT_FP09 96.91 0.14 96.91 0.10
[e] [e) =2 o iva le) =
L no T o2 280 EEe % A7, 008_UT_FP10 84.23 0.08 84.23 007
o) b3 O 215 2~ b2 el 008_UT_FPI1 94.24 0.03 94.24 0.02
B E -ge] Evjgrks Ak RlE B - -
= - . 008_UT_FP13 85.96 0.22 85.96 0.17
F 157)¢] Edllo]zolm, A 71 917 Test set> —
Total 94 2.88 94 227

2 ARE- =9k Testing Setd] FR= E 33

Aol AR o] R A AL] MG F 32
MR 3 49} 2tk 32709 AauA B ERE 38
EEs #A5] $18F Al el

5.2 Al Znf

006_UT_FP02 Edo|~E % 39 Alayx= &
AgE Az} FE2E A3 9] Offset value:s 13 6
} 2t & 32700 AldA F 14709 Az
s Edlo|zolA] wiA] =9l B WHelE 7P &
2 & 5 e A 10] 570, 2ot 5 ol A
57} 4702 5 =Hdck

Alzxe] w3 15E AHEAA HRE
Al EES FAste] 7|89 Egl 4 Wb v
g ARE 3% 5ol JeRlRa, 13 7ol A
B o2 HAE AlS BAgE AJ7ke] E3hE o}

3}

ol-'[‘
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Fig. 7. Total analysis time comparing
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