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ABSTRACT

In the Internet of Things (IoT), resource-constrained devices such as sensors are capable of communicating and
exchanging data over the Internet. The IETF standard group has specified an application protocol CoAP, which
uses UDP as a transport protocol, allows such a lightweight device to transmit data. Also, the IETF
recommended the DTLS binding for securing CoAP. However, additional features should be added to the DTLS
protocol to resolve several problems such as packet loss, reordering, fragmentation and replay attack.
Consequently, performance of DTLS is worse than TLS. It is highly required for lightweight devices powered by
small battery to design and implement a security protocol in an energy efficient manner. This paper thus
discusses about DTLS performance in the perspective of energy consumption. To analyze the performance, we
implemented IEEE 802.15.4 based test network consisting of constrained sensor devices in the Cooja simulator.

We measured energy consumptions required for each of DTLS client and server in the test network. This paper
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compares the energy consumption and amount of transmitted data of each flight of DTLS handshake, and the

processing and receiving time. We present the analyzed results with regard to code size, cipher primitive and

fragmentation as well.
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# 1. DTLS®} TLS 7] 7 sob A5 nlal (PMTU:
1500, S1Z4 =7]: 1671 bytes)

Table 1. Comparison DTLS with TLS in view of the
number of packet and the amount of transmitted data
(PMTU: 1500, Certificate size: 1671 bytes)

DTLS TLS
Packets Bytes Packets Bytes
Client 3 446 2 228
Server 4 2313 3 2105
Total 7 2759 5 2333
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33 4. A anjE 54 g
Fig. 4. Measuring function for energy consumption
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Table 2. Simulation environment and parameter

Parameter
Cooja(MSPSim)
Zolteria Z1(MCU:msp430)

Environment

Simulator

Sensor Device

Compiler msp430-gec(in Ubuntu)
(O Contiki 3.0
DTLS Library TinyDTLS 0.8.2
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CipherSuite
Network Protocol | RPL/6LowPAN/IPv6/UDP
Wireless Media IEEE 802.15.4

Method for Ener-
gy Mesurement

energest function of Contiki OS

Sending Data 6 bytes (String “Hello\n”)

a7 6. A vEY= 7=
Fig. 6. Test Network model
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F 3. Flight '§ 6LoWPAN wH3} ubA) of 3
Table 3. 6LoWPAN fragmentation occurred in each flight

Flight Message Payload Frag-
No Type Size mentation
1 ClientHello 67 bytes (0]
2 HelloVerifyRequest 44 bytes X
3 ClientHello 83 bytes (6]
ServerHello 63 bytes (6]
* ServerHelloDone 25 bytes X
ClientKeyExchange 42 bytes X
5 ChangeCipherSpec 14 bytes X
Finished 53 bytes X
p ChangeCipherSpec 14 bytes X
Finished 53 bytes X
;:]1_;(}; Application Data 35 bytes X
Q}I;IS) Application Data 35 bytes X
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Fig. 12. Factors affecting on performance of each flight
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