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Chameleon Hash-Based Mutual Authentication Protocol for Secure
Communications in OneM2M Environments
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ABSTRACT

Things intelligence communication (M2M or IoT) service activation and global company of OneM2M-related
business on aggressive investing and has led to the acceleration of change in the ICT market. But a variety of
hacking security technology because of the possibility of secure communication (data exposure, theft,
modification, deletion, etc.) has been issued as an important requirement. In this paper, we propose a mutual
authentication protocol for secure communications chameleon hash based on the M2M environment. The results
of performance analysis efficiency is encryption and decryption an average of 0.7%, calculated rate showed good
results as compared to the target algorithm, equivalent to a 3%(Average 0.003 seconds) difference, mutual
authentication and encryption region by wusing the key update advantage of ECC(Elliptic Curve
Cryptography)based Chameleon hash function is signed of the operational efficiency, using a collision message

verifiable properties demonstrated strong security of the communication section.
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Table 1. OneM2M Communication Example
Casel ASN - MNMiddle) - IN
Case2 ADN - MN(Middle) - IN
Case3 ASN - Mcc - IN

Case4 ADN - Mca - IN
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E 2. ITU-T E3F 874K}
Table 2. ITU-T Security Requirement

E 3. 7PRH #fl4] Bk sAR
Table 3. Chameleon Hash Security Requirement

Service layer is required to provide

Authenticat | authentication mechanisms for
ion applications and devices and prevent

unauthorized use of the devices.

Service layer is required to support
privacy protection capabilities, such as
anonymity of identity and location,
according to regulation and laws.

Privacy

Confidenti | Service layer is required to support

ality data transfer confidentiality.

. Service layer is required to support
Integrity . y .q PP
data integrity protection.

Service layer is required to support
Support of . Y o d pp.
. security capabilities, such as supporting
security
: user access control of protected data,
for service . . . .
. for M2M service scenarios involving
scenarios .
. . multiple actors
involving | . . . .. . .
multiple inside a single administrative domain
P and across different administrative
actors

domains (e.g., countries, operators).
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There is no efficient algorithm that
Collision-r | given only PK, L, m and r, (but not

esistance the secret key SK) can find a second
pair m, r
. The chameleon hash value C does not
Semantic . .
. reveal anything about the possible
Security

message m that was hashed

Assume the recipient has computed a
collision wusing the universal forgery
Message algorithm. By showing the second
Hiding pair(m’, r’) without the need to open
the original message it may correspond
to invalid request.

If a recipient with public key PK has
never computed a collision under label

Ke
Y L, then given C=Hash(PK, L, m, 1)
Exposure . - .
there is no efficient algorithm that can
Freeness

find a collision (a second pair m, r
mapping to the same digest C).
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Fig. 2. ASN, ADN Registration and Authentication Process
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Total(Avg) 48439 185593 160798 49644 123932 71687
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