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ABSTRACT

The Internet of Things (IoT), in which resource constrained devices communicate with each other, requires a
lightweight security protocol. In this paper, we propose a new message authentication scheme using a hash tree
for lightweight message authentication in the Datagram Transport Layer Security (DTLS) protocol. The proposed
scheme provides lightweight secure operations compared with those of the DTLS protocol. Besides, it provides
more suitable performance than the DTLS protocol for an IoT environment, thanks to the reduced use of

message authentication code.

I.M E 2] AFHF =iz wAA el t3E FAAdS F3F dlo]

B 152 AF == dloleell g A=-E Algdt

AREQIE Rl A, 2 Alxj e} 7)7] 5] o)l A o} ol WA QlFS Sl Zete A At of

el A ok dolele AE AF, A 2 o&el o|we] dlole $Wx, w7k AZow <l
o] 85 da = Frk ol wlo[HE o]-83h= Hit g F21AQl Fet o HslE 2 5 ok

7ol AAEL EFE~ BLEBluetooth Low B =Rol|x& s|A] EE|(Hash Tree)S 2831 Af

Energy), 6LoOWPAN 5-& ¥315h= t}e] o144 A 2 WA Q1T 7S ARk ALERIE Y 3

HES 2P Hk wetA, 71e] el 2 olxe]  wAl]  <lF 7YLe® DTLS(Datagram

WA 2SS 2 AFElE Y s E 74 Transport Layer Security) ZZEZo] 7} o] A|

A, 7184, 7R 5ol AlgE ool gt 53], wlAl ok 3 gl DTLS ZZEFeA] wlA#] 1% u}

¥ B AT 2014 AT o Al e R FemadAete] A|4lS whol el 7] 2 Ak d(No. 2014R1A1A1006770).
¢ First Author : Dept. of Computer Science & Engineering, Sangmyung University, boohyung @pel.smuc.ac.kr, S-13]]
°  Corresponding Author : Dept. of Computer Science & Engineering, Sangmyung University, jonghyouk@pel.smuc.ac.kr, #3]<4
* Dept. of Computer Science & Engineering, Sangmyung University, sungbum @pel.smuc.ac.kr, §3]%]
** Dept. of Computer Science & Engineering, Sangmyung University, jiyeon@pel.smuc.ac.kr, S-13]¢1

= E D KICS2015-06-185, Received June 12, 2015; Revised September 4, 2015; Accepted October 15, 2015

1969

www.dbpia.co.kr



The Journal of Korean Institute of Communications and Information Sciences ’15-10 Vol.40 No.10

W2 TLSE 7o wlEo{3l7] ulitel wi=A] 7
237l Hasltl. HMACS: ©]$3k= DTLSS= &
2] Algksl= 7182 Top Hash & ©]-&3}e] =413 v
AA S QlFsl] vl whshe vlAA] B2e] )
Fre} Abtgle] she] QlEAbE AlgRkc) o] ]
o] $Hxe} AFALE o83 FA N M, &
Al A 52 AA el A= vE-S Fol= &3
7} glck

B =0] 23l A]= DTLSS] w|A]#] Q1% A3}
Hash Treeoll dl3le] 7|&ghcl 37 4] Ex
F o83t Aljksh= wlAlA] Q% 7S Avhgkch Al
AL A ARE AR, Al 5l B =

< Azsle,

N

II.

ic]

2 oI

2.1 DTLS

DTLS™=  FAAZel  meMds Algshs
TLSYZ 7#ekslsle] nke 2 w224 TLSE UDP
o A87Fs3H 5= UDPS $]3F Bt Zv e
o} 3 4= glrk FFE ARlo] F5gt 25 Al
71719ke] Aol FAAE At AEelE 2
s}t Sl AlFsb] 918l IETFelA EE3k=3
t} DTLSE tFe3} 2o =7 2714 AR o] Fo]
K=y

e Handshake 3}4: ¢33} E4lol| 3t x5S

e 7 Absha Asels Al
e Record #A: Hlole] whHs}l 2 4 v A]A] of

gk AR 71EA Al

£ 1
s
th A% 7 AXE 27 FEfeld B} Anjeta &
o, ZEle]AE= AWelA 2Rile] A e} A
Ak daElE 555 Afehcl A= AAle] A
gt o) zale] AleElst dwelE 5353 3 <
AU ATE o83t AMle] TS ErfeldE
oA A3} Felo|dEE AW oA} AHS-
71Z38}3L PreMaster Secret2- AB|e] 7|2 5
3}3}ed Aol A] 2143} PreMaster Secret> 2=}
oA EZ} s, o)A FA A wFFE A =22
el 7 Master Secret GHE w] ARSEITh
Master Secret-=- 3 3}ol] 220]&= Kso} 1V, HA]A] &l
Zo]| 20)= Kumacs RHex= ©] ARgETh Kso} 17

< B =l AREE E]elth
1-& DTLSI4]2] Handshake 42 viehd

1970

x1. 3] A
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Fig. 1. Handshake procedure in DTLS
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