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ABSTRACT

The SSL/TLS, one of the most popular encryption protocol, was developed as a solution of various network
security problem while the network traffic has become complex and diverse. But the SSL/TLS traffic has been
identified as its protocol name, not its used services, which is required for the effective network traffic
management. This paper proposes a new method to generate service signatures automatically from SSL/TLS
payload data and to classify network traffic in accordance with their application services. We utilize the
certificate publication information field in the certificate exchanging record of SSL/TLS traffic for the service
signatures, which occurs when SSL/TLS performs Handshaking before encrypt transmission. We proved the
performance and feasibility of the proposed method by experimental result that classify about 95% SSL/TLS
traffic with 95% accuracy for every SSL/TLS services.
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Fig. 1. SSL/TLS Protocol’s Structure
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Table 1. Protocol Type

code Protocol Type

20 Change cipher spec
21 Alert

22 Handshake

23 Application data

E 2. SSL/TLS #A
Table 2. SSL/TLS Version

code SSL/TLS Version
0300 SSL 3.0

0301 SSL 3.1 (SSL/TLS 1.0)
0302 SSL 3.2 (SSL/TLS 1.1)
0303 SSL 3.3 (SSL/TLS 1.2)
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Fig. 2. SSL/TLS Handshake Protocol
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Fig. 3. SSL/TLS Service Identification Method
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3 3. SSL/TLS Traffic Detector
Table 3. SSL/TLS Traffic Detector

TYPE = 20 | 21 | 22| 23
VERSION = 0300 | 0301 | 0302 | 0303
LENGTH = Record + Record header length

1: SSL/TLS Traffic Detector(Flown) {
2 if ( First packet of Flow )

3: if ( !TYPE ) return NO

4: if ( !'VERSION ) return NO
5.

6

7

if ( LENGTH != payload_len ) return NO
return YES
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E 4. Signature Generator
Table 4. Signature Generator

COMMONNAME_ID = 0x55x04x03 (CM_ID)
COMMONNAME = The string after CM_ID

1 Signature Generator( SSL/TLS Flown ) {
2 convert packets into SSL/TLS record sequence
3 if ( 2nd record != SERVER_HELLO )
4 return Sig. NOT found

5 if ( 3rd record == CERTIFICATE ) {
6: find subject’s COMMONNAME_ID
7

8

9

0

return COMMONNAME as a Sig.
}
else return Sig NOT found

10: }

4.2 SSL/TLS Service ldentifier
“SSL/TLS Service Identifier’+ 43 EzjZ o]
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3 5. Service Identifier
Table 5. Service Identifier

COMMONNAME_ID = 0x55x04x03 (CM_ID)
COMMONNAME = The string after CM_ID

1 Service Identifier ( SSL/TLS Flown, Sign ) {
2 convert packets into SSL/TLS record sequence
3 if ( 2nd record != SERVER_HELLO )

4: return The flow is unidentified service

5: if ( 3rd record == CERTIFICATE ) {
6.

7

8

9

find subject’s COMMONNAME_ID
if ( COMMONNAME == Sign )
The flow is identified as Sign service
}
10: else return The flow is unidentified service
1}
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Table 7. SSL/TLS Analysis

Flows Packets Bytes
Total 6,043,560  1,080,739,271  930,080,255,327
SSL/TLS 506,412 59,164,220 46,224,581,249
Rate 8.38% 5.47% 4.97%

¥ 8. SSL/TLSE AH33t= ¥E £E
Table 8. SSL/TLS Analysis with Well Known Port

Port SSL/TLS Non SSL/TLS
Flow 503-103 27-103
SSL/TLS Port
Rate 832 % 0.44 %
Non Flow 3-103 5,510-103
SSL/TLS Port  Rate 0.06 % 91.18 %
Flow 506-103 5,537-103
Total
Rate 8.38 % 91.62 %

A Aoke E5jo] Al ABAL el A
EES ARESte] HlolH & wikghe}. =3k, 7] TCP
FEZ X359t Stunnel 52 Z 2 78S o]-8-3}]
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.l_

H 6. SSL/TLSS ARS-3= Port
Table 6. Well Known Port using SSL/TLS _
9. SSL/TLS Port £
Protocol port Table 9. SSL/TLS Port Distribution
E\IIIIZE 44 3;925 31 Port Flow Packet Byte
POP3S 995 Total 506,412 59,164,220 46,224,581,249
SMTPS 465, 25, 587, 2526 SSL/TLS Port 502,898 58,473,474 45,836,333,614
FTPS 990, 989 99.31% 98.83% 99.16%
TELNETS 092 25(SMTPS) 3 2,334 199,592
IRCS 594, 6679, 6697 443(HTTPS) 499,265 55,979,262 43,468,435,703
SIPS 5061 465(SMTPS) 3 7,888 7,582,259
LDAPS 636, 3260 587(SMTPS 1 55 15215
NNTPS 563 993(IMAPS) 3,115 2,418,896  2,335,252,130
MMS-SSL 695 994(IRCS) 67 17,070 7,219,156
OPCS 4843 995(POP3S) 181 13,458 9,176,575
XMPPS 5223 5223(XMPPS) 263 34,511 8,452,984
OFTPS 6619 Non SSL/TLS 3,514 690,746 338,247,635
MQQTS 8883 Port 0.69% 1.17% 0.84%
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¥ 10. Non-SSL/TLS Port #3
Table 10. Non-SSL/TLS Port Distribution

E 11. AladA
Table 11. Sigantures

Service Signature

* google.com

google www.google.com

* google.co.kr

*.doubleclick.net

youtube
*.g.doubleclick.net

* mail.google.com

gmail -
mail.google.com

login accounts.google.com

google

googledocs  *.c.docs.google.com

blogger * blogger.com

www.googleadservices.com

*.google-analytics.com

developer.android.com

etc
* googleusercontent.com

checkout.google.com

* googleapis.com

* facebook.com

facebook -
*.atlassolutions.com

*.kakao.com
*.talk.kakao.com

kakaotalk

Port Flow Packet Byte
Total 5,537,148 1,021,575,051 883,855,674,078
SSL/ILS Port 26,661 1,576,968 777,435,396

0.48% 0.15% 0.09%
25(SMTPS) 117 65,995 65,159,564
443(HTTPS) 15,384 931,226 431,628,524
993(IMAPS) 760 203,435 188,514,544
995(POP3S) 352 26,250 12,317,569
5223(XMPPS) 10,047 350,051 79,814,241
6697(IRCS) 1 11 954
Non SSL/TLS 5,510,487 1,019,998,083 883,078,238,682
Port 99.52% 99.85% 99.91%
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2. Anl=d A AEe
Table 12. Accuracy of Service Classification

Service Flow Packet Byte
Total 689 68,755 54,252,683
Google Classified 559 62,881 50,022,915
Accuracy 81.13% 91.46% 92.20%
Total 227 68,216 66,362,942

Facebook Classified 155 60,071 60,520,703

Accuracy  68.28% 88.06% 91.20%

Total 112 6,020 4,584,514

Kakaotalk  Classified 104 5,646 4,421,168

Accuracy  92.86% 93.79% 96.44 %

vi.gd B

B Z=RoA= SSL/TLS TR EZ-S o] &3l= A
H|2~9] A| 21 *]E SSL/TLS Handshake 3}4l|4] =}
TR FEIL 1 ATUAE o]8sle] AulaE
A s= S Aljkslglon, o) 5 Alge Eal A
o Skl

T2} ko] Web pageolld tlefgl An]x~
FBh= Web AR =98] B480] 7] v]x]#|
9o, Abbreviated HandshakeS &3] Al
= 73% Certificate7} AZF=]7] o] o] & £
F3he Al sldek wEbA] B kA A4
AA-g Bl slod SSIME] #4153 A =S )
7122} gkt

rulo >Fj m{m

(

Ny

]_

h=]
A

A

rSL'

r_t

References

[1] RFC 5246, The Transport Layer Security
(TLS) Protocol Version 1.2, Retrieved 16, Feb.
2015, https://tools.ietf.org/html/rfc5246

[2] K.-L. Kim, M.-S. Kim, and H. Kim, “SSH
traffic identification using EM clustering,” J.
KICS, vol. 37, no. 12, pp. 1160-1167, 2012.

[3] IJ.-S. Park, S.-H. Yoon, Y. Won, and M.-S.
Kim, “A lightweight software model for
signature-based application-level traffic
classification system,” IEICE Trans. Inf. Syst.,
vol. 97, no. 10, pp. 2697-2705, 2014.

[4] S.-H. Yoon, J.-S. Park, and M.-S. Kim,
“Header signature maintenance for internet
traffic identification,” KNOM Rev., vol. 16,
no. 1, Jul. 2013.

[5] J.-S. Park, S.-H. Yoon, and M.-S. Kim,

“Performance improvement of the payload
signature based traffic classification system
using application traffic locality,” J. KICS,
vol. 38, no. 7, pp. 519-525, 2013.

[6] H.-M. An, J-H. Ham, and M.-S. Kim,
“Performance improvement of the statistical
information  based traffic  identification
system,” KIPS Trans. Computer and Commun.
Syst.(KTCCS), vol. 2, no. 8, pp. 335-342, Aug.
2013.

[71 C. McCarthy and A. N. Zincir-Heywood, “An
investigation on identifying SSL traffic,” 2011
IEEE Symp. CISDA, pp. 115-122, Paris, France,
Apr. 2011.

[81 S.-H. Kong and J.-Y. Lee, “Effective contents
delivery system using service adaptive
network architecture(SaNA),” J. KICS, vol.
39, no. 6, pp. 406-413, 2014.

2014 : are{efstal
W3k} skt

2014 3~3A - st 5
Bl B ek} Aalatdd

<FHAlEel vES=Z 3] 2
Heh EdE 24, doly
otzst

A

2008\ : arE{itaL  F57E1
LA g

20119 : sty FHFER
B3t} Aat

20149 skl HREA
w3ka)l wkx}

<ol vES=m = 2

weh, Exie 4

2167

www.dbpia.co.kr



The Journal of Korean Institute of Communications and Information Sciences ’15-11 Vol.40 No.11

& M & (Sung-Ho Yoon)

2009 : sty AFEA
Heka} A}

2011 : et AHFEA
W3} At

20159 : gt FH5FEA
W&} Bpat

199513~1998d : A1 %12} SW
AN oAl

20004 : $Fe}srt  FHost
o AFEiela) FEkaal

20059 : @ Fe}Enl S}
o el Fehibal

2005 3~&AA : F=AAEAlA
T4 AT

<FHlEol ARHES WESFHSE UEST FA

2168

Z M 2 (Sun-Oh Choi)
' 20059 : e AFE st

3} s}
20084 : wejtiek  7FE S}
3} )

2014 : Purdue tH&tw A=}
,/. 9 AR T
20143~3A) : FFHAAEA A
74 el
<Tlob HEzne dlole] nek

Z ¥ N (Myung-Sup Kim)
. 19989 EaEstal A}
Atstt stat
20004 : F&-F}u sk
g e} A
2004\ : E3gIstal A
Bzt uha
2006 : Dept. of ECS, Univ.
of Toronto, Canada
20063~ : wethstw AFEA R} Fue
<AlEol vESZ el 9 Hel EdY muE
B E 2, dErte] UE=

A
i
3

b §

www.dbpia.co.kr



	SSL/TLS 기반 암호화 트래픽의 서비스 식별 방법
	요약
	ABSTRACT
	Ⅰ. 서론
	Ⅱ. 관련 연구
	Ⅲ. SSL/TLS
	Ⅳ. SSL/TLS Service Identification Method
	Ⅴ. 실험 및 성능 평가
	Ⅵ. 결론
	References


