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Channel-Hopping Scheme for Enhancing Fairness Performance
under Smart Jammer Attacks in Tactical WLANs
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ABSTRACT

In tactical wireless local area networks, jamming attack can easily occur by sending out continuous radio
signals. The damage will be serious when the channel frequency is identical. Since wireless channel environment
is open to everyone, the perfect solution for jamming attack does not exist. However, a channel-hopping scheme
is well known for mitigating those jamming attacks. In this paper, I consider various channel-hopping schemes in
order to analyze the throughput and fairness performance under smart jammer attack. Also an analytical model is
introduced to evaluate the throughput performances of channel-hopping schemes. After analyzing well known
channel-hopping schemes, 1 propose a simple channel-hopping scheme that can enhance fairness significantly at

minimal throughput degradation expense.
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