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ABSTRACT

Network assets have been protected from malware infection by checking the integrity of mobile devices
through network access control systems, vaccines, or mobile device management. However, most of existing
systems apply a uniform security policy to all users, and allow even infected mobile devices to log into the
network inside for completion of the integrity checking, which makes it possible that the infected devices behave
maliciously inside the network. Therefore, this paper proposes a network defense mechanism based on isolated
networks. In the proposed mechanism, every mobile device go through the integrity check system implemented in

an isolated network, and can get the network access only if it has been validated successfully.

.M E Al 7 G Bt AR gt leE a
Atk
W dES =l Ashe wke Alejs] 13 Teuh AREAE Q1S 2 o] E Z]Hbe] A2l
71EE e, AvhEES) A2 vkt shdel] oigh 7lERke 2 - 2Kk A7 2 414de] ok
o] 857k} tlEe] theket WleR dvE] s, w2 oo} tle] 1l 9113} ofelHQl FA el win]
olelgh AZAlool A A= PCo} -2 whdiEwl & 5 gl 2ok FEe] el Fashehl
o] ope} thkel] Ax¥l =R aae] AS5-E F3F A W HES] el ASehe whde] A& 53t

QT v ARy 9 AREA S AE ] EHCTATAIESA A19A18]e] oA wa a=$)8” (IITP-2016-H8501
-16-1008).

* First Author : Soongsil University Department of IT Convergence, ybjung@ssu.ac.kr, 33]<1

Corresponding Author : Soongsil University Department of IT Convergence, mhpark@ssu.ac.kr, 4131

= E L KICS2016-04-079, Received April 30, 2016; Revised July 7, 2016; Accepted August 16, 2016;

1103

www.dbpia.co.kr



The Journal of Korean Institute of Communications and Information Sciences ’16-09 Vol.41 No.09

7] $1g 71Ee] wikkeme Wil Z2 el NAC
(Network Access Control), 4%2], MDM (Mobile
Device Management) 52| Hlolo] ZEAs|A]qF o3
2] FA| 7HES BT W vIEH =6 A&7 o]
of| dlo|E 5] x5 Fg A 2 Alo] m= AL
2p ehdolla] AE = EdES 51 Alo] Gl Higk
7|Ewt AlFe] HBE ofv] fFE: e AdE
)=o) &3l i olo|dE ==

ghgo] vl =
g A elare] AR el ) o

ir
L

"l e A8l e B
Q&) WAl 2o Hol L2 o] Hx|E &%)}
RAPL S ek AgALE VENZ F2A] 5
o et Wy 2. Aok slek, W51 4o
e 73 A1 geAle] ks = L gk

%) L3} ge] WA ALgALE FEstel Ash
7] 1Al A1 whte] Ui vlESlEd] 43 o]
o o1 AR & gl elolA =S AAlste] Zab

Aeah, ZAPE E28 F oA AgAE B
b ufol e A el mfek AL BA) ek s
U - =gl Aol Eafe A
AAZ S S e e Asdle
o= i shelal) Sol A ol s

LJm[m

o

& A, 9 Fol= S Tl BAIE ¥ A
- Static ARP AF8-2F2] Bhx] 8 2wk 2] edubay, alo]
58 BAE & A9 i vigE o] H
7] Wl viEES AAshs 297 Ede]
2ekeA] = A5 (22 EAD ool i A 2 A}
do] AdE= 5AS 7ML giek & elleldE}
YH | EQ =0l A 22 whde] 3-8 7HA|sla o] &
ZAAEA BA AN Ao HhAsE A9 dlg whid
A2t Fek 53 Aok glo] UlES= AMge] 7}
SR olE EAlE %H Ast7] iAol
A Ul vlES =l AEshe whie] 1A A
& Hrb W v ES =) OPd Azl Fol|e] A
E3)] Br} kAo 7 283t <= gl uleke A A5}
JJP gk

The internal network connection
of the new device

; Network permit
ves
Necessary Program(vaccine ..) |~
Verifying the Installation -

New device detection and Agent | |
Installation for testing

No DENY

g 1. VEYT HAIA] =+
Fig. 1. Network Access Control Mechanism
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Table 1. The role and challenges of security systems
Role Issue
. verifying the
installation of . No control method
necessary security until before the
software agent is installed
NAC | . Pattern-based threats | . Policy control is
conduct inspections possible, but is
and perform difficult to detect
policy-based the malicious code
inspection
. authentication and . before to the app
MDM control/management being installed no
for mobile control method
. Device does not
perform for the
Direct check, after
over traffic
information based
. internal <> external generated by the
access control for device can be
. traffic access control
Firewall . .
. Signature-based . Using
Detection and Back-Connection,
blocking Many cases where
malicious introduced
In a form that is
connected to a
server outside in
from the inside
. ’ Slgnatlllre based . Operation after the
vaccine | Detection and ..
. program is installed
Prevention
. Do not have a
Media | . control and block direct ullspectlon of
Control | for the media the de.vw?:, perform
autentication and
media control
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Table 2. The difference from the conventional method

Conventional integrity

checking method The proposed method

. Progress integrity check
of the new device in the
isolated area that is not
accessible to the internal
network through an IP
assignment of the
isolated area to access to
the internal network

. Even if the delay occurs
during the inspection so
that the isolation area to
protect the internal
network.

. After the one allocated
the IP access to the
internal network
proceeds integrity check.

. In the event of a delay in
the process to detect a
new device block and
the devicel is allowed to
access the network.
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