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ABSTRACT

Recently, Zhang proposed a scheme to hide information in encrypted images using synchronous stream ciphers.
After the receiver decrypts the encrypted image and extracts data by calculating the spatial correlation property
value using the fluctuation function which is designed to calculate spacial correlation between adjacent pixels in
a decrypted image. Then, Hong improved the Zhang’s data hiding scheme by introducing the side match
technique. In this paper, a novel fluctuation function is proposed to reduce the recovery errors which arise during
extracting hidden data. Then, we also demonstrated that the proposed fluctuation function outperforms the

previous functions through computer simulations for sample images.
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E 3. A% vl A% ol 29 7] Avd
Table 3. The detailed classification of data hiding to
compare the performance

fluctuation | side ath power method
class .
function | match | (Proposed) | proposed by
Zhang’
@ | Zhang no no ang's
paper
@ Zhang no yes our paper
©) Hong yes no Hong’s
paper
@ Hong no yes our paper
® Hong yes yes our paper

H 4. Lena %37ol4 2] W3l @& BER A% Bl
Table 4. BER performance comparison with various o
in Lena image

o Side length of each blocks
8 12 16
0.5 0.54 0.06 0
1.0 0.27 0 0
1.1 0.27 0 0
1.2 0.27 0 0
1.3 0.24 0 0
1.4 0.22 0 0
1.5 0.27 0 0

E 5. Baboon %AlA o] W3l W BER A5 Bl
Table 5. BER performance comparison with various o
in Baboon image

o Side length of each blocks

8 12 16
0.5 11.67 6.18 3.61
1.0 9.99 5.10 2.83
1.1 9.96 4.88 2.93
1.2 9.94 4.88 2.73
1.3 9.94 4.71 2.54
1.4 9.84 4.65 2.44
1.5 10.01 4.88 2.44

H 6. Sailboat °34olA o] W3}l u}Z BER A5 B2
Table 6. BER performance comparison with various «
in Sailboat image

o Side length of each blocks
8 12 16
0.5 2.20 0.45 0
1.0 1.54 0.23 0
1.1 1.56 0.17 0
1.2 1.46 0.23 0
1.3 1.46 0 0
1.4 1.51 0 0
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Fig. 10. BER Comparison of conventional and proposed
method for Lena image
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Fig. 11. BER Comparison of conventional and proposed
method for Baboon image
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Fig. 13. BER Comparison of conventional and proposed
method for Splash image
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Table 7. BER performance comparison with previous
scheme

[ Lena [ Baboon [ Sailboat
s =38
Zhang 1.07% 16.28% 6.35%
[23] 0.46% 135% 3.47%
Proposed 0.27% 9.84% 1.46%
s=12
Zhang 0.06% 8.11% 1.25%
[23] 0% 7.26% 0.4%
Proposed 0% 4.65% 0.23%

E 8. =83 7% 7 <Akl digt 7|&AIet 7€) BER

Table 8. BER reduction rate of  conventional and
proposed method for each image and s=8

Image Ba Sail
reduction Lena boon boat Spla sh
@, @ 41% 22% 13% 7%
min(@,6) 19% 2% 5% 73%
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