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ABSTRACT

In this paper, a modified YARA software
architecture that can perform pattern matching for
multi-rule files is proposed. Based on a improved
scanning thread algorithm, the new design reduces
memory loading time of rule files for pattern
matching. Therefore, the proposed architecture can
reduce operation time for pattern matching while it
requires an increased memory in proportion to the

number of rule files.
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el o
==

el AA)ghel,

2.2.2 JHNE Ag0d ABE dLR|H

18 38

A vl -Lﬂ °ﬂ

WA= 2o A=
). ol el ujA s ¢
AHRIE 1kl aps
JHEJ w2 thake] AR S

3 7t Aze

3}] uhﬂ /\a]]t: :ILZ_EL
Hel AH = ]
23 ol

sagic) e wA gare] e

wlzelel) A}, e}
thre] 2 hlzh e v cjake) 7

27} 25 "k o] AR 2o s g
2]l o3l o AR viAe] el vee] &
FHdE FAlell wlme]ell Aafstar vashy] witel
71%] YARAG) B]3) & sk g vwe] Aafahs A
e BEAR ek

Main thread

Put path
n file queue

~ rile e

Rule table

Rule rile
Rule File

Rule File

ind Tirst T
s
Put file path
in file queu :
o~~~ Find Next ™

~®
File
unmapping

File path == nuil>—

a8 3. /el 2ol sElE el
Fig. 3. Improved thread algorithm for scanning
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Table 1. Performance Evaluation Spec.
Spec
CPU Intel Core i7-4720HQ
Memory 16GB
oS Windows 10 (64bit)
Malwares 500MB
Rule File 17 (600 Byte)
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Fig. 4. Time performance by a malware’s quantity
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Fig. 5. Memory usage according to rule file numbers
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