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ABSTRACT

In these days, the increase of applications that highly use network resources has revealed the limitations of
the current research phase from the traffic classification for network management. Various researches have been
conducted to solutions for such limitations. The representative study is automatic finding of the common pattern
of traffic. However, since the study of automatic signature generation is a semi-automatic system, users should
collect the traffic. Therefore, these limitations cause problems in the traffic collection step leading to untrusted
accuracy of the signature verification process because it does not contain any of the generated signature. In this
paper, we propose an automated traffic collection, signature management, signature generation and signature
verification process to overcome the limitations of the automatic signature update system. By applying the
proposed method in the campus network, actual traffic signatures maintained the completeness with no

false-positive.
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Fig. 1. The method of common sub-string extraction in

LCS algorithm

100

Sk wpeleh. $1) WS e 54 F ¥AQE vl
slel A Edjol g317] 9ls) EelRe] £4E
e, 18 xm: AAe] At AR
Akl she] Ao A FAE Bl
Y asebd, £ e BE A Fuw dol1
B S7P7I0 A3} 2 4 9l Pl e

ARk Aapr] wiel] 2% Aol B A7o] 4
WEA) 2, Ade) S FAel ko] Ba el
o] glek, whebd] B mRoa] AlA b A
I

= mm w02 A ;quqe Zzsh:]-

Tt g1 R 71E ATA A1 AR A
2HL FEo) A7) 2A3lch A HAR ZF A~
U S delelel AYSHE 7t 80l apoe g
Ak A4 Falelsks stelek 5 Ak
AR A At Asdlg sl 2
A2 o]7] wiitell 34 A2)A7} ;{:ﬂ% —’F
Sk Al A 1FTge] L] A ol &
W A £ Psel Qe b 4
AZHE A 423 5 Qrke o] E=Algi)
weh] B Rl Edme Agow Saishy,
AzA ), AA AR, 2l AadA 2%
S B 250 R sk oAl ARgst Al
] Ho|E AlElS A]kel

. 2 XHS3 AIOLA AEI0IE AIAH

4 APEs} sl Ar]A el
Ade ARk, ARkSHE Asgle =
S, A A AR, ATA 3%, 2Rl A

ele] wE o] AFoR Sadch 1 2 9
A A slolze ATn)A] Sldle]= Azwle] 4
o sgole)

GT Traffic Generator: A5 HAHX] EdY 3

71E A7t 7 7 2 A= B E ARAE
7} AA Aokl Aotk AMAs EdlE 3
L2 o] &3le] EA 289 3k AYx] Exg
v Aokl E Aol ok 80 Ed
o] EFEAY sl 542 EdES ofE S48
= qskalo] e o] 41 = ol wel
A|oksh= A|~El2] GT Traffic Generatoroll A+ EZ
& Ago 2 A5k, 2b o8- R AR Edy
£ A AR B A e 2 Al
o] 4= TMA(Traffic Measurement Agent)!'S A}

www.dbpia.co.kr



A MEND ¢4 BRE 99 A5 ol mE AT fule]= Aw

GT Traffic
Managed Log Data Generator
Network
GT
Traffic
GT Traffic
Signature Jn-identified Signature
Generator ) Manager
Signatures
New Original
Signarures Signatures
. Final
Signature Signature
Verifier List

38 2. 9 AES slolze AmA fuel= Asd

5T
Fig. 2. The flow of fully automatic payload signature
update system

$ahk TMAE 7 Sl Aslee] 2ado]ed
5 Witk 23 delHdle Z2AA o]F, IPFA,
X E W3 State, TREF =29 HH7} E3kEo] g)
t} TMAE 7+ XA A7 2 TMS(Traffic
Measurement Server) ® A3k} TMS& 24+ 34~E

o 4] wrol AHE TRl 2 Al 2~HlellAi= TMS
24HE 3 Awel Edie] ARE viA3lch
& A7h, %2 5-tuple(srcIP/Port, dstIP/Port, Protocol)
2 71 ARE v sle] Eag e meaAs o)
= Ageie] o4 W AR Edele A

e B AP R A3 7] wjiEel] sf
ol F24709] Bl gjelo] AlEct 72 =Y
e B57} okl e =S 9wt ey
TMA 271 tleJeje} EdiY dloJel S vjAlsto] 7 =
A2 o] 5 R 24709] A Eef dlolelR &
R}

Signature Manager: EZY 5 2 A1 x =)
Ao A% AuA Eohele olasjo] A]
A2 ulz YA <= g} s 2 Sfo) s
Ao et Alart 229 + W e
ol Alzwlel] B 83 F-afe} Al7te] 2mlE 5= Glek
w3 71 AR cheRE ez Qs AHe
HA] 9= Al Aol Bigk Fe] whye] Fsich &
Aee] AR BREAAE 7]E AT A
=g afalo] A sk Zehele ¥Raky,
AREEA] G AlTUAE AHAIsH AU A E 3]
gk
HA1 ATUAE FA5P] A Az A1
A% AT B ohfe AR SR AT A

A okaic). olefar o] Aekerh A1)
A& ew 2AE v, 45 A He 2o 24
of) 9lo] Alsl e} 2 gk A7k 2wle] f19e]
o}, weld] & Asdeds AHEA) ehe AuA
2 AR, A1) ATIAY] AL hehis,

i

Signature={Header,Contents,Score} (1)

o3} Zo] Al A= 58 Ao AR IP 5=
G BE HE, elw EREER olFoldl deh
Egge] i3t JHE*”] ez, A58 A H
AAE 9)3F Score3t o2 FAIEITE Scoret 49l

AR SleE ovleh=d] /‘]:’—‘/]24 A} A =
717k 15 Zherh 53 AlauArt sl BdiEe] &
Aol] ARg=R] ekom 10] A, Aol AR
10] 73k} Score7} 00] =™ s Al = A
A=) B =i Scored AMESHE o= AEHE
Eaﬂj—% dH o Qg Al A1 x7) AAE =
AL WAk, 38 AU AE AAE] S13te]
=1 Scoref HA o] XA 07 AREE = Al A]
TUAHE PR Score7} Z7}= 3, uRAbE el
438 *]1‘4244 “~= Score”} ZHAE]7] wl<eel]
dH=E= EFo] ;‘LEE]EW/}E ARl Al A
A=A 98 o ek 22 Score” - =S
5 Eglg] dEle] wslE S o AREA]
3J7] wlitell Score-> Z ] 1022 A|gks}e] 3510
A&o R Ao AMEEA] BgkE 73T AMAECL
Scoregke] 03K 7P = Sl Al A A
IUA aEoA] A B IS 5l ARAlE]
= AaUAE ZA 7 7 ERgleR EREch Al
A Qskg AAE L Al oo u
sl Al Aok thEA]l A8 AluxdE
3 59} o] ) 71 =R IR A ]Helck
olefat Ashe A 1 dAje] o] ok
W ARG RA] 9= Al A o]7] wiEel] & A oA
ARk A el JHE Edlg dlo]E el
SdH o WAEHA| b Al AHelck olE &
AfreecaTV -5~8-oll4 Z9lef wigh ARl Al
A7} S w, o2 ET 240l AfreecaTV E]
= = 29¢l Eggo] wAskA] frbH AfreecaTV
o 29l AlavAe 43 AlavAE 7
gt olzlgh 2F/-5 WA|E] 918 Scores ©]-&-3h
ok by s ) slE A AR 1A
o0 B 7|1E AlaUA F d3E Al AL
AHAEL Al A Seto] EHEICh

S

J

l’N

&)

=~

L e:) rlr

1071

www.dbpia.co.kr



The Journal of Korean Institute of Communications and Information Sciences ’17-01 Vol.42 No.01

Signature Generator: A]Z1U3] A

AR AL ARE ATUAE 225 9l
2 HE dwelE F Aprioriall S E|ES W3]
o A AR AEeR ke o
uq;q EFY] Ho|REES FEslo] AAAE A
sk, A= /\]{/x*—,] A3lol| 4] Zol12] Zul=
/\g/azsh:}. lo]] rlx:= 4 AR & XS &
3, dol= ¥ FrAL Trlze} Apd FHlzw
Tk o o) Aot SkEA] s wizbA] ol
3 IS sl 3E A S S

AR A 1339t o] 3 37k B
o] ZA)g} A H%xz]] elel e TEA 0 7 wAlEHs o
9 FAjede ook R Auidole), 5
A el Flet el sk Ee A1
He] 23 SlvIshe o7l Aotk Al WA g
1o el Bl AR A7 A|1uiHe]
24 Ao

mlm 0_1_, rl

E

Z = A= /‘1 e zt}s;:}jl]'
e Eol x]x]}_% g Hbo} Hai AR EE e &
Hl2E 53]l B A AMEE due]Ee
8=F  dlolefule] oA =3t Fﬂa 2=
AprioriAll dE]ES R AUA = 37

Ag3ioiet. darelEe] ¥l FHl= SETS ol
=g FAEe] 9lon, shle] Felxl AAA~
TAFE S| oA —‘7‘—"‘% FaldS olm|alkch

Traffic Data Type of Signature
A" Flow (A Flle)

Content .
Signature

Packet
Signature |

TEE Flow
i Signature

EER)

Sig 1.

F= elA] ez AR AT w) =] o]
weo] xR ARE Ak, A7 Ao
Z:l =2 By dolre ixpd giil F2E 29

Al A7E ARl 9] 42 Al Al
e o L

a5 49} Aol A AlA~E A8k, A Al
HA 3 el Alalent 7l AlauA S5 2
= ZH= AaYA = g FdshA Aol 13-
Bl Al k] Z7pA17]e Al Ay e o
Al F2 el Aol 19l 3l AladA F-
BARE 2EE Zex AU Aelo) Eelx Az
= S19] whist Fdsdl 23tete] A2 HFlelA] 1
sk FHl= AlauA A A7 AlaAE
gk
the AT o] gaix] FUd STl ol 1A
= T2 ATUAE 8, o ol FEHA
s rﬂlv}xl 2 S bEdil A7l Al A}
S u EZA RS Bste] 23 WAl
a’l—t— Hl= AlauAE AHlshs e Aladich
FHFom AAE A7 AlauA A o @A

= A FE R dha,

—iﬁr AlavA F2 AL A7 AladA 5=
A HAZ AbeE A Sl FH= Al
UAE ARSI, 525 AlauAE 29 A9
25 7481 #l8 A *l:w‘%i ARg-3let. wlet
A FES AadAE A2 ER ‘T°ﬂ ek 7l
Aol Aghe oJvidith a9 52 25 Al
= ?%24014 3 59 2ol % 29 AD2F A
ataL, =9 AlauA F= RS 2l

TR Al A AN FEE 3 A
UAE o]g3le] 22 Z29 vloll EAlsh= izl A

M

T o

°l>

i

011

mhi-

lﬂ

< Packet Payload>

GET /afreeca/login.php?szFrom=single_app&action=player
HTTP/1.1.User-Agent:AfreecaTVLauncher. Hostlogin.afreeca.com:8100..

< Extracted Content Signatures>

GET /afreeca/login.php

| User-Agent:AfreecaTVLauncher ‘

Host:login.afreeca.com

"

< Generated Packet Sequence>

GET /afreeca/login.php

| User-Agent:AfreecaTVLauncher | | Hostlogin.afreeca.com

a2l 3. Ho|RE AauA AA el
Fig. 3. The type of generated payload signature

102
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Fig. 4. The process of packet sequence extraction
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< Flow>
< Packet_1 Payload (to_server)>
‘GEI /afreeca/login.php?szFrom=single_app&action=player ‘

HTTP/L.1.User-Agent:AfreecaTVLauncher.Host:login.afreeca.com:8100..

< Packet_2 Payload (to_client)>
‘ HTTP/1.1 200 OK.Date:...http://www.afreeca.com/css/global.... ‘

< Extracted Packet Signatures>

| GET /atreecayloginphp | [ User-Agent:AfreecaTvLauncher |

[to_server]

[Hostdogin afreeca.com |

Ito_client] “ HTTP/1.1 200 OK | httpy//www.afreeca.com H

< Generated Flow Sequence>

GET /afreeca/login.php

| User-Agent:AfreecaTVLauncher ‘ | Hostlogin.afreeca.com ‘

‘ HTTP/1.1 200 OK H http://www.afreeca.com ‘

a7 5. Ba Ads 33 9
Fig. 5. The process of flow sequence extraction
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