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ABSTRACT

By a spread of utilizing environment of the CNG library, it is required to analyze its vulnerability. For this

reason, in this paper, we analyzed SSL communication process in CNG library. This study is expected to draw

vulnerabilities and security threats and improve security criteria for various applications to fully take advantage of

the CNG library.
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=/ CNG gt glolBRa]e|ojxe] SSL $Al9A 4

WAsle] FAlEH, dlole] FyAle $Isled $r1At
eie} 27AeE FRska olck

Handshake 2 EZol|x= dae|Es) 222 Hal
el E A, 449 el dFZe el
ol Hdwlo] 7] B2-& AT F cnldei= A3t
gk}, ©]# change cipher spec ZZEZo]| 2J3led &
AR AzE, 7)E8] bt 27]8lE A
o] #AollA] change cipher spec HAIA]7} A=
71t 271 eE Eate] HlolelE Fyalgich
Full handshake®ll £]8lo] Al4do] A=, o] F 4]
2 abbreviated handshake Z & EZol| 2]s}e] AAdA}
el 2-shaA] Avadde A ste] Ao o]
Foizick

Handshake EZEFo| = FEfo|dET}L Aol
A Bt sl E 845, A= 83 et
E]E A#3}e] change cipher spec L& EZS SAI3}
3}, application data EZEZS Eslo] Hole|E
HsAl Aggict. 1e]a SA IgellA] Ak &
Fos alert ZREFS Folo] Ag|Elc) o] zr®
FolM= ZEte|dEe} My} AdelSS sk,
3 et ¢hE), MAC daElE 5o Tl
BlS AA3’lt}  Handshake ZE2EZS full
handshake % %23} abbreviated handshake T2 &
=2 FAE 0, full handshakeol] T3l E2kpA]S- 1
2 19 epfie)

o] E= client hello WAIA S A Z A$gh

1. Client hello

2. Server hello

3. Server key exchange

4. Certificate

5. Certificate request

6. Server hello done

7. Client key exchange

8. Certificate

9. Certificate verify

10. Change cipher spec

11. Finished

12. Change cipher spec

13. Finished

72! 1. SSL9 full handshake 2 &
Fig. 1. Full handshake protocol of SSL

5, A S5 7o=]H, A7} server hello ™A
A& AFgroan T2 eFo] AxtE) FEjoldE
o} AH3= hello ARl ZR2EZ BH3} A4 o}o]
t], cipher suite, =8 55 E3slo] WA W
= W38}, o] %, certificate®} key exchange ™| A|%]
2 Eslo] 7] Aol FR3F pre-master secretI}
master secret2 A2 FH3b], Q1S 9Jsle] e1=4]
5 w3t 4= gl o9} - o] skEEw, A
%l v}2}9|E{ 52 change cipher spec MRS E3}¢d
T3t 5 finished MAA1E HEFo=H] AlAde] A
A}

FeoldEr} A2 AAAS 878 = empty
AA olelt] g AE3tH, A" AdE 53] A=
- A AT 7-fol= client hello = A]#]e]
ARG 215 Al ololt] & AR AEghel AW
= 43 A olelt]E &elsle] abbreviated
handshake Z2EZ-S E3}¢] change cipher specS
ks, ool gt AL T3] 20 e}

Change cipher spec ™|A|A|:= handshake ZZEZF
Aol A= AR & AR R A sl bl
A R]o]n], alert ZREZFS RE FAIFA |4 WAYE}
= o= #AAE L) o8] A2 = warning
level ¥} fatal level & 7-5-%]], fatal leveld 73-$-oll+=
AAde] Fxxch

Client Server

1. Client hello

2. Server hello

3. Change cipher spec

4. Finished

5. Change cipher spec

6. Finished

2l 2. SSL2] abbreviated handshake ZZEF
Fig. 2. Abbreviated handshake protocol of SSL
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Intel(R) Core(TM) i5-2410M CPU 2.30 GHz, 4GB
RAM, Microsoft Windows 7 Home Premium K -
FAA7} A% PCE o] £3}31 20, CNGE 4183}
7] ¢} CNG SDK, Windows SDK 7.13} .NET
Framework 4 %], WdAFE75 7337] $151o
Visual Studio 2005 423, CNG2] A& 4~ =25
£]38}o] CNG Demo Sample Code A%, X134 &
AL 9)5le] 3338 =74l OllyDbg v1.103 ARS8}
ek

SSL Ealay £ 9]5le] CNG zlolHziz],
, BCrypt2} NCrypt 2fo]Hej]ol| A AR8sle e
5§48 F", Googleel ] AHgA} ofor] <}
HH s E dos)sh= 3¢l SslEncryptPacket &
o] 2= F]lslslen, 1 AdE 17 3o et
Wadek

oot N

4

a8E AmEm ARgRE oleld], vdHlEz=
SslEncryptPacket 571 229 wle] ¥ <zl

pblnputel] A5 AL g 5
Packet S 1% 49} o] &=
3709 EHAE s,
QA= AFAIS] At B hSslProvider+ SSL Z &
EF 337 AE, hKey= 7S 53sh] $15)
o] A== 719 35, pblnputs 33}slel= 7l
S ¥313F viye] Z31E, cbinput-> pblnput H¥<]
Hlo|E =7], pbOutput< F=315 A8 A7t W

4 )t} SslEncrypt
87he] 1 lzkek

User ID/Password: ico0001@nate.com/Lisa.sch.ac kr

872556C723138577368446A6D4i
n=3EB3A133CIEALETABEECIID

cbInput (0000025F)

crag.

1.26863098 [ -pOutput (00
2 00008562 41.26863098 [$932] pebResult(00000000)

ssca 00008563 41.268 15932
00008564 41.26863098 [5932] dwContenctType (00000017)
5 00008565 41.26863098 [5932] dwFlags (00000000)

T2 3. Googleells] SSL &4l Al A2} ofojrie} wldH
55 hEdldle 4 oAt &l

Fig. 3. Parameters of encryption for ID and password of
user when SSL communication in Google

SECURITY_STATUS WINAPI SslEncryptPacket(

_In_ NCRYPT_PROV_HANDLE hSslProvider,
_Inout_ NCRYPT_KEY_HANDLE hKey,

_In_ PBYTE *pbInput,

_In_ DWORD cbInput,

_Out_ PBYTE pbOutput,

_In_ DWORD cbOutput,

_Out_ DWORD *pcbResult,

_In_ ULONGLONG SequenceNumber,

_In_ DWORD dwContentType,

_In_ DWORD dwFlags

)5

T2| 4. SslEncryptPacket = [12]
Fig. 4. SslEncryptPacket function prototype[12]
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2] Z3lH, cbOutput-> pbOutput H{F2] Hlo|E =
7], pcbResult= pbOutput ¢l %zl vlo|E =7],
SequenceNumber+ {3315 76l sjwdshe <+
2} W3 dwContentType—* A7l W8] F3elck o]
23t 91y QA2 f5=3ll & ull, hSslProvider &1#}l]
+ SSL 541 913t #5410} % AHE, hKey <
Aol 719} 2% A1, pblnput Al LE3)s}
71 gk ARrr A=, o] AHRE sHieR
pbOutput Aol Fz3lEl A7} A== Aoz}
) =Rl ol 22 A % &
Qlgho@x SSL SAl#g el wigh & 4 S 133%}313
H, A dsw AT 7] AR BF38E
o] EA33ich

#48kolet. SSLEAlel
HARE FE3] $15t
71 <] ﬂioﬂxi ﬂx} W= 5‘_(OXOSE8BA4O):__-
= [eX X}
B

[<]
A, i Aurt S| ds-S sk
%r"ﬂ/‘i“ FFAF AE2 = SslOpenProvider

b 7] ool BEEo] 37 Ashel vheh
0 G5 SN o1t Lo o8 1o
W5 329 Asfolrk

web) whss] SRk e o] ofd, wiE o}
oluefelr} 2w ) oM=L MASlES ¥45
& %, Noypt Soluefel} 2Esl AE
Zk3, NCrypt 2lo]B2{2]7} 2==]4 SslOpenProvider
ol S e ARee P4 sEEA Gus
g oo TS Sealsln). 1 Aw), 12 63} 7o)
SslOpenProvider 7} 3&5= Z1S elsldy,
SslOpenProviderE ¥Z3}o] 1ozl SSL F5#F 3l
E°] 47} SslEncryptPacket &5 3EE ulg
SSL FFA} =9 F49F Tdg AL galsleich
SslOpenProvider &5 2238 wl= 5 AR ¢l
o] 2Z3F AL dh= FgAtell thEt o gl lxkE o
Ao, 94 WS 33 79 Lehgic

AA71A] SSL FFAtel tigk Aw, s 3lsle]=
7)) Fio| that RS FEs|orz T FS
sk 912 7] gnE Bk SSL Bl

n°" r}m L mﬂ

o(.

HOR EBX, EBX

PUSH EBX

PUSH DWORD PTR_SS:[EBP+aCl

LEA ERX, [EBP-4]

PUSH_EAX

8950 FC MOV DWORD PTR _SS: [EBP-41,EBM

E8 SDFEFFFF CALL <{JriP. SleﬂenProuldu‘)

8945 F8 \EW mmu PTR SS:(EBP-8],EAX
e

JNE SHDRT 741 A3BF

MOV EAX, DWORD PTR 53 L[EBP+8C]

TS EB PemS

HOU CX.UORD PTR DS:[EAX]

¢ ERk

Jump to nerypt.Ssl0penProvider

121 5. SslOpenProvider & &3 24l
Fig. b. Calling routine of SslOpenProvider function
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NewSs10penProvider [IN]: phSslProvider (040FFA4C->00000000)
726F736F66 726F" 66

CHAR:Microsoft SSL Protocol Provider)

awFlags (00000000)

Obtained SSI. provider handle
|, address called from
SSLOpenProvider function

CHAR-Microsoft SSL Provacel Provider)
dwFlags (00000000)

NewssiZacryptRackes (N]: (BILE
hRey (GA4FEECE)
pbInput

Obtained SSI. provider handle
address called from
SSLEncryptPacket function

1 ¥ 792 .
cbInput (0000025F) 0x0664A400)
pbOutput 30687474
crar: Ds

1 792817617193764x ALX=z_8290151

cboutput (00000288)
pebResult (00000000)
SequenceNumber (0000000000000003)
auContentType (00000017)

GuFlags (00000000)

O 6. SSL At WE 4 #al
Fig. 6. Verification of the SSL provider handle address

SECURITY_STATUS WINAPI SslOpenProvider(
_Out_ NCRYPT_PROV_HANDLE *phSslProvider,
_In_ LPCWSTR pszProviderName,

_In_ DWORD dwFlags

)5

17 7. SslOpenProvider ¥ 13[13]
Fig. 7. SslOpenProvider function prototype[13]

SslimportKey 55 o]g3le] 7]¢} #eisl ARE
2193, SslExportKey I5 o]843le] 79} 3=
H A RE R ick wl2bA SslEncryptPacket 5
%5" ul, hSslProvider 12F31 SSL 374 W=9]
T4} hKey 917l 7] RE T4} dAjele 3709
SslimportKey 32 2elghogxn] a3 83} ko] F
27t 4 719 AHE =Fsiick

NewSslOpenProvider [IN]: phSslProvider (040FFA4C->00000000)
pszProviderName (HEX: 4D6963726F736F66742053534C2050726F746F636F6C2050726F766
CHAR:Microsoft SSL Protocol Provider)

@wFlags (00000000)

NewSslOpenProvider [OUT): phSslProvider (040FFA4C:
pszProviderName (HEX: 4D6963726F736F66742053534C20 M PPonrewrescF6C2050726F766
CHAR:Microsoft SSL Protocol Provider)

awFlags (00000000)

Same as SSL provider handle
address: 0x0664A400

NewSs1TmportKey [IN]: hSs1Provided(0664A400)

phKey (00000000}
pszBlobType (OpaqueKeyBlob)

BDKGYBJ.DDEHIX 103000013 300200001 1FTAC2AB
cHAR:x) (- "2 o 1 2

"'@‘HH?“*E 0] Kssu) [ [ t t+ ®¥o
cbKeyBlob (00000278)

dwFlags

y
BCryprImpdrtiey l

[OUT): nSslProvider (0664A
Same as key

queKeyBlob)

Dh:(e!,aleb mzx 80200000103000013c00000000  handle address:  =acas
CHAR:x) [- U2 0]

2% H)es 0x0A4FE6CS #¥e2
cbXeyBlob (00000278)

dwFlags (00000000)

NtStatus (00000000)

New: cket [IN): hSslProvider (0664A400) I
nKey (OR4FE6CE)
PRInPUT (F FEET4696E75653D68747470732533412532462532467777772E676F6F676

CHAR: continue=nTtpat3At2F42Ewww. google. co. krs2FA3Fgws_rd¥3Deridsn=-34252792
cbInput (0000025F)

PrOutput (HEX:ASE7350C00636F6E74696E75653D6874747073253341253246253246777777
cuar: Ds

.google.co. krA2FA3Fgws_Tdi3Dcredsh=-34252792817617193766h1=kosGALX=2_8290151
cboutput (00000288)

PCbResult (00000000)

SequenceNumber (0000000000000003)

dwContentType (00000017)

dwFlags (00000000)

J8l 8. SSL &4l Al AHgshe 7] dlE 4
Fig. 8. Verification of the kay handle address when SSL
communication

71e} FHE AR= 37 99} %o SslimportKey
2] pbKeyBlob 1A= 5?5]-01] A== 7S 3
°]‘6}°ﬂ o, dx7bA] EelE mE AR, okss)ely

= 7] Htel gk AR, hsstel Pk 7)o}
3’&3‘3% ARE Bo® otsre] Aol 7Fssitt ot
2hx] A7 A A3t AA SSL SRt ol 28w
= AR AZs)r] Yslo] SSL EAFA A A%
e g5 FE3 71E ol8ste] FE3 A s
stsslet A3E vlasisick s 11 103} 7E1'°]
See] vl A3t o AS FalEick

ToodEe] o s W3 A3
SslEncryptPacket &<~2] SequenceNumber A7} 3
ol A& #elslir) SequenceNumber A= 1333}
= 3l sl 3 HEC] =2 SequenceNumber
2t 19l kg vt As) 2 13 o]
Pofo] FAFTS Falsigich

SequenceNumber SIAF7} 191 l3-2 X331
1}, SequenceNumber S1A}7} 281 FZ ol sl
Podro] AAFHA| Yshrt o] AR, ks AASE
olglk A3} cipher suite AX7} I3 129} o]
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA_P
256 /\]——3-8135 7S Falslgich ok AdRo=w
CBC ®tE A4-3}7] ol SequenceNumber 1A}

SECURITY_STATUS WINAPI SslImportkey(
_In_  NCRYPT_PROV_HANDLE hSslProvider,
_Out_ NCRYPT_KEY_HANDLE *phKey,
_In_  LPCWSTR pszBlobType,
_In_ PBYTE pbKeyBlob,
_In_ DWORD cbKeyBlob,
_In_ DWORD dwFlags

)s

121 9. SslimportKey 3H 13[14]
Fig. 9. SslimportKey function prototype[14]

@ 525 512 - UliaCompare Professional - =SSN =)
2O B2UO 2V ANE L] Q BERER BW =S¥
LGS (Hz mhaubde [TE @28 [E0ee> 00000 nawB 3
B E 200221 x

CWUsersW(_WEE, 7| 238 HEt o @ @ & (A P CWusersw(WEE, 7|, 2EE 2ant o @ @ & A

T
2
s
i
s

sersWLISAWDeskopWSSL B 31HE
WlisersWLISAWDeskopWSSL &3

82t 1 <
(3 e mem0 1EOE

(3] ®5  B(1.2)1§NN0 L1FUE @ X0

T3 10, F=7 715 ol8ste] FEd g I A4
o} ‘%%i—c H]aL

Fig. 10. Compared result of cipher text with encrypted
result of extracted plain text based on extracted key
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O u2= 82 U TP

BUO IO LAV NUE

LeaSEE *x#=
W IE 2.072)... x

Bk @ee [T Ew[E e e 00000 BERG

CUsersw(_We2 BE, 7| SR B O CHUsersw(_We2 BE. 7., B2E S50 B @ & [A]

23
2 w Ea: ChlsersWLISMDeskopSSL B33 EAWEAWR B2 7L 922 Sl &
5 20 Du3: CsorsWLISAWDeskoWSSL 821 HAWEAWR BE. 51 B2E 28

ERER

821 <> 2 3
me 80l ZaUCh
SE YA ONSINOI 0:0BCE

) oS #(1-2)-0§NX0| 0:080E  © X

g 11,
+ HlaL
Fig. 11. Compared result of cipher texts as sequence
number 1 in SSL communication

SSL EAl A] SequenceNumber 127} 18] &

NewSslLookupCipherSuiteInfo [OUT]: hSslProvider (0664A400)
dwProtocol (00000301)

dwCipherSuite (0000C013)

dwKeyType (00000017)
pCipherSuite->dwBaseCipherSuite (0000C013)
pCipherSuite->dwCipherBlockLen (00000010)
pCipherSuite->dwCipherLen (00000080)
pCipherSuite->dwCipherSuite (0000C013)
pCipherSuite->dwHashLen (000000A0)
pCipherSuite->dwKeyType (00000017)
pCipherSuite->dwMaxExchangeLen (00000100)
pCipherSuite->dwMinExchangeLen (00000100)
pCipherSuite->dwProtocol (00000301)

pCipherSuite->szCertificate (HEX:52534100 00! 00000000
CHAR:RSA )
pCipherSuite->szCipher (HEX: 41455 00! 00000000

)
1544CS3SF454344484SSFS253415F574954485F 4145535
: )
PCipherSuite->5zExchange (HEX: 454344485F50323536000000000000000000000000000000
CHAR:ECDH_P256
pCipherSuite->szHash (HEX: 534841310000000 0000001
CHAR:SHA1 )
dwFlags (00000000)

T2 12. SSL A1 el 4 A= cipher suite
Fig. 12. Configured cipher suite during SSL communication

7} 18] HEHE 39 HYE7A] o53eE & s S
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o] ¥} 7)ol WeAH AuZ selFgo s E i
A A #4L skmslh.

OHT

@ 2 112 - UlaCompare Professional - B
S0 21U AUD S50 SN $EO BW SSL®

el [z nheubde [TE 620 [Eteer> 00000, snna i
N IE 2072 x

CUsersw(_)we3. B8, 7|, 258 suot o @ @ & (A P Cwusersw(we3 32,7, 258 250 o @3 @ & (A

‘Plain-texcl ‘Plain-texcl.

B D2 CWUserswLISAWDeskopWSSL ERIVS HAWS Awal B2, 51, 2%
90 IE3: CUsersWLISKWDeskopHSSL 83112 HAWE AW B8. 5. 22

< (@208

AI}EIUT;_L\U 1

98 UM 0N N0 0:0EBCHE

£ S #(1-2)-0FHX0 0:0FTE  ® X "
38 13, %% 712 olgsel FEY W¥S CBC EE

2 s Aske) e vl

Fig. 13. Compared result of cipher text with encrypted
result of extracted plain text based on extracted key in
CBC mode
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oF I e TFHA w@sker, o= CNG o]
Beje] o]9le] fw4-= vlo|H|g]oA| SSL 5413}
FHE e E2EFS lolEt /s AR
SspiCli 2}o]H2{2]2| InitializeSecurityContext <=7}
IZEE AL AT InitializeSecurityContext
e FEold =9} AW 7} security contextE A4
5}*‘ 71sE e o] o5 3R §, Y=

2 <lx}e} CNG Fete] 3338 2A3kelt &
"j. Z3}, InitializeSecurityContext §H5> 4ol A
SslImponKey FE ol83le] s EEIE Bl

< Felsiglon, 1 A3E a8 159 vehdgd

InitializeSecurityContext <~ U5 & 3] ol|A]
ojulgt W=7} oY AR A= =AE 5—}0‘13]"’3&
o, S @S g A3, vEYaE AF
Change Cipher Spec®} Encrypted Handshake

Offset (k) 00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF
00000000
00000010
00000020
00000030
00000040
00000050
00000060
00000070
00000080
00000090
000000A0
00000080
000000C0
00000000
000000ED
000000F0
00000100
00000110
00000120
00000130
00000140
00000150
00000160
00000170
00000180
00000190
00000120
00000180
000001C0 1 cc

000001D0 C7 3A 09 E2 00 00 00 00 00
000001E0 00 00 DO 00 00 00 00 00 0O 00 00 00 00
000001F0 00 00 00 00 00 00 00 00 00 00 00 00 00
00000200 00 00 00 00 00 00 00 00 00 00 00 00 00
00000210 00 00 00 00 00 0O 00 00 00 00 00 00 00
00000220 00 00 DO 00 00 OO0 00 00 00 00 00 00 00

Wem o

wEEB I onay
m o

EEY

O2! 14. SSL EAIFAA F531 7]} s AW
Fig. 14. Extracted key-related information in SSL
communication
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=% /CNG ¢tE glolHzj2|dl|A 9] SSL SAl=A] 4

Before calling InitializeSecurityContextA function

13610 00013610
13611 00013611
13612 00013612
13613 00013613
13614 00013614
13615 00013615
13616 00013616
13617 00013617
13618 00013618
13619 00013619
13620 00013620
13621 00013621
13622 00013622
13623 00013623

36157513 [3424) NewInitiali
.36157513  [3424] *phCredent.i
36157513 [3424] phCredentia
.36157513  [3424) phCredential->dwUpper (0SBEODBO)
.36157513  [3424] phContext (D§BLF3T

.36157513  [3424] pszTargetNaje (00000000)

.36157513  [3424] fContextReq(0DDD411C)

.36157513  [3424] Reservedl (04000000}

.36157513  [3424) TargetDataRép (00000010)

-36157513  [3424] pInput (03F4fSAD

.36157513  [3424] pInput->ulvérsion (000D0DDD)

.36157513 [3424) pInput->cBuffers (00000002)

.36157513  [3424) pInput->pBuffers index).cbBuffer (0000
.36157513  [3424] pInput->pButfers index).
13624 00013624 9.36157513  [3424] pInput->pBuffers [index] .pv
13625 00013625 9.36151513  [3424) CHAR:TL( ((1L( OgRNE B

LesecurityContext [IN]: phCredential (05C37F80)
(00779438)
>duLower (00779438)

13627 00013621 9.36157513 (3424) pInput->pl (index)
13628 00013628 9.36157513 [3424) pInput->pBulfers [index].pvBuffer (00000000)
13629 00013629 9.36157513  [3424)
13620 00013630 9.36157513  [3424)
13631 00013631 9.36157513 [3424) ReservedZ (04000000}

13632 00013632 9.36157513 (3424) phNewContext (00000000)
13623 00013633 9.36157513 [3424)

Buffer is used as input
arguments

1364400013644 9
13645 00013645

36226368 [3424) Sslincremes g 3
455727 [3424) Newssllm Decrypt]on key import
12646 00013646 (3426) phiey(0000UuYY)

1364700013647 [3424) 1
12640 00013649 9.36458727  (3424)
1344300013645 9.36455727 (3424] CioR:x] [* [l d
1265000013650 936455727 (3424) coreyBlob(00000278)

1345100013651 9.36455727 (3424] v lags (00000000)

1265200013652 9.36455727 (3424

13624 00013634 9.36157513  (3424) poutput->ulvVersion (00000000
13635 00013635 9.36157513 [3424] poutput->cBuffers (00000001)

13636 00013636 9.36157513  [3424) [index) .cbBuffer

13637 00013637 9.36157513 [3424) poutput->peuffers [index) .BufferType (000000021
13638 00013638  9.36157513  [3424) poutput->pBuffers [index).pvBuffer (00000000)
13635 00013639  9.36157513  [3424)

13640 00013640 9.36157513  [3424)

13641 00013641 9.36157513 [3424) pfContextAttr (095DSBF4)

13642 00013642 9.36157513 [3424) preExpiry (DIFAFSAC)

]
[l
9
9
9
]
9
9
9
]
9
9
]
]
9
9

13626 00013626 9.36157513 [3424) pInput->pBuffers [index] .
9
9
9
9
9
9
9
9
[l
il
]
L]
a
]
9
9

After calling InitializeSecurityContextA function

13683 00013683 9.37215710  [3424) NewInitial (oUT): phCredential{05C37£80)
13684 00013684 9.37215710 [3424] *phCredential(00779438)

13685 00013685 9.37215710 (3424) phCredential->dwLower(00779438)

1368600013686 9.37215710 (3424] phCredential->dwUpper{05BFO080)

13687 00013687 9.37215710 [3424] phContext (0BB1F378)

13600 00013688 9.37215710 (3424] pszTargetNane (00000000}

13689 00013689 9.37215710 [3424] fContextReq{0000411C)

213690 00013690 937215710  (3424) Reserved1(00000000)

1369100013691 9.37215710 [3424] TargetDataRep (00000010}

13692 00013692 937215710  (3424) pInput (03F4ESAD)

13692 00013693 9.37215710 [3424] pInput->ulversion (00000000}

13694 00013694  9.37215710 (3424) pInput->cBuffers (00000002)

13695 00013695  9.37215710 (3424] pinput->pBuffers [index].cbBuffer (00000038}

13696 00013696 9.371215710  (3424) index
23697 00013697 9.37215710 [3424) pInput->pBuffers [index].pvBuffer (HEX:140301000101160301003
13698 00013698 9.37215710  [3424) CHAR:TIY( [[r'l OgRNSIE " =511 73 (AwKarBHA078 HMSIY R |
13699 00013609 9.37215710 (3424] pInput->pBuffers (index].cbBuffer (00000000} <
13700 00013700 9.37215710  [3424] lindex]

1370100013701 9.37215710 (3424) pInput->pBuffers (index).pvButfer (00000000)
13702 00013702  9.37215710  [3424)

13703 00013703 9.27215710  (3424]

13704 00013704 9.37215710 [3424] ReservedZ (00000000)

1370500013705 9.37215710  [3424] phNewContext (00000000)

13706 00013706 937215710  [3424] *phNewContext (NULL)

1370700013707 ©.37215710  (3424] poutput->ulVersion(08000000)

13708 00013708 9.37215710 [3424] pOutput->cBuffers (00000001)

1370300013709  9.37215710 (3424] poutput->pBuffers [index].cbBuffer (00000000)
13710 00013710 9.37215710  [3424] poutput->pBuffers [index).BufferType (00000002
1371100013711 9.37215710 (3424] poutput->pBuffers [index].pvBuffer (00000000)
13712 00013712 9.37215710  [3424)

13713 00013713 9.27215710  (3424]

13714 00013714  9.37215710 [3424] pfContextAtte (0000811C)

1371500013715 9.37215710  (3424) ptsExpiry (03F4FSAC)

T2 15. itializeSecurityContext &= W3- 33 3|4

1365400013654 9.3669B437 [3424) Newssiimpodtkey (OUT): sslProvider (00779708)
1345500013655  9.36698437 [2424) phiey(0BEZAFS0)

1365600013656 9.36698437 [3424) pazBlobTypd (OpaquekeyBlob)

1365700013657 9.36608437 [2424) pbi
1365000013658  9.36698437 [3424) CHAR:x) [} #7 [ O
1365900013659 9.36698437 (3424) cbreyslob(doo0c278)
13660 00013660 9.36698437 [3424) dwFlags (00400000)
1366100013661 9.36698437 (3424) Wcstatus (04000000}
1366200013662 9.36698437 134241

A xeam, Be@grr

13663 00013663 9.36921215 [3424] NewssilImportkey [IN]: hsslProvider (00779708)
13664 00013664 9.36921215  [3424] phKey|(00000000)
13665 00013665 9.36921215  [3424] p:

VP
13666 00013666 9.36921215  [3424] pbxeydob()ﬁé‘TEUZDDUDDmzwnﬂlicuununnnuunmg
13667 00013667 9.36921215  (3424] CHARK] (L ool =

el E R ot10

) ion key impor
13668 00013668  9.36921215  [3424] .BE-Weaakcidds Bd W2rvend Aumec d e nma
13669 00013669 9.36921215  [3424] cbKeyplob(00000278)
13670 00013670 9.36921215  [3424] dwrlabs (00000000)
13671 00013671 9.36921215  [3424]

kInportkey
13673 00013673 9.37166405 [3424] Newsslimportkey [OUT): hsslProvider (00119708)
13674 00013674 9.37166405 [3424] phKey (IEE )

12675 00013675 9.37166405 [3424) pszBlobType (OpaqueKeyBlob)

13676 00013676 9.37166405 [3424] pbl lob K

13677 00013677 9.37166405 (3424) cHAR:x) (L W7 0] T )+ [oMNors21%

- el BT Re
13678 00013678 9.37166405  [3424) .BE-2;calcidtr B9 Worven'd Bulec? | PTHAEN
13679 00013679  9.37166405 [3424] cbKeyBlob(00000278)
13680 00013680 9.37166405 ([3424] dwFlags (00000000}
13601 00013681 9.37166405 [2424] Ntstatus(00000000)

NewsslEncryptPacket [IN]: hsslProvider (00779708}

PbINpUE (HEX : 636F6E14696575653D687474707325334125
CHAR:cont inue=httpstZA12FI2Fwws. google . co.kri2Fa:
cbInput (00000236)

pboutput (HEX: 6A02456F00636F6ET4696E7565306874747)
CHAR:j]EO continueshttpsi3ASZEAZFwam.google .co.k
cboutput (0000025F)

pcbResult (00000000)

dwContentType (00000017)
dwFlags (00000000)

Fig. 15. Internal calling process of InitializeSecurityContext function

Message JE7} dx|sh= & st o] AHx
= SSL FAlANA E8u= AR F shtEA]
Q17e] whAe wAAe] alae el SSL 5
Aol FgEe HARE B 918k
InitializeSecurityContext 7} 22 w9 /&=
xS &elgt A7, SSL 3417 Al 245
+ ™A]x]el ClientHello, ServerHello, Certificate,
Server Key Exchange, Server Hello Done, Client
Key Exchange, Change Cipher Spec ™A|#|E°] 4
FHUAR Eeu= AS ERIssIch 2 wAA¢l
gt gl A= 78 16, 78 17, 18 18, 18 19
o Yehigla, AA &< 2% #-E 23 2000 o
2aibicd

CNG ©]*12] CAPI®A]%. InitializeSecurity Context
3= ellA] oy B57]2 2] 9w, SslimportKey 35
7} old CryptlmportKey 5 &3k, HHSE
$18le] CryptEncrypt/CryptDecrypt T2 FZ3)0],

N

12 2227 A71x)9] 4 CNG2} CAPIZH 54
gk A& sk

Input and output arguments of InitializeSecurityContext function
Input arguments: none
Output arguments: Same as ClientHello information

=TLSvl Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.0 (0x0301)

Length: 127

Handshake Protocol: client Hello
Handshake Type: client Hello (1)
Length: 123

version: TLS 1.0 (0x0301)

= Random

session ID Length: 0

Cipher suites Length: 24

@ Cipher suites (12 suites)
Compression Methods Length: 1

# Compression Methods (1 method)
Extensions Length: 58

= Extension: renegotiation_info

72 16. InitializeSecurityContext &= 13 <lxl kol
(ClientHello)

Fig. 16. Verification  of  input  arguments  of
InitializeSecurityContext function(ClientHello)
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Input and output arguments of InitializeSecurityContext function
Input arguments: Same as ServerHello information
Output arguments: None

= Secure Sockets Layer
=TLSvl Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
version: TLS 1.0 (0x0301)
Length: 93
=Handshake Protocol: server Hello
Handshake Type: server Hello (2)

Length: 89
version: TLS 1.0 (0x0301)
* Random

Session ID Length: 32

session ID: 95b4cfb80bd83a7d7458816791f674f3ef610d654a07864c. ..
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)
compression Method: null (0)

Extensions Length: 17
= Extension: server_name

Type: server_name (0x0000)

a2l 17. InitializeSecurityContext 3~ 1=z} 2kl
(ServerHello)

Fig. 17. Verification of input arguments of
InitializeSecurityContext function(ServerHello)

Input and output arguments of InitializeSecurityContext function
Input arguments: Same as Certificate, Server Key Exchange, and Server Hello Done information
Cerciticate

Server Key Exchange
Server Hello Done

00 03 8e
2 02 0a 12 22]
2a 86
o9 0e

22 S
]
59 7

z

3o bb b 47 d3 48 16 sas/

Output arguments: Same as Client Key Fxchan"e Change Cipher Spec,
and Encrypted Handshake Message information

70501 Recora Layer: andshake Prococol: €1Tent Key Exchange
‘Content Type: Wandshake (22)
version: 1057410 0:0300)
Length: 70
Handohae procacsl: clien ey exchangs
Wandihaks Tipe: ciient Key Sichange 16)
e s cliens parans
pubkey Length 65
pubkey : 0436094436203 4b3F£903¢3c9 La12¢a08abSech 1¢32190.
0000 0026 66 fb 96 1d ba 74 9F 5c 15 ea 08 00 45 00

& ;
L e

Change cipher spec Hessage
26 66

G650 00 26 66 # o 1d b4 74 OF 9 15 ea G 00 5 00 z
B T Mandthater rotecot s ehcrypied randshate recstge
S BN

G wRaNR

S el

S s

S binsi

jrual

Sosp 36 Mmpmpy

S8 Ranh s

REREE F]

9 cf 3c 85 61 0 di ed 9d §

712 18. InitializeSecurityContext &= 13 <lz} 2kl
(Certificate, Server Key Exchange, Server Hello Done,
Client Key Exchange, Change Cipher Spec)

Fig. 18. Verification of input arguments of
InitializeSecurityContext ~ function(Certificate, ~Server Key
Exchange, Server Hello Done, Client Key Exchange,
Change Cipher Spec)

33 2ot Fofd A =4 7tsd 1n#E

B Aol As 2 mtelld BAF AE ke
CNG stz 2lolBei2|elxe] SSL 54l 2ol
A 7Fedt Bl AR 2 3 TheAdell ik
A MEste, ofzel dE AR 23 7heA,
shdAde] w2 Hat slepnle] Al A4 7S Al
=g
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Input and output arguments of InitializeSecurityContext function
Input arguments: Same as Change Cipher Spec and Encrypted Handshake Message information
Note: Encryption and Decryption keys are loaded by SslimportKey function inside

=TLSvl Record Layer: change Cipher Spec Protocol: Change Cipher Spec
Content Type: Change Cipher Spec (20)
Version: TLS 1.0 (0x0301)
Length: 1
Change Cipher Spec Message
<TLSv1 Record Layer: Handshake Protocol: Encrypted Handshake Message
Content Type: Handshake (22)
version: TLs 1.0 (0x0301)
Length: 48
Handshake Protocol: Encrypted Handshake Message

0000 b4 74 9f 9c 15 ea 00 26 66 fb 9c 1d 08 00 45 00
0010 00 63 3e 95 00 00 2a 06 9b 35 ad c2 48 54 cO a8
0020 00 Oc 01 bb c3 aa 4c 36 1d 07 37 a7 da 66 50 18
0030 03 ea 3c b0 00 00 16 03 01 00
0040 30 67 52 4e bb 4b 89 53 a3 a2 3d 35 6¢c 6c 04 9b
0050 07 b2 51 01 41 77 cl 62 4b 6d 16 cl 42 10 41 6f
0060 ag 3c 38 be ac 4d 24 Ob 59 83 dc 19 27 15 3e fe

= TLSv1 Record Layer: Handshake Protocol: Encrypted Handshake Message
Content Type: Handshake (22)
Version: TLS 1.0 (0x0301)
Length: 48
Handshake Protocol: Encrypted Handshake Message

T2 19. itializeSecurityContext <= 13 &z} 2l
(Change Cipher Spec, Encrypted Handshake Message)

Fig. 19. Verification  of  input  arguments  of
InitializeSecurityContext ~ function(Change  Cipher  Spec,
Encrypted Handshake Message)

InitalizeSecurityContext
Input: NULL
Output: ClientHiello

Input: Certiicate, Server
Key Exchnge, Server
lizeSecurityContext Hello Done

Hel

Output: NUL Output: Client Key
Ixchange, Change Cipher
Spec, Encrypred
Handshake Message

SslEncryptPacket,

;:fi“p‘:f‘:y'(;’ A ssIDecryptPacket
docryption keys Enerypiion and
pion key decryption
Encryption and ComDearyt,
decryption keys

a3 20. SSL A9 AA ¢ 5F A4
Fig. 20. Calling process of whole functions in SSL
communication
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SRl F, gitel 23R ofe|rie}l v S E
sto] Q155 —?‘E]KF— Aol 7Fssh, 22 2 34 ¥
o7 o] 7hedirt w3, FAA
2 FA el wet #]5A <l ARAZ] ofH A
$-olli= SsllmportKey <ol A== E371E
23 7 vEHAR AdE s s Sdes
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=/ CNG gt glolBRa]e|ojxe] SSL $Al9A 4

o] 7Fsstel, 4719} B 3

g o] & wol delule] A AA 7FsA
Mg 7] AIAEE TRk R A
7FeRE 4 ‘%H CNG zlo]B2] vj-e] =7}
obd SspiCli 2fe]H2]2]9] InitializeSecurityContext
3= E3}o] ClientHello, ServerHello, Certificate,
Server Key Exchange, Server Hello Done, Client
Key Exchange, Change Cipher Spec WA|X]ES A}
sk, e b EATeL Aol §
Ag Saepz Aol P ol Sol, Astei
1A] 1% ZdA = Al sk Bt J‘rﬂ‘r‘jlﬁe 7=
AAste] FoRglo] EAlEtEE IS AR 7 o]
= ke FAS AEgews FARe] 54E
2T = olrk AAlR 47%—4 TAE AR,

_‘?L

i

cipher suite WA|X]2] - FAz FokE L]
% AEl=E ‘?rln:—:} —?—, 715 F&3h= cipher

version rollback -
7] W Fwe|Ee Auis} iﬂ} JdE7} T;‘r‘“—7ﬂ **
a2 fesle] E41S WEl|Ele key exchange

algorithm rollback -4 5«] 7VsAde] &A1)

719} 32 FA ol H-88l] $lsiM+= CNG Elo]
Bejz]e] 9z, SSL B4l 2oz s
o] iz 2 3] 58 A& 0E qpsl] ¥
AL wA|shaL WA sleiof gl o] & fleiME 2 =
o] Avfe} o] FAIFA A P TEY
A= qlab Soll gk AARE H40] o]Foixjok
s, ol2idt EAA} EAletH| ekeri, vkt
Al A== 3AE "R |skaL W] o3t
ujha 2 =] 4 ?4—3— EEHE AA ZFEE A
oA FHAlstedof & g BAslar, 1 AdE 7ab
o gk =EI oS olE AlaEE
T Ao ARk

v. Zd B

B =%o CNG o3 glolueziz]ela|e] SSL E4
Pel dlste] #4I3isieh o] % slale] SSL A1}

92 2ARS18-2 ™, Googledll] AFEAP | 21918 o]
595 = SSL EAITA-L A5 Badsldc) SSL &
AL A QR EE AT} 7] Ao

3]
N

oX,

PR, B A SSL B4 918 ¥
e B T, 2o PR TR
=4l SslEncryptPacket/SslDecryptPacket &5 3
gﬁl—ix}] cﬂo]ﬁi O]—X-]f,‘]—}ﬂ zqr/la—h;} o]—liioﬂ
85| = 7)+= SslimportKey 55 EE5¢224 9
Y Eslo] &gsin], CBC REE ghEsste AL 7]
=3k 7] IS SspiCli - Ble]He] ]9
InitializeSecurityContext % E3}¢] SSL E4le]
Al Zg== wA]#]el  ClientHello, ServerHello,

Certificate, Server Key Exchange, Server Hello

fot

Done, Client Key Exchange, Change Cipher Spec,
Encrypted Handshake Messages 3433}, o]={&t
I 715 A7) 913 RS w3F F 7S
YEES}] AR A Al g ds
= CNGE #H§3j0] SSL EAl% Algshe thdt &
fo] WS AT Aol d Aoz A,
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