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Secure Key Agreement Method Considering Secure Strength of
Out-of-Band Channel between Devices in Internet of Things
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ABSTRACT

To provide secure IoT(Internet of Things) services, it is required to protect the data securely that is delivered
between IoT devices. To do so, a secret key between the two communication devices has to be configured
securely. For the purpose several secure key agreement methods based on PSK(Pre-Shared-Key) have been
proposed in the literatures. However, it is practically difficult to apply the PSK based methods for devices that
are connected in the first time because there is no pre-configured PSK between the two devices. To solve the
problem, we propose methods utilizing the DH(Diffie-Hellman) key exchange algorithm and OOB(Out-of-Band)
channel. Most related work did not considerer various cases, where two devices utilize different OOB channel,
the security strength of OOB channel is different, the communication range of the OOB channel is different, and
others. In this paper, however, we categorize the security strength of OOB channels according to environments

and communication means, then we suggest protocols based on the categorized OOB channel.
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Table 1. security strength of media classification based on environments or communication means

Classif Light

Audio

ication Strong Weak

Strong Weak

- Glove box in Car
Enviro [3], Closed space
nment (e.g. room)

- Open space (e.g.

office, public space)

- Glove box, Closed - Open space (e.g.
space (e.g. room) office, public space)

- case of self-jamming - case of noisy
possibility [4], [12] surrounding

Media

User-Identifiable Optical | Display panel, camera,

Cable LED, optical sensor, etc.

User-Identifiable Cable Microphone, speaker

1977
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Table 2. Parameters using in proposed system

Parameter Description
D, Identifier of device A
a DH public value of device A,
g where a is an private integer value
R Random number generated by of
A .
device A
K Temporary encryption key generated
4 by device A
K DH shared key between devices A
AB
and B
H(m) Result value of hashing message m
Short have value of H(m) (.e.
H
S_H(m) truncation of H(m))
{m} K, Encrypted message m with key A,
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Fig. 2. Key agreement protocol in case security strength
of two OOB channels is strong
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