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ABSTRACT

In order to find vulnerabilities of malware
classification method, this paper proposes a new
attack scheme that can reduce the accuracy of
malware classification. To realize the proposed
concept, we use the following procedures; 1) After
learning an imitation model by using black-box
attack strategy, 2) Crafting adversarial samples from
the imitation model, and 3) attacking target model.

An implementation by using the Microsoft’s data and

experimental analysis show that the previously
proposed malware classification accuracy can be
forced to decrease from 77.82% to 53.21%.

2L AR 7] eI s Bl B
A7rh s AgHn ol 53], 20154
Microsoftell4<]  7§Z&F “Malware Classification
Challenge”ol|A T EE ofn|A| 2 lAls}e] 5
3= AZFA4 A17Z"HCNN @ Convolution Neural
Network) 7|HFe] oA 3= HF 7|He] Algk=gle
™, 99.72%°] Agtes walcf! 22} CNNI} 2
= A=A mElle] g kg dlelel o] A
Fre A AR AAAAL] dlolElol 28 A
Aeter} Yolxl= 34438 Overfitting)o] W3}

83 A= AAA| L Qlek. 53], &

o] =77 ohg d spsAde .

B el AEPALE o] 83e] A dlo]
HE Agh o714 AdiA dleole= SRk 3
A7HE olgsle] sk, T4 el ==
CNN 7|9k epd e R rdle] Wil F-xe o
g A B glo] o] Folzlct. A%l A dloJelE o]
43led, 718 AlgkR QFAAY 7uke] oAFE
REd F sl 210 HE3ke 2 M, Fkde] &
Astar gl rFsds Helth HEE 3l
Microsoftel|A] #|-Zsl= dlo|e]& o]-&slo] Aletsl
719 PlollA Aokl 143} Flgh el FAsh=
AHS gt A3 wuknds B 23231 AoF
dlolE] 1,63071 5 753719] dlele)7} 93] 7}sslar,
wke wale] REASITIL 77.82%4 53.21%

1

2]
=
A

o

# o] i theistal DU-ltls Sl A7 Alslel els) AR ATl

*

First Author : School of Computer and Information Engineering, Daegu University, koock1994 @gmail.com, SH%]<]
Corresponding Author : School of Computer and Information Engineering, Daegu University, kimch@daegu.ac.kr, 413]¢]

FrHlE D KICS201711-355, Received November 21, 2017; Revised December 11, 2017; Accepted December 22, 2017

17

www.dbpia.co.kr



The Journal of Korean Institute of Communications and Information Sciences ’18-01 Vol.43 No.01

e =
21 B2 95t HAsel HA}
2 Aol A3} %

13 2k 33 16 7145 mhs} o] 1) Sl
A7l olgsto] mnde] S4e Fa) 34 o)
A} Flet B AL T4 2
el 5] 7F5RE Ao

thad mells A7

)
2L
=
>
=,
i
i)
il
&
)]:
U
o
B
N
ol
d

Random malware
dataset

Target model Result of

Request
to
classify

Prediction

Malware
Dataset

3) Attack against
target model

Dataset for learning
imitation model

l D' Learning

imitation model

2 .
Malware | Request to ) Select mis-
Dataset select mis- classifcaion
Another random  Classificaion . case Collected
malware dataset case Imitation model adversarial
dataset

a3 1. $Rudel A3
Fig. 1. Attacking Procedure against Classification Model
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Table 1. Environment of Implementation and Performance

Evaluation

Name Spec
CPU Intel Core 1i5-2300 2.80GHz
GPU GTX Titan X
RAM 8G
oS Ubuntu 16.04 LTS
GPGPU Platform Cuda, 8.0.61
Machine Learning CuDNN 5.1
Platform Tensorflow 1.0
Language Python3.5
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