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ABSTRACT

This study examines the status of Korea’s information security industry through mutual comparison between
Korea and the world, and also compares the economic ripple effects between information security products
market and information security services market in Korea through input-output analysis. In the world information
security industry, we find that the service market is far greater in sales and the market attractiveness than the
product market, but in Korea, the opposite result is obtained. On the other hand, through the I-O analysis, we
discover the fact that domestic product markets have significantly lower added value and employment inducing
effect than service markets. The results of this study suggest that it is urgent to take measures to increase the
value added of information security products with weak income generation capability and it is necessary to

introduce the restructuring of the main market of information security industry from product market to service

market.
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Table 1. Classification for information security industry
by IDC

Main-Medium Small

Endpoint security, Identity and
access management, Security
and vulnerability management,
Messaging security, Network
security, Web security, Other
security

Security Products

Strategy Planning, Compliance
Audit, Policy Access Develop,
Penetration Vulnerability
Testing, Network Architecture
Access, Incident Response,
Forensics

Consulting

Security

Services Architecture Design, Deploy

& Support HW & SW,
Integration |Implement/Integrate, Functional
& Performance Testing,
Migration, Knowledge Transfer

Education & [Security Awareness, Tech.
Training |Training, Security Certification
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Table 2. Classification for information security industry
by Gartner

Main Medium Small
Web Access
Identity Mana.gement, Other
Identity Access
Access .
Management Management, Identity
Governance &
Administration
Endpoint Protection
Platform (Enterprise),
Other Security Software,
Secure E-mail Gateway,
) Infrastructure
Enterprise Protection Secure Web Gateway,
Security Information and
Event Management, Data
Loss Prevention, Security
Testing
Network .
S:C‘Zr?: IPS Equipment,
. Y VPN/Firewall Equipment
Equipment
. Consulting, Hardware
Security .
. Support, Implementation,
Services .
IT Outsourcing
Consumer | Consumer Security Software
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Table 3. Classification for information security industry
by KISA

Main Medium Small

Network Security, System
Security, Content/information
leakage prevention security,
Password authentication,
Cyber Security management, Other
Security products

Security Consulting,
Maintenance, Security control,
Education training,
Authentication Service

Products

Services

DVR, Camera, IP Imaging
Device, Engine/Chipset,
Solution, Peripheral

. Equipment, Access Control,
Physical Biometrics, Alarm/Monitoring,
Security Others

Products

Emergency security service,
Services | Video security service, other
security service
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Table 4. Classmcatlon in the Information Security
Industry

Classification in I-O Table

Integrated main Integrated

category sub-category
Semiconductor
manufacturing (82)
Electronic display
manufacturing (83)
Printed circuit board
Electrical and |manufacturing (84)

Information electronic Other Electronic
security equipment |Components (85)
products | manufacturing |Computer and peripheral

(12) equipment (86)

Telecommunications and
broadcasting equipment
87

Electronic video and
audio equipment (88)

Information/ |Information service (131)
Information | Communication |Software development and
security and supply (132)
services Broadcasting |Computer management
22) service (133)
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Identity Access
Netwark Security Management
Equipment 3,874 (5%
4,639 (5%}

Infrastructure
Pratection
14,746 (18%)

MNetwork Securty
Equipment
10,064 {129

Security Services
500,365 (F0Rs )

a8 1. A AA ARRIAA 6lF
Fig. 1. Global information protection market share
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Table 5. Worldwide Market Status and Forecast
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Web Access 995 | 3.8% E 6. T A Eg Y A
Identit Management Table 6. Domestic Market Status and Forecast
Ae Y |Other Identity Access 1.168 122%
ceess Management ’ 7 2016 sales
Management i Market segment (unit: CAGR
Identity Governance 1711 8.8% g KRW  |(2015-2020)
and Administration ’ billion)
Endpoint Protection 3292 2.6% Network Security 559.0 8.6%
. 5 .0%
Platform (Enterprise) System(Terminal) — 10.0%
Other Security Software| 4,317 9.6% Security ' ’
Secure E-mail Gateway | 1,412 1.2% Content/information
Infrastruct leakage prevention 468.3 13.0%
TUrASITUCIUIe | g0 ure Web Gateway 2,217 7.1% secm;gt P ’
Protection ) i products y
Security Information 1.944 8.9% Password authentication| 112.9 11.2%
and Event Management ’ .
Security management 190.6 6.2%
Data Loss Prevention 894 9.8%
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Implementation 15,208 6.3% Authentication Service 53.6 7.1%
IT Outsourcing 15,923 11.5%
Sub Total 810 ) 10.8%
Consumer Security Software 4,689 1.3% (23.9%) :
Total 83,739 7.8% Total 2431.9 9.6%
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Table. 8. sales forecast (unit: KRW billion)

2016 2017 2018 2019 2020

Products | 1850.9 | 2002.5 | 2166.6 | 2344.1 | 2536.1

Services | 581.0 | 628.6 | 680.1 735.8 796.1

Total 2431.9 | 2631.1 | 2846.7 | 3079.9 | 3332.2
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Table. 9. Economic Ripple Effect

Coefficients Products | Services . Entire
industry
Direct 1.294 1.105 -
Production oo | 045 | 0565 -
inducement
Total 1.744 1.670 1.899
Value Added 0525 | 0821 | 0742
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Labor inducement 4.092 9.162 8.685
Index of Power 0934 | 1.040 ;
Dispersion
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