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ABSTRACT

As the regulation of infrastructure is legislated and strengthened, development of security system is urgent.
Therefore, we survey possible security threats to build up a security system in infrastructure, and the threats are
classified according to their characteristics. Moreover, we also analyze vulnerabilities that can cause threats.
Classified and analyzed results are expected to serve the guideline and evaluation to counteract possible threats in

the infrastructure.
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Category Cause

Security threat

Natural disasters

System outage and destruction

Blackout

Data destruction
Processing error
Processing delay

Offfine Physical threat

Pollution and threat to electronic equipment
Electromagnetic wave threat

Hardware destruction

Hardware failure

Theft

Immature operation

Input error

Operation mistake

Input mistake
Mistake and error in personnel and procedure to operate

Inside Insider threat

Information leakage
System outage and destruction

Social engineering attack

Spam mail
Spear phishing

Collecting internal information

Media explorer
Traffic analysis
Eavesdropping and sniffing

Camouflage

Disguising as a normal device or a system

Acquiring privilege

Bypassing control
Exploiting privilege

Unauthorized access

Unauthorized manipulation

Online Data leakage

Outside

Password leakage

Hardware and software information leakage
Leakage of processing information

Leakage of asset information by external parties

Overload induction

DoS and DDoS
Attacks based on system throughput

System fault

Operating system vulnerability
Program vulnerability

Falsification

Unauthorized access and falsification

Malicious code

Spoofing attack

MITM (Man-In-The-Middle) attack
Trojan horse

Backdoor

Trapdoor

Replay attack
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Table 2. Vulnerabilities in the infrastructure

A2] Au, AR RI} oAt ofsje] fEEE 4]
3, FHist kel oJ3k $13E AlaEle s Wl
Eé} EA S 2 DoS ¥ DDoS ¥4, Alzgle] H2|sh=
THE Hole 298 Amshe Tl 23 A
Alzg) el g $132 Alxde e8] S8t
of AAE SGAA 2 =Rl EAfshs FeH

Category

Vulnerability

Inappropriate cyber security policy and procedure

Absence of systematic cyber security training and awareness education program

Inadequate cyber security structure

Policy and procedure

Insufficient cyber security requirement and implementation

Absence of cyber security monitoring

Using standardization technique having known vulnerability

Absence of security document with policy and implementation guides

Platform configuration

Inadequate proactive response of cyber threat

Absence or difficult of cyber security patch

Absence of cyber security evaluation and test

Absence of proper cryptography policy

Inproper access control

Improper remote access

Unauthorized personnel having physical access privilege

Technical and information attacks on known infrastructure

Communication protocol vulnerability based on Modbus

Erroneous configuration and error in hardware, operating system, and application

Incorrect management of the platform

Malicious code

Absence of malicious protection software

Unused malicious protection software

Software

Buffer overflow

Unavailable default security features installed

Denial of service attack

Use of unsafe communication protocol

Absence of intrusion detection/intrusion prevention software

Usage restriction of existing security product

Transmission of unauthenticated command and authentication data

Network

Data flow control

Transmission of unencrypted data

Inproper access control

Absence or insufficient management of firewall at network edge

Absence of network monitoring

Insufficient integrity check of communication

Insecure connection
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