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ABSTRACT

Services based on IoT are more to be exposed to security threats by utilizing heterogeneous devices and
applications. In this paper, lightweight security protocol is proposed to prevent information leakage and the
forgery of communication data for IoT service. The proposed lightweight security protocol supports user
authentication, message authentication, and message encryption based on the SHA256-HMAC, PRESENT, and
LEA algorithms thereby preventing leakage of communication data and threat of tampering due to eavesdropping.
However, there are some problems that the data transmission rate is lowered due to the header of the protocol

and the communication time is increased due to the operation of the authentication and encryption algorithm.
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Table 1. Type of keys
Type Use
Update Key User Authentication

Message Authentication, Message

Session Key Encryption

Application

Application (App) |

Generic Access Profile
(GAP)

Generic Attribute Profile
(GATT)

Host
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Controller

.

Security Manager Protocol Attribute Protocol
(ATT)

Logical Link Control and Adaptation Protocol
(L2CAP)

___________________________________________

| Link Layer (LL) |

| LE Physical Layer (PHY) |

. BLE 2¥}
. The stack of BLE
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Table. 2. Development Environment
Item Model
Bluetooth Bluetooth v4.2
Smart Phone Samsung Galaxy A5
Application Android 6.0 (Marshmallow)

Control Board nRF51822

Software Compiler | Keil yVision5® IDE

Log J-Link RTT Viewer V5.12f
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Table 4. Test result
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10 byte 20 byte
Communication Mode Length of Perfomance Operating Length of Perfo'rmance Operating
Message Time Current Message Time Current

(ms) (A) (ms) (A)
Non Protocol 10 411.20 0.09 20 414.03 0.09
Non Secure 15 812.09 0.19 25 1639.04 0.35
Authentication Only 19 825.85 0.19 33 1664.31 0.35
PRESENT 20 1012.68 0.28 32 2247.29 0.67

Encryption Only
LEA 20 848.15 0.18 40 1668.74 0.35
Authentication and PRESENT 20 1655.10 0.53 40 2236.19 0.74
Encryption LEA 20 1230.88 0.31 40 1654.96 0.36
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