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ABSTRACT

In recent years, more than hundreds of thousands of new and variant malicious codes have appeared in
various forms, including Ransomware, Malicious code for direct money takeover is increasing. Static based
analysis techniques are required to dispose of malicious codes rapidly while consuming a small number of
resources. In this thesis, we want to detect malicious code by composing a quick and light-like feature using the
Imported DLL and API among static analysis techniques. By Whole investigation through the Imported DLL /
API of more than 80,000 files,Identifying the Trends of Malicious Codes and Normal files, It provides the
possibility to compare the machine learning results to verify the Feature Selection Policy and to link it other
malicious code analysis, It is expected to contribute to improving the accuracy of malicious code analysis based
on the DLL/API. The main DLL/API information produced through the experiment can be widely used for
malicious code variant detection, malicious code group classification, malicious code type classification, and can

be used as a common base for various malicious analysis studies.
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Table 3 Machine learning results for combinations of A, B, C, D, E, F, and G range
Category Range True Positive Rate(%) False Positive Rate(%) Accuracy(%)
A 99.90 89.36 70.15
B 95.70 68.16 74.41
C 85.40 46.80 74.67
DLL D 91.56 49.04 78.03
E 99.92 95.56 68.09
F 99.94 96.44 67.81
G 100.00 98.52 67.16
A 98.56 10.64 95.49
B 99.82 11.96 95.89
C 98.68 10.72 95.55
APIL D 99.42 11.20 95.88
E 98.68 41.24 85.37
F 98.54 55.80 80.43
G 98.54 64.28 77.60
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le 4 Machine learning results for combinations of A, B C, D, E, F, and G range

Category Range True Positive Rate(%) False Positive Rate(%) Accuracy(%)
A 99.90 89.36 70.15
A+B 95.72 61.36 76.69
A+B+C 96.34 50.04 80.88
DLL A+B+C+D 95.82 29.16 87.49
A+E 99.84 87.24 70.81
A+E+F 99.78 85.72 71.28
A+E+F+G 99.78 84.68 71.63
A 98.56 10.64 95.49
A+B 99.26 8.40 96.71
A+B+C 99.88 9.08 96.89
API A+B+C+D 99.82 8.08 97.19
A+E 99.52 11.68 95.79
A+E+F 99.56 10.72 96.13
A+E+F+G 98.94 9.08 96.27
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Fig. 9. ROC Curve and AUC for each combination of A, B, C, D, E, F and G by API
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Table 5. Machine learning results according to DNN model
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Category |Range DNN Model True Positive Rate(%) | False Positive Rate(%) Accuracy(%)

Hidden Layer4, Node50 95.00 15.60 91.47

H | Hidden Layer5, Nodel00 94.50 14.24 91.59

Hidden Layer6, Nodel50 95.08 13.48 92.23

AP Hidden Layer4, Node50 94.86 15.12 91.53
I Hidden Layer5, Nodel00 95.02 13.84 92.07

Hidden Layer6, Nodel50 94.88 14.56 91.73

Hidden Layer4, Node50 91.88 23.00 86.92

H | Hidden Layer5, Nodel00 93.24 25.64 86.95

DLL Hidden Layer6, Nodel50 93.86 25.44 87.43
Hidden Layer4, Node50 92.02 24.32 86.57

I Hidden Layer5, Nodel00 92.00 22.92 87.03

Hidden Layer6, Nodel50 93.04 24.68 87.13
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