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ABSTRACT

With the advent of Internet-of-Things technology, the In-Vehicle Infotainment (IVI) service has been noted in
the related area. The manufacture-oriented IVI service is now evolved into the mobile platform that incorporates
IT technology, and several companies are conducting a lot of works in order to preempt the IVI platform.
However, most of the current IVI platforms can be regarded as a closed architecture, which induces the
problems in the perspective of interoperability and portability. In this paper, we propose a Configuration Protocol
for IVI system (IVI-CP), which is an application protocol that can be used to control devices and services,
irrespective of company agreement. The proposed IVI-CP system can manage a variety of resources available on
the IVI platform hierarchically and provide the RESTful API to access the resources. We implemented a simple
testbed system so as to verify the proposed IVI-CP protocol. From the experimental results, we see that the

proposed scheme can provide efficient resource control function.
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E 1. IVI EYE vl
Table 1. Comparison of IVI Platforms
Company Platform Name Feature
- Al Assistant (Google Now)
Google Andorid Auto[9] - Navigation with learning features
- Automotive entertainment app (Android)
- Al Assistant (Siri)
- Void Message
Appl Play[1
ppie CarPlay[10] - Automotive entertainment app (IOS)
- Dial control support
- Al Assistant (Cort
Microsoft Windows in the car[11] . SSI.S ant (Cortana)
- MirrorLink
- Al Assistant(Clova)
Naver Away[12] - Driver friendly UX
- Streaming Media Service
- AI Service
KT GIGA Drive[13] - ADAS-based Safe & Convenient

Connected Car Service

Mercedes-Benz

MBUX[14]

Al Assistant
Digital Cluster
Intelligent Hybrid Architecture

HYUNDAI

Intelligent Personal

Cockpit[15]

Al Assistant
Human-Machine Interface
Wellness Care

Acoustic User Interaction

Samsung

Digital Cockpit[16]

Al Assistant(Bixby)
SmartThings
Configurable Knob
Digital Cluster
Circular UX

Open Source Platform

GENIVI Ali GENIVI[17 .
rence (171 - Hardware interface support
- Open Source Platform
Linux Foundation AGL[18] - MirrorLink

Tizen OS based
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E 2. A8 U 5
Table 2. User Permission Level

E 3. IVICP #AA Z7
Table 3. IVI-CP Message Format

Permission Non-Shareable User Temporary Field Description
Level Resource Access Authentication Request Response
1:Owner Allowed Not Require 200: OK. 403:

1: Get, 2: Post, L i X
2:Temporary Allowed Require Type 3. Put. 4: Forbidden, 404: Not
Owner w au Lo Found, ...(HTTP

Delete
3-Private Not Allowed N ] State code)
User ot Allowe ot Require API URI Path
4:Public User Not Allowed Require Key User Key
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E 4. e dlefg] 2
Table 4. Parameter Data Format

User Format

Parameter Description
Name User Name
Mac User Device Mac Address
Number User Phone Number
Permission User Permission Level
Resource Format
Parameter Description
ID Resource ID
Name Resource name
Type Resource type
Permission Access Permission Level
Status Resource status
(Occupied, Available)
Owner Used User
Operation Resource Command

Name, Type HWe= #ard] AHEE AHoshh
Permission, Status, Owner ¥~ 2|42 Ao 2 A
5 & o AL AL A A, AR AR AR
= A3lv, Operation W4 BlAax AlolE 98t
wEolE Aegkct

2.4 ofAIx] M i}

R Aol|ME 234604 Ak IVI-CP2] WAA] T+
Zol] 2 CRUD 7|52 A3k wAx] 2 A4}
ol tisl] A&dit}t. a8 4= B =rellA] Algksh= =
AR A Aol el b A glom 72 A Axp
W 7)ol digk Ame o 2k

13 4= CCIS Master - Client 172 3132 Hof
Zt}. CCIS Client7} 12L& g¥slk= wWAAE
POST Methods AH83le] AREA} A4 Al S

CCIS Client : 1 CCIS Master

POST: /account/signup
user 1 jsonData

.......................... >

200: /account/signup create key

€rnnnnel user 1key ...

Owner Connection

CCIS Master

POST: /account/signup

CCIS Client : 1

CCIS Client : 3

GET: /permission/privateuser
user 3 jsonData >

200: /account/signup
user 3 key

Private User Connection

12l 4. CCIS Master - Client $17
Fig. 4. Connection CCIS Master - Client
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= ARESEe] F7E oS Elgit
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Method & AME-3ed AMEAF 97 AlAd-S 2HA1E 84
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P Mty iy gt e
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Fig. 5. Disconnect CCIS Master - Client
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«.-devices, Json Tisk .

Get devices list

CCIS Master

CCIS Client : 1

GET: /resources/content

Get contents list

a8 6. i 55 84
Fig. 6. Request resource list
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Table 5. User Registration

| Request User Registration
IF request_permission_level ==
IF permission_level 1 user not exist
approval
Else
reject
ELSE
IF permission_level 1 user not exist
reject
ELSE
Request registration approval to level 1 user
IF return approval message
approval
ELSE
reject
END

6. i A2
Table 6. Resource Connection

‘ Request Resource Connection

IF resource_permission_level <= user_permission level
IF using resource
IF using user_permission_level <= request user_permission_level
resource occupancy
ELSE
reject
ELSE
resource occupancy

ELSE

o] A7k Tl Blas AT AR e A
7], Blas At *‘Mﬂr A =& 7

5 elae] ARg o2 Belde 844 elavt
AHE- Fo] obd el S SalskH, ovl ARS
Tl 7 AR Bl ARgARel HIGHE vlarete]
A 9l me 7R AAH

. AlAE 78 3 Za}

H Aol M= Ak IVI-CP Al~Ele] 133} &
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31 A" 7 24 " Ul

IVI-CP A=/ 78 72 3% 79} zr} CCIS
Master= Windows 10 OSel|4] NET Core 7|H}e]
UWP(Universal Windows Platform) °fZ2]7|o]4d.2
= TRsiglon, BA) Tl aEolst HEEA 408
A 43= A Galaxy 10.6 Windows EllE-3lel|4] A1
81=]93tk CCIS Client= Android OS 7.0 Nougatel|
A k= ol ofEelAolale Faiselon], Ab
Galaxy Note 5°ll4] A3=]ic)

CCIS Master®} Client®] UI 4-> 13 8%} 2tk

E 7. IVI-CP A=H 34 317
Table 7. IVI-CP System Implementation Environment

CCIS Master CCIS Client
Windows 10 Fall Android 7.0
oS
Creators Nougat
. Samsung Galaxy Samsung Galaxy
Device Book 10.6 Note 5
Framework Net Core Android
Framework
Language C# Java
& &
A B =
Menu Media Player
Bluetooth Information Message Log
CCIS Master(UWP)
0 -]
Permission Level Device List Content List

CCIS Client(Android)

12l 8. CCIS mlxaE9} FelolddE Ul
Fig. 8. CCIS Master and Client Ul

CCIS Master= A A v, vit]e] Zdlo]o], ALg=}
A7 AR W, vAA] 2o shHe R ARG o,
AA vl 7] MES E 243} HER s
Ak BFEA AH ve ddE AHRRe] ARE
HolFn, mjtje] ZHo]o] v AR} Zel=E
Adlslm Zjo]efolla] A=, AR 22wy
CCIS Client®} Fiike E4l mAx]2 EH=c)
CCIS Client+= 174 A #g 558 A 5= 9l=
el 7 o] F A FE5y) Felx 525 F3H3)
= 3R A=

3.2 CCIS Master - Client 92 2 2|44 H|of

a3 9= 73 IVI-CP Al=Ele] Alejsh= 24
< AR RodFEr) CCIS Master= AlsjEd o172
7] A7t =M Client®] 92 848 7el=ich ©
AL A7 84S sh= A 22, CCIS Client7} A
= A4 7t BRF A 5E5S Hoigy
E-Zo)|4] CCIS Masters A&sld U3t 555 Al
& = 9= wlrshae] A3YEIch CCIS Clientoll ] A}
L2} A 4= 9)= g 55> Owner, Temporary
Owner, Private User, Public User7} ¢} ARg=}7}
A5 A o H3F 5H5o= 94 8A
HAXS Bich o2 9 =Ax|E w2 CCIS
Master+= User Key S A3} S AIR] ol el

Windows-1 0 B T @

CCIS Client

LI K-X-X ] —

Android -
|

Connect & Sign up
CCIS Master - Client

@~ ¢ __
@i -
G=="®

Get Resource List

Run CCIS Master & Client

Resource Control

12l 9. CCIS Master - Client 4174 4 2|4 Ao
Fig. 9. CCIS Master - Client Connection & Resource Control
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E 8. WAA 22
Table 8. Message Log

No Scenario - Message

Connect CCIS Master - Client (Level 1)

POST: “/account/signup”
key: «
Client(Lev.1) y

"y

{“name”: “Owner”, “mac”: “Al1:B2:C3:D4:E5:F6”, “number”: “010-1234-5678”, “permission”:

200 OK: “/account/signup”

M
aster key: “levOl_owner_key01”

Get Device List

GET: “/resource/device”

Client(Lev.1) key: “levO1_owner_key01”

2 200 OK: “/resource/device”
key: “levO0l_owner_keyO1”

”

Master { { “id”: “airCon_01”, “name”:

»,

“display”, “permission”: “2”, “status”:

“Air Conditioner”, “type”: “central”, “permission”: “2”,
“status”: “available”, “user”: “none” }, { “id”: “display_01”, “name”: “Navigation”, “type”:

occupied”, “user”: “Owner” }, .... }

Get Content List

GET: “/resource/content”

Client(Lev.1) key: “levO1_owner_key01”

3 200: “/resource/device”

key: “levOl_owner_key01”
Master e a1 oo S e g i
{ { “id”: “content_01”, “name”: “MusicOl”, “type”: “content”, “permission”: “4” }, { “id”:
“content_02”, “name”: “Music02”, “type”: “content”, “permission”: “4”}, .... }
Resource Control

PUT: “/resource/content”

4 Client(Lev.1) key: “levOl_owner_keyO1”

{“id”: “content_02”, “Operation”: “Play”}

200: “/resource/content”

M
aster key: “levOl_owner_key01”

£

XA CCIS Master$} Client®] 17e] k8%
@ I3 Q@ IS A7 A=A H5I FH= 55
QA= A O R, CCIS Client ofZ2|A01A AF
9] ‘Device’ ¥+ ‘Content’ S Al€ispd €= g
29 84 WAAE CCIS Master2 H¥ick CCIS
Master= 8|4 84 WARE ke ARg7ssh
i HES SHHAA Hol Halln, S5 w4
A& "R Clienti= 24 H3-8 ol HojFr) @
4> CCIS Clientol|4] @#FAol|4] Aeibe: ZEl=
E2 2 sh)E Al CCIS Masterol|A A 4sk=

2k

")

>

713 10> CCIS Master®] &5 wAA] w375
A28 71 2 & CCIS Mastere} Client’} S+ &
FH2 WAAE ]l & 4 9lck 13 98] O-@
& Owner 5522 AR #1335} CCIS
Master2} Client”} -3 -2 £-F52~ FAl wAA]+=
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% 85} e} 94 wAH2} Sl ARl 2ol 4
8} vlAR] xR} At XS wpze] 7b Ak} W
| A #]eA] AM4El REST APIE #ald 4 glch
User Key+= AE5+, AHeAlol &, A4 W53 23
o2 QAFIe] ALSEQ] o A8x} A He} 2] 3]
¥ tv)(dummy) Hlo]E]S AR&E}IIch

IS Master

Bluetooth Message List

a8 10. EF5F2 HAA Hly
Fig. 10. Bluetooth Message Menu
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