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ABSTRACT

Recently, the novel networking technology Software-Defined Networking(SDN) and Service Function
Chaining(SFC) are rapid growing, security issues are also emerging for SDN and SFC. However, the research
about security and safety on novel networking environment is still unsatisfactory, the vulnerabilities being reveal
continuously. In this paper, among these security issues, we introduce the ARP Poisoning attack to use SFC
vulnerability and propose method to be able to defend that attack. The proposed method detects repetitive ARP
reply which is feature of ARP Poisoning attack and detects ARP Poisoning attack. The proposed method solves
the problem of previous detection method which considering whether legitimate user’s MAC address change is as
an attack and decide attack as the number of ARP replies. Our proposed method also more accurately detects
the presence of an attack. if an attacker know that reptitive ARP reply is used to detect attack, an attacker can

intelligent ARP attack. but, our proposed method is able to detect intelligent ARP attack.
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